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Digital Signatures

Definition: A digital signature is a type of electronic signature that encrypts docu-
ments with digital codes that are particularly difficult to duplicate.
Digital signatures are used for data integrity, authenticity, and non-repudiability.

• Data integrity ensures that the encrypted data is not changed.
• Authenticity verifies the identity of the signer.
• Non-repudiation holds the validity of the signer.

The main components of a digital signature include:
• A one-way hash function (to be signed).
• A private key (that encrypts the hash).
• The encrypted hash\hashing known as the encryption algorithm.

Hash Functions

Definition. A hash function is any function that can be used to map data of arbitrary
size to data of fixed size.

A number of hash functions have been developed over the years. However, an efficient,
robust, and secure hash function has yet to be proposed. Common hash functions
include the MD − 5 and SHA− 1 hash functions.

Public Key Cryptography

Definition: Public Key Cryptography (PKC) is an encryption technique that uses a
paired public and private key algorithm for secure data communication.
PKE digital signatures typically require three algorithms to function:

• An algorithm that selects a private key and outputs that key with a public key.
• A signing algorithm that produces a signature when given the message and a

private key.
• A (digital signature) that either accepts or rejects the message’s claim to

authenticity.

Motivation

The recent Equifax security breach affecting over 140 million consumers has highlighted
the urgency in providing more secure, robust, and efficient algorithms in all aspects of
computer security. Digital signatures are one of the most important techniques used in
modern information security. However, most digital signatures in use today are imple-
mented by algorithms that are not secure due to the solvability of these mathematical
problems in polynomial time. Our research addresses this issue by selecting an in-
tractable algebraic problem from the braid group to provide a secure, fast, and effective
technique for digital signatures.

The Braid Group and Root Extraction Problem

Definition A braid βi is a collection of n strings intertwined from a top plane to
bottom plane where n ∈ Z+.
The following set of moves are the allowed moves on braid strands.

Reidemeister Moves: R2←→ R3←→

Every n-strand braid can by encoded in a word in the letters σ±1
i by observing each

crossing between the ith strand and the (i + 1)th strand.

σi = σ−1
i =

1 i i + 1 n 1 i i + 1 n

The braid word σi is known as a braid generator. The braid generators satisfy the
following braid relations

σiσi+1σi = σi+1σiσi+1

σiσj = σjσi for j 6= i± 1.
These braid relations can be used to manipulate a braid and to determine if two
braids are equivalent.

Definition Given a braid y ∈ Bn and an integer e ≥ 2 such that y = xe for some
unknown braid x, find a braid z in Bn such that y = ze. The root problem has not
been widely studied and has potential for being intractable. Hence this is what we
will base our security on.

A Motivating Example

α = → = β

Consider the braid β show on the left. Note that
if we let n = 5, then β ∈ B5, where B5 is the
braid group containing all compositions of braids
with 5 strands.
Question (root extraction problem): Given our
β ∈ B5 can we find a braid α such that β = αe

for some e ≥ 2? Consider the braid α show on
the left. Note that if we let e = 2, then chopping
α into two braids indicated by the green dashed
line on the left would yield β = α2.

However, this question does not have an easy answer. Say we started with some β ∈ B95
that has 1, 000 crossings and we wanted to find some braid that could be a multiple of
β. The only tools we have to investigate this are the Reidemeister moves, as well as
the braid relations listed above.

Our Approach

Our objective is to create a signing algorithm able to produce a signature that is
impossible to determine without the private key. We created a program that converts
data into a braid and that braid into a representable list.
Idea: We take some arbitrary large braid and run it through a collision free, one-way
hash function. Then, taking that hashed braid, we create a public key based on the
hashed braid with composition of another arbitrary private braid.

→ σ1σi · · ·σn−1→ [i j · · · k]→ H([i j · · · k])→ [l m · · ·n]→ · · ·

Where H represents the collision free, one-way hash function and i, j, k, l,m, n ∈ Z.
We primarily focused on the first section, which involves taking the braid and being
able to represent our braid to be able to run it through a hash function.

Another approach that was considered was to run the data through a collision free,
one-way hash function first. Then we interpret the hash as a braid and produce the
public braid with the hash in composition of another arbitrary private braid. This
encrypted hash would be sent and decrypted to ensure non-repudiation, authenticity
of sender, and integrity of data.

011010010→ H(011010010)→ DFCD35465→ → · · ·

Further testing will show which approach has better efficiency and security.

Testing and Implementation

The system we will be testing and implementing our encryption algorithm is Unix be-
cause of its efficient use of virtual memory and powerful threading tools. Additionally,
C is the language of choice for an application because of its ability to communicate
across multiple platforms, and easy bit-manipulation. Using our program that converts
a braid into a list, we take some arbitrary large braid and run it through MD-5 to create
a hash of our braid. Note that since MD-5 is no longer considered secure, this was just
for testing purposes. In order for our signing algorithm to be cryptographically secure,
we require a collision free, one-way hash function.

Future Direction

• Determine which approach listed above for B-TADS is more secure and
efficient.

• Take this approach and incorporate the root extraction problem into our
private-public key encryption algorithm.

• Investigate potential nearly collision free, one-way hash functions to test our
signing algorithm.

• Produce tools for a comprehensive suite of secure communication protocols.
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