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Abstract 

RECOMMENDATIONS FOR A CUSTOMIZED CRISIS COMMUNICATION PLAN IN THE 

CASE OF A LONG-TERM POWER OUTAGE CAUSED BY CYBER-TERRORISM 

Lisa A. Seidel 

Under the Supervision of Dr. Susan Hilal 

 

Purpose 

The purpose of this research is to identify universal communication pitfalls that may impact the 

crisis communication in the case of a long-term power outage as a result of a cyberattack on the 

power grid, and to make recommendations based on best practice to overcome these problems.  

Not all jurisdictions are prepared to successfully communicate with the public in a long-term 

power outage as many may be working from communication plans that are outdated or rely 

heavily on access to electricity.   Most communities have an existing communication plan that 

can be applied in the case of a crisis or disaster, however, the challenge lies in determining what 

communication methods are available in a community that can withstand a power outage and 

how these methods measure-up to the needs of all groups within the community at the point of 

crisis. 

Methods of Study 

This study involved the use of secondary research, specifically, the collection of communication 

methods, modes, and strategies that are currently being utilized in the case of a long-term power 

outage.  Existing methods of communication that are available were explored to determine the 

best practices for developing a customized crisis plan that can be universally applied.   Case 

studies of two historical large-scale black-outs were reviewed for successes and failures that are 
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applicable to this study.   Critical analysis was used to determine best practice that can be learned 

from these case studies and applied when recommending the need for new strategies moving 

forward in the development of a customized crisis communication plan. 

 

Key Findings 

Emergency managers have a responsibility to get prepared for the possibility of an attack leading 

to a long-term power outage.   Many unique challenges arise when reliable energy is lost.  

Consistent messaging is key to keeping the public safe and informed, however, great care has to 

be given to content and timing of the message so that the public can be informed decisions that 

lead to personal safety and security.  Not all modes of communication will can be universally relied 

upon as capability and capacity varies by community.  Additionally, messaging content and 

methods of communicating is impacted by the recipient group.  Vulnerable communities present 

unique challenges for emergency managers when planning for delivery of crisis communication.  

The very best, crisis communication plan will require preparation, commitment, and practice so as 

to enable quick and accurate information to the public.    
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Section I.  Introduction 
 

Most communities have some form of crisis communication plan that has been 

established by emergency management agencies and key stakeholders.    The underlying 

assumption with these plans is that there will be continued access to power and technology for 

emergency response.   However, as critical infrastructures become more technologically 

sophisticated and interdependent, the vulnerability to cyber threat increases.   According to the 

U.S. Department of Energy (as cited in Mission Support Center, 2016), utility entities throughout 

the U.S. have seen a steady rise in cyber security breaches that raise concern for a level of threat 

potential that could result in a large-scale power outage.   Cyber long-term interruption of service 

has significant impact to the entire community.   To improve vital communication between state 

agencies, non-government partners, and the community during a large-scale power outage, a 

customized crisis communication plan needs to be developed and well-established in advance of 

an outage.  Careful examination of the available modes of communication and the vulnerable 

areas of the community in need of information is necessary.   Most communities have an existing 

communication plan that can be applied in the case of crisis or disaster.    The challenge lies in 

determining what communication methods are available in a community that can withstand a 

power outage and how these methods measure-up to the needs of all stakeholders at the point of 

crisis. 

A long-term power outage can compromise the critical infrastructures of the communities 

supported by the effected grid and leave community members in an information blackout.   

Critical infrastructures such as the vital communication systems of interoperable emergency 
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communication and 911 system, if compromised by power interruptions, could quickly 

incapacitate emergency response and recovery functions for the entire community (Office of 

Electricity Delivery & Energy Reliability, 2015).  There will likely be limited information that is 

immediately available to emergency managers; therefore, it is essential that emergency 

management and governmental agencies have protocols in place to ensure that there is 

consistency in messaging to the public (Crisis Communications Plan, 2017).   Quick and accurate 

communication is key in a crisis.    Protocols should be established in advance to account for 

subsequent messaging to the public as new information becomes available potentially changing 

the landscape of the crisis and the recommendations for the public to ensure continued safety 

(Crisis Communications Plan, 2017).   

A comprehensive crisis communication plan, that involves well-vetted and evaluated 

components and is developed in collaboration with public and private agencies, is the only 

method to truly prepare for such an attack.  Likewise, the uniqueness of the situation calls for 

customization of the crisis communication plan to accommodate complications in 

communication when power is limited. 

 

Statement of the Problem    
 Most crisis communication plans that exist as part of the emergency management 

functions of a community, are not detailed enough to accommodate a long-term power outage, 

further few, if any, have been updated to address the complexities of cyber-terrorism.     A cyber-

attack that produces a long-term power outage is a very real possibility in the current landscape.  

Emergency management agencies need to be prepared for an attack of this nature by designing a 

highly customized crisis communication plan that will enable quick and accurate information to 

the public.   
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Purpose of the Study    
          The purpose of this research study is to identify universal communication pitfalls that may  

impact the crisis response in the case of a long-term power outage because of a cyber-attack  

on the power grid in order to make recommendations based on best practices to overcome these  

problems.  Not all jurisdictions are prepared to successfully communicate with the  

public in a long-term power outage as they may be working from communication plans that are 

outdated or rely heavily on access to electricity.   Modern technological interconnectivity can be  

both an asset and a roadblock in a long-term power outage.  A more sophisticated and  

comprehensive communication plan for the modern day, consisting of many layers of  

communication that incorporate both modern technology, such as mobile connectivity, and social  

media platforms during initial communication as well as more, low-tech methods to supplement  

once cell phones, computers, and TV’s are powerless is needed for all communities.   

 

Significance and Implications 
A review of literature suggests that many emergency management programs at the local, 

county, regional level are not prepared to communicate with the public when power is out for an 

extended period (Solymossy, 2013).  Determining the capacity for back-up generation and 

supplemental energy will establish the course for planning and inspire strategies to address 

limitations and communicate such plans to key public and private agencies (National Governors 

Association, 2016).    Resources for a comprehensive and modern crisis communication plan do 

exist, however, there will most certainly be variation in nature and availability based on the 

community.   Some resources may be underutilized or underdeveloped.  A market resource 

analysis will be needed to identify and discern the status of local resources that can be used in the 

design of a customized crisis communications plan.  Creation of a customized crisis 
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communication plan can bring success in disseminating critical information to the community in 

times of crisis.   

 

Methods of Approach 
This study will involve mostly secondary research.   Secondary research will entail 

collecting successfully designed crisis communication plans from various municipalities, 

targeting plans that account for and can be implemented in long term power outage.  Existing 

methods of communication that are available will be explored for determining best practices for 

developing a Vital Communications Plan that can be universally applied.  

Furthermore, case studies will be reviewed for communication successes and failures 

during historic power outages and disaster situations.  Critical analysis will determine best 

practices that can be borrowed from individual case successes or lessons learned that support the 

need for new strategies moving forward in customized crisis communication plans. 

In developing a customized crisis communications plan, it is important to examine the 

message regarding the hazardous situation as well as who will be receiving the message.  Using 

the components of risk communication theory, recommendations will be made regarding the 

messaging.   Risk communication theory speaks to the importance of communication and 

messaging during a disaster.  If the public is informed they will be more equipped to respond 

effectively.  

 

Contribution to the Field 
This research paper will provide an outline for creating a crisis communication plan that 

can be universally applied to assist in communication during a long-term power-outage.   Using 

the theoretical framework of risk communication and applying it to the conceptual model of 
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crisis communication, communities can create an effective plan for communicating vital 

information during the crisis of a large-scale power-outage.   The areas of criminal justice that 

can be enhanced by this research are:  Homeland Security, Emergency Management, and Risk 

Management and Disaster Recovery.  The intention of this research is to inspire emergency 

planners to take a critical look at existing communication plans to determine if current plans can 

provide effective communication in the case of a large-scale, long-term power outage because of 

a cyber-attack.   Specifically, existing communication plans should be evaluated for successful 

access to target audiences and vulnerable communities when many traditional communication 

modes are no longer available without power.  Additionally, messaging protocol should be in 

place to ensure consistency of core messaging across all segments.      Best practice and new 

strategy recommendations will be offered as vital components of a custom crisis communication 

plan for communities when power is limited.      
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Section II. Review of the Literature 

 
When disaster strikes, quick and accurate communication can prove to be a difficult task, 

yet this information is often instrumental in keeping the public safe in the midst of a crisis. 

Dissemination of information to the public in a crisis can be further compromised when power is 

inaccessible.   The following section will examine the necessity of a crisis communication plan, 

the elements of coordinated messaging, and the various modes of communication that have been 

accessed in times of crisis to inform the public.  In conclusion, a review of available literature on 

the use of social media as a crisis communication platform will be offered.   

 

Necessity of a crisis communication plan 
 

Cyber-threat to critical energy infrastructure is recognized as a top priority for the 

Department of Energy (2015).  With nearly 90 percent of the nation’s power infrastructure held 

by the private sector, coordinating efforts between the Office of Electricity Delivery and Energy 

Reliability and private stakeholders is crucial if a resilient infrastructure is desired for the future 

(Office of Electricity Delivery & Energy Reliability, 2015).    In 2015, the Department of Energy 

rolled out a cybersecurity program with a vision of greater resilience and stability by 2020.  One 

key focus area that was identified is the coordination of cyber incident response and recovery 

plans (Office of Electricity Delivery & Energy Reliability, 2015).   

When the power goes out, emergency managers quickly find that the communication 

channels that are normally relied upon, such as television and internet, are rendered useless.  

When this is the case, emergency management programs that have found that initializing a back-

up communication plan that includes the use of local radio broadcasting and emergency text 
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alerting can reach further and wider.  Emergency text alerting can be transmitted more 

effectively than mobile phone calls or social media messaging when the cell towers are 

overloaded.  Additionally, people have become more creative in finding ways to charge their 

mobile devices such as with their vehicles or finding a business that has back-up generator 

(Solymossy, 2013).   

Local radio broadcasting can also be considered a trusted mode of communicating highly 

localized information to the community members in the listening area (Solymossy, 2013).  

However, relying on one mode of communication will surely leave out some groups within the 

community.   Reviewing the literature and looking at case studies from power outages that have 

occurred over time will help guide a more effective communication plan that addresses the needs 

of a citizens that naturally gather information through different methods.   

 

Interoperability concerns 

The need for interoperability is the most necessary and challenging toll for emergency 

managers in the face of a crisis, especially one as massive as a large-scale power outage.  The 

need for real-time data exchange is critical to public safety, this ability among field units and 

agencies is commonly referred to as interoperability.   Several challenges exist in achieving 

interoperability, the primary being related to operational and technical difficulties.  The primary 

technical difficulties are frequency and equipment incompatibility.  Different brands and grades 

of public safety radio systems can use different frequency bands making it impossible to pick-up 

transmissions if users are not working within the same frequency.  Additionally, even if 

equipment is working on the same frequency, it may be incompatible and therefore not 

automatically able to pick up the signal if it is not manufactured by the same company (U.S. 

Department of Justice- National Institute of Justice, 2006).  Technical incompatibility is not the 
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only interoperability concern that has been identified.  The absence of operational agreements 

between key agencies can stunt interoperability at the time of crisis.   The creation of an 

interoperability committee that can evaluate the communication levels between agencies and 

create Memorandums of Understanding could help achieve interoperability in a time of crisis 

(U.S. Department of Homeland Security, 2018).  Public safety agencies, including police and 

fire, need a coordinated response during operations if communication is to be achieved across 

agencies, departments, and jurisdictions.  Achieving interoperability needs to be addressed in 

advance of a power outage, if technical obstacles are to be overcome.   This will take a large 

commitment on the part of local agencies, if equipment compatibility and universal frequency 

use is to be achieved.    In short, solutions to interoperability exist but most come with a hefty 

price tag.   

 

Phone tree 

As with any good crisis plan, a redundant phone tree is imperative.  The phone tree takes 

advantage of power and communication capabilities that exist for the time being and allows the 

initial knowledge of the situation to get to key players in a timely fashion.  Individuals who are 

central to the crisis communications plan will begin to operate in crisis mode and assume 

preplanned roles and duties (James & Gilliland, 2013).   Relying on memory at a time of crisis is 

not the best practice, therefore, the message should be written down by each person involved in 

the initial wave of contact on the phone tree.  This will assure that the initial facts are just that, 

facts, and not information formed by expectation or assumption of what has occurred.   
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Coordinated messaging  
 

Segmenting the community for target Audiences 

It should be recognized that like other system breakdowns, mobile networks will also experience 

intermittent interruptions at the very least due to the number of people accessing the system.  For 

many, the outage of power, especially an extended outage can be particularly annoying and 

frustrating.  However, for certain populations, this frustration can quickly become life 

threatening particularly if temperatures are extreme.  This is the case for vulnerable populations 

such as the elderly (Solymossy, 2013).    These vulnerable groups are at much greater risk during 

a time of crisis and must be given special consideration when thinking about a crisis 

communication plan.  The aging population has several factors that create even greater risk, such 

as concerning health conditions.  Over 80% of older adults have at least one chronic condition 

requiring routine medical attention, and among older adult, chronic diseases account for about 

95% of health care costs (U.S. Department of Health and Human Services Center for Disease 

Control and Prevention, 2014).  Keeping the elderly safe during an extended power outage is 

going to require advanced planning and customized communication specific to locations where 

the elderly might have received it.   

In a power outage, social media alerts will likely not reach many vulnerable groups.    

Consideration should be given to the use of more low-tech options such as hosting a town hall or 

community center meeting, and issuing leaflets and posters to share key information (National 

Governors Association, 2016).    These methods of communication can be useful for individuals 

who are hearing or sight impaired in addition to the elderly. 

Information provided via social network can also be customized to target people in a 

specific location or setting so that most valuable and pertinent information can be accessed 
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quickly by individuals in between network breakdowns (Rueter, 2013).    For some subsets of the 

community, information will be most easily shared through community specifics hubs.  For 

example, this can be seen in the farming community.  Nearly all states now have a Farmers 

Electric Cooperative that specifically serves the power needs of the farmers in that area.  Many 

states are similar to Texas, in that, the Farmers Electric Cooperative has set up a text alert system 

that notifies farmers of power outages in real time and offers a projected timeline for the outage 

(Farmers Electric Cooperative, 2016).  Systems like this should be considered when mapping out 

a customized crisis communication plan.   

 

Messaging content 

When the power goes out, people need highly localized, specific information to feel safe.   

In a time of crisis, safety for the public can be greatly impacted by delivering information that 

can combat uncertainty and ambiguity.  First and foremost, the reason for the power outage and 

the expected duration of the outage are of the greatest concern to citizens during a mass 

disruption.  Displaying the time of the most current update on the outage as well as a timeline of 

when new information can be expected, is a best practice (Rueter, 2013). 

Information needs will vary based on several variables such as location, setting, 

language, and special needs.  People with special medical needs or those who have small 

children or elderly in the household will find the need for information that is specific to their 

situation and useless to someone else.  Additionally, settings such as urban verses countryside 

living will have different needs that are important to their safety and stability during an extended 

power outage (Rueter, 2013).    The Federal Communication Commission (2017) has developed 

emergency information guidelines to accommodate accessibility for persons with hearing or 

visual guidelines.  Text and video emergency information alerts should be offered as both an 
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aural description of the emergency information, or a scrolling alert that is introduced by an aural 

tone (Federal Communications Commission, 2017).     

  

Protocols to ensure consistency of core message 

Establishing a crisis communication coordinator will be key to ensuring that there is 

consistency in the core message that is passed down the line.  Typically, the crisis 

communication coordinator is someone with decision-making power, such as a government 

appointed position, and has well established communication links with the other agencies 

involved in the crisis communication plan (James & Gilliland, 2013).  This person is ultimately 

responsible for the implementation and execution of all segments of the crisis communication 

plan that was previously established.  The crisis communication coordinator is ideally someone 

who can operate and delegate within a very stressful and chaotic environment.  For this reason, it 

is good practice to have this role identified as a key component of this person’s employment 

responsibility and not simply and add-on task (James & Gilliland, 2013).   

In looking back through past power outages, one failure on the part of preparation, was 

neglecting to identify a central command center and a main point of contact for all coordination 

of systems involved.    Utilizing the Emergency Operations Center (EOC) as a central 

communication hub is found to be an ideal choice for many reasons, namely, that it would be a 

good place to house the crisis communication coordinator.   

Reducing fear- preventing further risk 

Research tells us that in high stress situations, listening, caring, empathy, and compassion 

are the strongest factors of establishing trust (Covello & Milligan, 2010).  These factors surpass 

competence and expertise by more than 200% as factors most likely to inspire trust (Covello & 

Milligan, 2010).  Furthermore, people assess the situation to determine if the leading trust factors 
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are present; people want to know that they can trust you before they will trust what you have to 

say.   Faulty risk communication can add significantly to the crisis and have severe 

consequences.  Faulty risk communication can create misconception, inconsistent or 

controversial messaging, and rumor which leave the public with a sense of agitation and 

hopelessness (Sato, Understanding Effective Risk Communication in the Context of a 

Radiological Accident, 2015).  Probably one of the most concerning results of faulty risk 

communication is the exposure to even more risk or danger.  Furthermore, faulty risk 

communication can break trust and ruin credibility of the crisis managers, negating any further 

belief or action based on future communication. 

 

Modes of Communication 
 

Advances in technology have given emergency managers more options in communicating 

vital information to the masses, to include:  mobile communication, text-to-911, two-way 

communication, and ham radio broadcasting. 

Mobile Communication  

Assuming a cell phone is at least partially charged, it can be one of the most important 

safety devices in a power-outage.  Cell towers may experience interruptions, but chances are 

good that there are multiple towers accessible to a single user to eventually breakthrough clogged 

signals.   According to a Pew Research survey in fall of 2016, 84% of household in the United 

States contain at least one smart phone, and 68% have at least one tablet (Olmstead, 2017).  In 

fact, most of these households have multiple devices, with one-third containing three or more 

smartphones, with 18% having more than 10 devices (Olmstead, 2017).  Considering the fact 

that there are more smart mobile devices in America than there are people, emergency managers 
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can leverage this resource as a primary mode of communication vital information to the public.  

Many owners have also increased their ability to maintain connection by purchasing back-up 

battery systems.  Furthermore, mobile devices are designed to run on battery, and most have 

technology to assist with preserving power over time to allow for extended usage.   An additional 

option for mobile users could be to travel to a location where power has been generated to 

recharge the mobile device.   

 

Text-to-911 

Significant improvement to the 911 Emergency system was required once the public 

became regular mobile communicators.  Traditional 911 calls came through wired phone service 

that would automatically report the location of the emergency and route the call to local fire and 

medical services for prompt response (Federal Communications Commission, 2017).  Wireless 

mobile phones brought on a new set of challenges for determining a physical location of the 

caller.  The FCC instituted location accuracy rules that helped to mitigate locations challenges.  

The rules required wireless service providers to supply Public Safety Answering Points (PSAP’s) 

with the number of the subscriber as well as latitude and longitude coordinates of the caller 

(Federal Communications Commission, 2017).   These upgrades to 911 communication will 

support effective and efficient emergency response times, if the voice call has made its way to a 

live person at a PSAP.  According to the Federal Communications Commission, many 911 call 

centers still lack technology to receive text messages or photos; however, more states are putting 

emphasis on achieving this update in the immediate future.  As of March 1st, 2018, thirty-eight 

states have updated at least some of the respective 911 call-centers to accommodate text 

messages, as opposed to 2014 when some version of text-to-911 could be found in only 18 states 

(Federal Communications Committee, 2018).  Concern still exists, given that in incidents of 
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critical mass, wireless networks are often overloaded from a high volume of voice calls leaving 

text- messaging the only option for citizens who are in need of emergency assistance (Federal 

Communications Commission, 2017).    Unfortunately, it is not within the authority of the FCC 

to require local 911 centers to become text-messaging compatible, and therefore, each 

community needs to advocate at the local level.   

 

Two-way communication and text messaging (SMS)  

In a time of crisis, two-way communication can serve a purpose that quickly surpasses 

basic communication with friends and family, and instead lead first responders to those who are 

in need of help.  In examining the 2003 Northeast Blackout, that shut down 100 power plants and 

closed 12 airports across northeastern US and bordering Canada, leaving 56 million people in the 

dark, it was discovered that during the entire black-out, the New-York based program called 

Omnipod, reported that its instant messaging (IM) system continues to work throughout the 

blackout (Solymossy, 2013).  Social media platforms and SMS messaging systems were not yet 

in place, but it stands to reason that if such resources existed at the time- they too would maintain 

functionality throughout the blackout and quickly become a reliable source of emergency 

information.  In the case of Hurricane Katrina, most voice telephone service was virtually non-

existent due to an overload in the few remaining cell towers, text messaging from cell phones 

was still successful.  In many cases text messaging helped to track down evacuees and keep 

relief workers updated as they were out in the field (Solymossy, 2013).   

When developing a customized crisis communication plan, two-way communication 

should be identified as a possible source of communication between those that are available to 

help, and citizens that are stranded and in need of assistance.   
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Ham radio broadcasting  

As was seen successful in Hurricane Katrina, local radio and amateur hand-held radios, 

also known as ham radios, were used to fill in the gap in mobile communication (Solymossy, 

2013).  Local radio was used to offer frequent, accurate, big-picture communication to 

community members.  Ham radio operators were used to help with communication between first 

responder agencies.  Ham radios cannot broadcast to the masses, however, if enough ham radio 

operators are identified and enabled, they can assist with valuable communication between 

service providers and as point-to-point communicators.    Ham radio operators need to be 

included in the planning process to ensure that they are participating in regular drill exercises to 

stay operational for quick initiation in a crisis.   

 

Cost/benefit analysis 
 

Undoubtedly, a prolonged outage can be incredibly costly to both the agencies involved 

in the response and recovery, and the community as a whole.  Based on the effects of the 2003 

East Coast Blackout, researchers determined that a wide spread outage that covers 15 states, 

including Washington D.C., would leave roughly 93 million people in powerless, cost the 

economy hundreds of millions of dollars and have deadly effects crippling our hospital systems 

with an influx of fatalities (Williams & Bennett, 2016).   

Unlike a power outage resulting from a natural disaster such as a storm, local energy 

companies consider the costs and benefits to assisting other regions when power is interrupted at 

the hands of a cyber terrorist.  In an example given by Stan Partlow, chief security officer of 

American Electric Power, “If I’m sitting in Columbus, Ohio, and I know that there’s a storm in 

Maryland, I’m not worried about sending my resources to Maryland.  We’re confident when we 
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let those crew go that we’re not in trouble.  On the cyber side, if I’ve sent my resources 

somewhere else and I’m next on the list, then this is a different story (Williams & Bennett, 

2016)”.    This quote illustrates how power company’s feel about sharing resources when outside 

areas are affected by a cyber-attack.   The unknown elements of a cyber-attack force jurisdictions 

into a cost-benefit analysis before they are willing to lend support to areas that are the first to be 

impacted for fear that resources will be depleted if they are in need as well before the attack 

comes to an end.   

 

Social media in crisis management 
 

Given that so much of the community is using social media on a daily basis to access all 

kind of information, emergency managers can leverage this resource for emergency 

communication.  Social networks have become an extremely useful communication tool as 

emergency information can be disseminated to the masses through social media channels 

(Solymossy, 2013).   

A brief look at disasters that have occurred in recent past point to the fact that social 

media can be a reliable method of emergency communication in a disaster.  After the 2010 

Boulder fire, the University of Colorado’s newspaper identified Twitter as one of the best 

sources of up-to-date information on the status of the fire (Solymossy, 2013).  One advantage to 

social media is that information can be communicated to the masses in accurate, up-to-the-

minute, short cycles.   

The first digital initiative of its kind was launched by the American Red Cross in July of 

2012 as part of the National Disaster Operations Center.  The Digital Operations Center, as it 

was named, took the lead in monitoring social media when disaster relief was initiated, to aid in 
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recovery efforts (Solymossy, 2013).  Many disaster response efforts have resisted the use of 

Twitter and Instagram for several reasons.  Lack of familiarity or experience in using these 

platforms was easily seen as the primary hurdle.  It should be noted that other practitioners, 

including many at the Department of Homeland Security, question using social media platforms 

as a legitimate channel of communication because they cannot be easily controlled (Solymossy, 

2013).   

One consideration with the use of social media as a communication platform is that older 

community members will be left out of this information sharing.  Social media platforms should 

not be exclusively relied upon for this reason.  A multi-platform approach is always best-practice 

so that those who do not have access to social media can receive the same information through 

alternative means, such as radio broadcasting and scrolling mobile alerts.   A customized plan 

would ensure that all information platforms are delivering information simultaneously.   

To ensure that the use of social media is helpful and that the information that is being 

shared is accurate, there should be someone identified such that their sole responsibility is to 

monitor the communication that is being pushed out by various sources and be quick to act if 

mis-guided information is going public.  In the case of the bombings at the Boston Marathon in 

2013, the Associated Press announced to the public that there was a suspect in custody.  That 

information was found untrue and the Boston Police Department issued a Twitter post quickly 

correcting the information before the public made assumptions based on this misinformation 

(Solymossy, 2013).  Additionally, in preparation for the use of social media in a power outage, a 

large number of volunteers should be sourced and training in advance.  Similar to the use of Ham 

radio operators who can be collected and initiated in disaster, a digital monitoring team can be 

initiated.  This could be simply a team of volunteers who are digital experts with the purpose of 
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monitoring social media interfaces and alerting those in charge when misinformation has been 

released so that quick action can take place to make corrections.   

When considering the use of social media to disseminate location and situation specific 

information, communication coordinators should consider tagging information that is to be 

published with location and setting specific key words so that the most valuable information 

makes it into the hands of the receiver (Rueter, 2013).   

  

Section III. Theoretical and Conceptual Framework 

  
Every community needs a plan to communicate information about present, emerging, and 

evolving risk to its community members.  When designing a communication plan, it is important 

to think about the entire lifecycle of the incident and what that communication will look like 

throughout that lifecycle.  Consider how the message will change as you move through time.   

Keeping the public safe amid a crisis or disaster can be a matter of accurate and timely 

information sharing; however, one must consider if the plan to communicate with the public is a 

well-through-out one, or a last-minute response.   Risk communication theory can help in 

organizing a thorough and robust crisis communication plan that considers the many facets of 

fear and anxiety that exist in a crisis.  

Risk Communication Theory 

Risk communication theory suggests that when faced with high concerns situations such 

as natural disasters, the rules of communication change.  Risk communication theory offers an 

approach to public safety by getting the public prepared for the lack of power for an extended 

period (Covello & Milligan, 2010).    Researcher Baruch Fischhoff worked in the area of risk 
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communication theory in the late 1970’s and is considered the pioneer of the theory; however, 

Fischhoff’s work in this area was highly driven by early risk perception work by researchers Paul 

Slovic and Sarah Lichtenstein (National Consortium for the Study of Terrorism and Responses to 

Terrorism, 2012).   The goals of risk communication theory are to enhance the public’s 

knowledge and understanding of the situation, to build trust and credibility between the public 

and those who are communication with them, and to encourage appropriate attitudes and 

behaviors in the time of crisis.  A careful examination of risk communication theory can offer 

goals and tools to apply when creating a successful crisis communication plan.    

Embedded in risk communication theory are four component theories: trust determination 

theory, mental noise theory, negative dominance theory, and risk perception/outrage theory.   

Trust determination theory suggests that in order to establish trust in high-stress situations, crisis 

workers must be committed to displaying care, empathy, and compassion in their communication 

(Covello & Milligan, 2010).   When people are concerned, distressed, and upset as someone 

would likely be in the face of a long-term power outage, they have difficulty hearing, 

understanding, and remembering information.   It is also common for people in distress to focus 

most on what they hear first, scientifically referred to as the mental noise theory.   Additionally, 

people in distress tend to focus more on the negative possibilities than the positive ones, which is 

the basis of negative dominance theory.   Lastly, people who are concerned, distressed, and upset 

have greater difficulty deciphering perception from reality as the gaps between risk perception 

and risk reality become wider at a time of crisis; substantiating risk perception theory  (Covello 

& Milligan, 2010).    

Risk communication theory suggests approaching information-sharing during a crisis in a 

manner that differs from what we are used to seeing.  Often in a crisis, communication with the 
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public is approached from the perspective of solely alleviating public concern by pushing 

information forward.   The goals of risk communication theory instead suggest an approach that 

prepares the public that shares information that is informative and comprehensible,  such that the 

public can make informed-choices that will enable safety and security throughout the crisis.   

      

Customizing crisis communication modes to create a conceptual framework 
 

Successful communication in high stress situations relies on the strategic action to help 

the public identify and prepare for potential risks.  There are seven steps to consider when 

developing a crisis communication plan that addresses the principles of risk communication.  

The first is to identify the risks related to the power outage.  The next is to identify the key 

stakeholders.  This is particularly important as risk information needs to be specific to the 

audience. The third step in creating a sound crisis communication plan is to identify the 

questions and concerns that the public is going to have.  At first glance this seems like it would 

be hard to anticipate what concerns and questions may come about in a situation as unique as a 

large-scale power-outage cause by cyber-attack.   On the contrary, as Covello (2010) found in his 

study of risk communication theory, “most of the concerns and questions of upset or concerned 

people can be predicted in advance” (p.46).  The next step is to develop key messages that are 

consistent with the principles of risk communication theory (Covello & Milligan, 2010).  This 

can be considered the most important step as it incorporates the strategy of message mapping and 

will require the most advanced preparation so that the message is customized to address specific 

information that is necessary for certain at-risk groups.   Once the message is identified, it will 

then need to be enforced by including supporting information that is credible (National 

Consortium for the Study of Terrorism and Responses to Terrorism, 2012).  The last two steps 
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are essential components of creating a lasting and successful risk communication plan:  to 

conduct testing of the plan and to prepare for delivery of the plan (Covello & Milligan, 2010).   

One challenge with cyber-attacks in comparison to other types of power outages is that 

they can be difficult to spot as they are unfolding.  The first consideration, as areas of the system 

appear to be overloading and not responding, is whether an original software bug or virus is 

could be at play (Williams & Bennett, 2016).   Attributing the power failure to a cyber-attack 

may take some time so the challenging decision is when to begin initiation of the crisis 

communication.  Additionally, the automatic perception of the community is that the power 

outage is a result of something more feasible and familiar, such as, damage to a transformer 

somewhere.  Therefore, what can be learned from risk communication theory is that the 

community needs to understand that a cyber-attack on the power grid is a very real possibility.       

 

Technology and Interoperability 
 

Establishing a communication command center is imperative when mass information 

sharing with limited resources is the case.  Most emergency management agencies have an 

established command center as part of the operations.  It should be determined which agency 

makes the most sense in the case of a power failure.  Factors to consider are the availability of 

the communication equipment that has been chosen for the crisis plan, as well as a central 

location that is accessible to all key communication agents involved in the crisis communication 

plan.  The communication command center should be equipped with citizen and police band 

radios, as well as portable telephone and plenty of back of generators to support mass 

communication when power is impacted for an extended period (James & Gilliland, 2013).  It 
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might be advantageous to have the crisis communication coordinator and the communication 

command center housed within the same agency.   
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Section IV. Case Study 
 

 Knowing best practices to incorporate when creating the very best crisis communications 

plan requires examining past practices in similar times of trouble.  In this section, two cases will 

be examined to identify pitfalls and gleam best practices for the future.  The blackout that took 

over large parts of the Midwest in the United States as well as Ontario and the 2015 terrorist 

attack on the power grid in the Ukraine will be reviewed.   

2003 Blackout in the United States and Canada 
 

In August of 2003, large portions of northern and Midwest United States as well as 

Ontario Canada lost power in what has since been considered the worst power blackout in North 

American history.  While this enormous outage was thought to be the result of a cyber-attack to 

the power grid, it was later learned that heat and an ordinary software bug were responsible for 

what spread wildly from the coastal northeast, to the Midwest, and into Canada (Williams & 

Bennett, 2016).   As the power system began to overload, generators started shutting down and 

within seconds 61,800 megawatts of energy were lost.  The blackout was catastrophic, leaving 

New York, Pennsylvania, much of the Midwest, and the greater portion of Ontario in total 

darkness.   As many and 50 million people lost power in a matter of 9 seconds (Hirsh, Hosenball, 

McGinn, Gegax, & Wolffe, 2003).   

Given the extreme heat and the lack of public water availability, first responders focused 

on sourcing and distributing water.  The National Guard was called into Michigan and Ohio to 

distribute water from reserves to citizens, setting up in airports and public parks.  New York was 

particularly challenged with the loss of power to the transportation system both above and below 

ground.  More than 40,000 people were stranded underground or stuck in total gridlock when 
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12,000 traffic lights and 413 trains simultaneously lost power (Solymossy, 2013).  People were 

left to resort to using tunnels or trekking across the Brooklyn Bridge to make their way home for 

the night.  Visitors quickly became homeless-when many lost accesses to their hotel rooms and 

could be found sleeping on the streets when their electronic keys stopped working and they were 

left with no place to stay.   Power was not restored to much of the affected areas for four days.  

When all was said and done, the 2003 Blackout shut down 100 power plants, closed 12 airports, 

and had an estimated $6 billion price tag (Solymossy, 2013).   The there is much that can be 

learned from this blackout given that the wide spread and extended loss of power reinforces the 

need for a crisis communication plan, regardless of the source of the outage. 

Lessons Learned from US-Canada Power Outage 

There has been a considerable amount of debriefing and critical analysis that followed the 

Blackout of 2003.  The U.S. - Canada Power System Outage Task Force was created to take an 

in-depth look at the causes of the outage.  The task force started by looking at the status of the 

energy system prior to the blackout with the goal being to determine if there were any 

complicating factors prior to the blackout that contribute to the damage.  In particular, a 

consideration of the system was working reliably in the days/hours before the blackout or 

whether there were vulnerabilities that were being ignored (U.S.- Canada Power System Outage 

Task Force, 2004).  It was discovered that there were, in fact, a number of vulnerabilities pre-

dating the blackout.  Some of the status factors that contributed to the extent of the blackout 

include: inadequate operator training, inadequate coordination of relays and other protective 

devices or systems, failure to ensure operation within secure limits of the system, and overall 

lack of interregional visibility over the power system (U.S.- Canada Power System Outage Task 

Force, 2004).  Additionally, the need for a safety net was a glaring lesson learned from the 2003 

Blackout.  Safety-net plans can include steps to shed load to prevent overload and islanding to 
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preserve effect to some areas and have a more controlled outcome (U.S.- Canada Power System 

Outage Task Force, 2004).  As with the customized communication plan, the power-system 

safety net requires preparation, commitment, and practice.  It can be assumed that the safety net 

plan is also a commitment of resources that are on-reserve and not considered available for 

regular use.   

An additional lesson learned from the 2003 Blackout related to communication, was that 

in an emergency, timely sharing of information needs to take priority over all other tasks 

unrelated to the emergent scenario.  In the 2003 Blackout, had operators working in the affected 

areas dropped other duties and immediately notified neighboring areas of the outage occurring, 

those systems could have put protection strategies in place to possibly mitigate the cascading 

effect of the outage (U.S.- Canada Power System Outage Task Force, 2004).   

As has been reinforced by the principles of risk communication theory, the first 

information that is released to the public creates the landscape for the future messaging.  That 

lesson was learned the hard way in Ottawa when a message was leaked to the media that the 

power-outage was linked to a lightning strike of a major transmission line in upstate New York 

(Hirsh, Hosenball, McGinn, Gegax, & Wolffe, 2003).   Both Canadian and Americans believed 

that the electricity transmission system had safeguards that would isolate those outside of upstate 

New York from any considerable time without power, causing many to reject the need for further 

action or attention.   

Communication regarding health risks needed to be promptly disseminated to those like 

the elderly, who are of greatest risk.  In this outage, as expected, certain population groups 

suffered even greater risk.   The elderly and those with compromised health conditions were at 

great risk of respiratory disease and infection that could be deadly.  In many areas, the lack of 
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power disabled lowered the pressure in the public drinking water system creating health risk for 

those were already medically fragile.  Health officials issued a boil-water advisory in many areas 

to combat the risk (Solymossy, 2013).   

Challenges in communicating with the aging population is often found in the mode of 

communication.  Few elderly use smart phone reliably, so PSA’s can be a good source of 

information when those at risk are still living independently.  

Smart phone communication was almost totally disabled due initially to heavy traffic 

overloading the system and eventually because of lack of electricity and drained back-up power 

supply.    Interestingly, New York City’s after-action report makes no mention of efforts to 

communicate directly with the public- offering only the knowledge that public communication 

was not prepared for.  In discussing recommendations for the future, the after-action report 

discussed the fact that City Hall’s coordination with media outlets failed when ability to send 

live video feed from the Mayor directly to television stations was also disabled.  One 

recommendation that came from this knowledge was that moving forward, all information 

should be routed through City Hall’s press office- acting as a central hub of communication that 

will then push communication out to every outlet it can reach.  One very key and concrete 

recommendation that came from the after-action report was to establish a satellite link between 

City Hall and the City’s television broadcast tower so that so that the “hub” can broadcast 

directly to stations without relying on fiber lines or back-up power supply (Solymossy, 2013).   

 

The after-action report identified a key communication path that needs considerable work 

in the future.  Referring to the lack of relationship development in advance of the crisis- the city 

identified a need to establish better communication and relationships with the business district, 
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which might have resources that can be shared if memorandums are established ahead of time 

(Solymossy, 2013).   One positive response to the outage was found in New York City.  Having 

experienced the crippling devastation on 9/11, New York City took heed when Department of 

Homeland Security advised household to stock up on provisions that included batteries.  When 

the cell phones were dead, the public was prepared to listen to the radio to gather important crisis 

communication (Hirsh, Hosenball, McGinn, Gegax, & Wolffe, 2003).   New York City Mayor 

Bloomberg also commented after the Blackout on the composure of his citizens, stating, 

“Communications worked, coordination worked”, additionally Bloomberg noted how the general 

demeanor was one of collectiveness and helpfulness.  He had asked that community members 

pay extra attention to the elderly and pets who need extra support at a time like this (Hirsh, 

Hosenball, McGinn, Gegax, & Wolffe, 2003).  One could discern that the people of New York 

were greater prepared to listen and trust the information that was being shared given the 

credibility of the leadership that was gained through time spent rebuilding in the aftermath of 

9/11.   

Ukraine 2015 attack on the power grid 
 

A look at the 2015 Ukraine power outage will offer tips that are especially pertinent in 

the preparation for a long-term power-outage as a result of an attack on the grid.  At first, the 

power outage effecting the people of Ukraine seemed less concerning from the citizen 

perspective.  Unlike the 4-day outage that effected much of northeastern United State, the time 

between power loss and power return was only 6 hours for Ukrainians.   What makes the 

Ukrainian attack unique, is that it was the first publicly acknowledged power outage resulting 

from cyberterrorism.   The actual attack occurred on December 23, 2015.  Roughly six months 

prior to the attack, the threat actors began to lay the groundwork for their attack.  The act began 
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with a phishing campaign that targeted individuals who had access to the IT networks at three 

separate Ukrainian electric utility companies (Kessler, 2016).   The attackers imbedded malware 

known as BlackEnergy 3 into Word and Excel files that were attached to the phishing emails.  

Once the unsuspecting recipient opened the attachment, BlackEnergy 2 would be installed on 

their computer.  This created a backdoor into the IT network of the company, allowing the 

attacker to have access to credentials and monitor grid operations (Kessler, 2016).  After 

spending considerable time conducting reconnaissance within all three systems, knowledge of 

the grid operations as well as advanced access privileges, the attackers were able to launch a 

well-coordinated attack on December 23, 2015.  In addition to taking 30 substations off-line and 

causing an immediate power outage, the attackers also disabled battery back-up supply and 

remote-control capability to many of the substations so that recovery efforts would be 

compromised (Kessler, 2016).  While the impact to the citizens of Ukraine because of the 

December 23rd attack was relatively low, lasting under 10 hours and effecting only 225,000 

Ukrainians, the implications are high (Kessler, 2016).  There is no longer any doubt that terrorist 

can gain access to the critical infrastructure as it stands today.  The US power grid is not any 

more protected than that which existed in Ukraine at the time of the attack.   

Lessons Learned from Ukraine Power Outage 

One learning opportunity from this first cyber-attack on the grid is to gain a better 

understanding of the mindset of the attacker who targets critical infrastructures.   It is important 

to recognize that in addition to damaging the critical systems, the terrorists may also be working 

towards an objective of causing as much pain and frustration as possible to the people of the 

community.  In the case of the Ukraine attack, after the power supplies were disabled, the 

attackers took to road-blocking information from being shared with the public.  A telephone 

denial-of-service attack was launched targeting call centers where customers could call to report 
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an outage and get updated information on what action to take personally (Kessler, 2016).   This 

layering of attacks is what experts predict will become the new methodology of terrorist.  A well 

sculpted crisis communication plan will consider the fact that terrorist will be looking to take 

advantage of the vulnerable state caused by the lack of power and use it to determine non-

traditional communication modes that can be utilized to get accurate and timely information 

disseminated to the public.   
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Section V.  Summary, Recommendations, & Conclusions 

Based on the knowledge gained through a review of the risk communication theory, a 

best practice is to stick with the core principles of risk communication.  Risk communication tell 

us to be first, be right, be credible, express empathy, promote action, and show respect.  A strong 

communication plan will include elements of both crisis communication and risk 

communication.    As a best practice, a communication team should be designed to include a 

multidisciplinary team of volunteers and staff representative from all key agencies and 

stakeholders such as:  emergency management, American Red Cross, fire department, police 

department, city and county officials, public health department, department of children and 

families, ham radio operators, Department of Homeland Security, and media outlets, to name a 

few.   

 The following paragraphs will summarize the best practices of education, preparation, 

and resource sharing with the private sector.  Additionally, there will be a final summary of the 

modes and strategies of communication that have been found to be most effective.   

 

Best Practices Identified 
 

Education and Preparation 

It is impossible to over plan for the possibility of a crisis, but it is certainly possible to be 

underprepared.    Education and preparation are the areas of concentration moving forward for all 

emergency management.   Educating the public on potential risks is a key component of 

preparation.  Once individuals can conceptualize the possibility it becomes more real and the 

actual preparation process can begin.  As could be seen in the case of the US-Canada 2003 
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Blackout, risk communication theory identifies that it is necessary to help the public understand 

the reality of the risk.  Many Americans and Canadians refused to believe that the power system 

that they had so heavily relied upon, could be significantly disabled by a number of fairly minor 

factors converging at the same time.    The Blackout of 2003 is feared to have given terrorists the 

perfect case study.  An assessment by the Federal Bureau of Investigation has concluded that 

terrorists are in fact surveying the power grid to discover points of vulnerability as internet 

connections accessing the power grid have been found that originate in Saudi Arabia, Indonesia, 

and Pakistan (Hirsh, Hosenball, McGinn, Gegax, & Wolffe, 2003).  The public needs to 

understand that the risk of a terrorist attack to the power grid is a very real possibility.     

 

The time is now.  In addition to educating the public on the potential risk, it is necessary 

to now initiate the planning and preparation stages.  Although it can be considered rudimentary 

to be working from a procedural check-list amid a mass crisis, it is often easy for key steps to be 

overlooked as they are assumed to be taken care of by someone else (James & Gilliland, 2013).   

Creation of a procedural check-list during the planning and preparation stage will be time well 

spent (see Appendix for a sample communication checklist).  If considering the principles of risk 

communication theory when making a crisis communication plan, the seven steps considered to 

be best practice by the U.S. Nuclear Regulatory Commission at the Center for Risk 

Communication can be applied to a customized communication plan for use in a large-scale 

power outage 

 

Resource sharing with private-sector 

Greater emphasis on developing and establishing working relationships with businesses 

and corporations is not lost on crisis communication planning.  Privately held companies have a 
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lot to offer during a disaster, especially given the thought that businesses have a lot at stake and 

have likely invested in protective measures.  One example of this could be seen in an evaluation 

of communication during the US-Canada 2003 Blackout.  Though most electrically dependent 

communication modes were disabled by the blackout, text messaging was successful for many 

who were customers of the New York based Omnipod Company.  Omnipod is privately-held 

company with hundreds of customers including the likes of Mayo Clinic, Atlas Air, and New 

York, Florida, and Virginia states.  Omnipods instant messaging remained operational for the 

duration of the 4-day power outage (Solymossy, 2013).   Although common social media 

platforms such as Facebook, Instagram, and Twitter did not exist at the time of the 2003 

Blackout, it is reasonable to expect that those platforms today, would offer a valuable mode of 

communication in a crisis.  Establishing communication agreements with companies such as 

Omnipod can offer significant benefit in a crisis.  Building local commitment will also aid in the 

post-disaster recovery process.  Time and effort will be well spent building a network of 

stakeholders who have the greatest interest in how the disaster may impact their business or 

community.    

 

Back to Basics 
 

Print Communication 

Relying on power back-up might be a poor bet in a crisis, especially for major sources of 

information like the Public Health Department or Emergency management.  A best practice in 

preparation would be the deployment of print communication.  Preparation of a number of press-

releases that are ready to go when the need arises.   The goal is to keep it basic by focusing on 

the primary action that are suggested for the type of crisis/disaster.   
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As was successful in Hurricane Katrina, dissemination of print communication should be 

queued up so that information can be taken in-person to locations where community members 

might be home-bound or without access to cellular or radio communication.  These areas need to 

be identified in advance as part of the planning and preparation stage.  During Hurricane Katrina, 

temporary communication officers were organized and then deployed with print information 

containing health and safety advisories, in hand (Solymossy, 2013).   Print communication can 

be an excellent safety plan for communication between command post and outpost locations if 

back-up power sources fail.  Regarding communicating with the public via print, it will be 

important in the planning process to identify specific destination sites for printed materials to be 

disseminated.  These locations should be identified to accommodate the most people possible 

with the best possible level of accessibility.  Airports, city hall, clinics, and corner convenience 

stores have been known to be successful print locations.  As part of preparation, back-up power 

reserved for printing capability should be identified and earmarked for such efforts.     

 

Radio Communication 

During the 2003 Blackout, those who had battery power radios, or those who had cash to 

quickly get their hands on one, were able to stay informed.  Cash was essential as electronic 

registers and credit transactions were impossible during the outage.   Residents throughout 

Ottawa were only able to gather updated information through battery powered radios.  Radio 

stations consolidated their messaging so that the same around-the-clock updates were broadcast 

over all stations.  Experts say that the 2003 Blackout sparked a resurgence of radio use, as radio-

sharing could be seen as citizens huddled around hand-held and car radios to get important 

information about the outage (Solymossy, 2013).  
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Not surprising, amateur ham operators were considered a golden commodity during the 

2003 Blackout.  Ham operators have proven to be the most reliable source of information sharing 

within the responder community.  Some examples of successful use of ham operators in the 2003 

Blackout include:  providing all ambulance communication for a New York hospital,  provided 

communication for Red Cross emergency Response Vehicles and piggy-backed to support on 

fire calls, connected all emergency managers in upstate New York when no other communication 

modes were functioning, provided all communication for Emergency management in most major 

cities of Ohio, relayed information between Red Cross in Farmington, CT and New York City, 

provided all Red Cross communication in New Jersey,  and provided critical information 

throughout Long Island regarding bridge/tunnel closures and other traffic conditions (Solymossy, 

2013).  No matter how complex and sophisticated communication technology becomes over 

time, the basic functionality of the battery-powered radios and operability of the ham radio will 

remain stable.  Ham operators should be strongly considered as social media coordinators.  They 

have the skill set needed and understand technology and incident command allowing them to 

successfully police social media platforms for misinformation and new critical information.   

 

Effective Messaging 
 

Based on a review of risk communication theory, there are some basic rules to follow 

when preparing the message that will be shared with the public.  The first recommendation is to 

follow the Rule of 3.  This refers to the idea that, in an emergency, do everything in threes.  For 

instance, it is best practice to prepare three key messages for distribution, repeat messages three 

times, and lastly, support your three key messages with three credible messages (Covello & 

Milligan, 2010).  Additionally, the 27/9/3 Template was discovered through message mapping 
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research.  The principles of this rule suggest that for messages to be truly absorbed, the message 

needs to have 3 elements: it needs to be 27 words in length, 9 seconds time frame, and lastly to 

incorporate the 3 key messages.   

 

Interoperability 

Until all major emergency management agencies are equipped with updates and universal 

communication systems, interoperability will continue to be an area of concern.  Achieving 

optimal interoperability requires more than just new technology.   Interoperability requires 

comprehensive and coordinated communication plans.  Daily use of interoperability coupled 

with regional interoperability training sessions, will allow for a better coordinated plan of 

interoperability in the case of a crisis.   Moving to a system that can be accessed by anyone in 

emergency management, from anywhere in the region, is the future of interoperability.  It is also 

important that interoperability plans have open architecture for this reason.  Additionally, all 

plans need to be flexible and scalable to accommodate any disaster.   

One initiative that is working to overcome the interoperability challenges is the 

development of Project 25.  Project 25 is a compliance-based program that aims to incorporate 

standards-based radio equipment that when made by different manufactures will still allow for 

interoperability (U.S. Department of Justice- National Institute of Justice, 2006).  While this 

initiative works to overcome equipment incompatibility, agencies may still choose to use a 

frequency that best suits the needs of their work which may in fact leave them “in the dark” in 

the case of a power outage.  Over the past eight years, improvements have been made to the P25 

and Phase 2 was rolled out as a result.  Phase 2 of P25 uses modulation to expand capacity, 

doubling the number of talk paths available (TAIT Communications, 2014).   Most agencies are 

opting into Phase 2, as it is recognized that achieving interoperability might be one of the single 
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most important and costly solutions to achieving mass communication in an extended power-

outage.   

 

Social Media 

The successful use of social media as a crisis communication channel for emergency 

management requires a fair amount of organization on the front-end.  Social media is a tough 

platform to control; however, having a well-designed plan for emergency managers to work from 

will help.  Mobile communication is the norm for much of society and emergency management 

can lean on this technology as a platform to communicate with people in real time regardless of 

the location of the recipient.  Understanding limitation of mobile communication, emergency 

managers should consider making messages that are specific to length and depth that matches 

mobile capability.   

 

When in the information provided through text messaging is weak or it is coming from 

multiple social media outlets, it can be confusing to community members.  As was seen 

successful in Hurricane Katrina, local radio and Ham radio were used to fill in the gap in mobile 

communication (Solymossy, 2013).  Local radio was used to offer frequent, accurate, big-picture 

communication to community members.   

 

Emergency management agencies and utility companies should consider developing an 

application that can either be considered as a native smartphone application or an acquired 

application.  The advantage to this platform for information dissemination is that the information 

can be downloaded by the user and therefore available should the network connectivity fail 

moving through the timeline of the power outage (Rueter, 2013).  
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Crowd-sourcing for information 

In addition to offering a platform to share information with the public, social media has 

found to be a valuable source for inbound information as well.  One advance in technology that 

has proven successful in some instances already and should be considered in future planning, is 

crowd-sourcing.  Crowd-sourcing is a tool that can be implemented in advance of crisis.  

Understanding that no matter how much preparation occurs- there are going to be areas that the 

experts are not able to solve or answer.  Therefore, crowd sourcing can be a helpful tool.  Simply 

put, the experts can push the “problem” out to the public and ask for open contribution.  This 

information is then collected and organized so that it can be helpful for the masses.   

 

In preparation for Hurricane Irma, one county in Florida fared much better than others 

due to the use of a new crowd-sourcing tool it had been working on.  The tool called Riskmap.us 

was an initiative developed in conjunction with the county emergency management 

ent system in Broward County and the Urban Risk Lab at Michigan Institute for Technology 

(Feldman, 2017).   Riskmap.us is designed to encourage the public to report disasters, in this case 

flooding, levels which is loaded to a map that accessed by public emergency responding services.  

Riskmap,us supports platforms such as Twitter, Instagram, Facebook, and Telegraph to report 

information, which is advantageous since it is not an APP that someone needs to remember to 

load- it is automatically integrated into these platforms that people are already using in a crisis.  

In the weekend that Irma hit, even though Riskmap.us was not set to launch until month later and 

therefore hadn’t been marketed yet to the public, it was still accessed by 15,762 unique persons 

(Feldman, 2017).   One of the large advantages of crowdsourcing is that information can be 

simultaneously accessed by private citizens and emergency management personnel, all in real-
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time.   In Hurricane Sandy, crowd-sourcing was found to be successful in the tracking of downed 

trees, flooding, and other damage that was important to the public and first-responders, with all 

information being requested and supplied by the public (Solymossy, 2013).   

 

Flexibility  
 

Flexibility, nimbleness, and ingenuity will be necessary strategies for emergency 

managers at a time like this.  Regardless of planning and preparation, emergency managers will 

need to be prepared to adapt to the current and changing resources (Solymossy, 2013).  Some 

communication methods and devices will be available and operational at the time of the outage 

but that may not be the case for all tools necessary as part of the original response plan.   Part of 

preparation should be to do practice runs of developed response plans with consideration of 

failed or missing components so that emergency responders can start developing work-around 

strategies (Solymossy, 2013).   The bottom line is that there needs to be a holistic approach, 

looking at the big picture rather than focusing on one specific approach that is believed to be the 

only one to work when the time comes (Stone, 2014).   The message needs to be one that stresses 

the importance of preparing as many angles as possible and then training and testing these 

methods of communication in live practice.  

 

Time for action 

Criminal attacks on the critical infrastructure, including lines of communication, the 

utility infrastructure, air traffic control, and financial systems, continue to be of substantial 

concern in the realm of terrorism.  Threat assessments reveal that the terrorist concerns are of 

even greater complexity as it is discovered that terrorists are now looking to enhance attacks by 
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coordinating cascading events that can cause even greater devastation (Gabrosky, 2016).  

Imagine, for instance, if there was an attack similar in magnitude to 9/11 existing in a large 

metropolitan area, and it were accompanied by a secondary attack of the telephone and electric 

power systems- the cascading effects would be unimaginable.  There is no time to waste, 

emergency managers need to prepare for this potential.  It seems evident that the best preparation 

should to start with a well-crafted, customized, crisis communication plan.   

 

Conclusions 
 

 Quick and accurate information is key in a crisis, but what happens when traditional 

methods of communication are unreliable or unavailable?  Most communities have experienced a 

power outage at some point throughout history, and most also have various well-established 

avenue for sharing information with community members.  The problem lies in the case that a 

power-outage is extended, and beyond control of emergency managers and first responders.   

With advances in technology comes greater vulnerability to cyber threat.  A long-term power 

outage as a result of a cyber attach can compromise the critical infrastructures of communities 

supported by the effected grid and leave community members in an information blackout.  As 

was seen in the case studies of the 2003 US-Canada Blackout and the 2015 Ukraine Power Grid 

Attack, early preparation for a potential attach could have mitigated some of the chaos and 

frustration.    One key lesson learned from the US-Canada attack, was that there was a significant 

lack of relationship building in advance of the crisis.  A good crisis communication plan should 

include well-established relationships and agreements between agencies and the private sector, to 

ease communication and resource management in the midst of a disaster.   
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 A first step in preparing for communication in a disaster, is to identify a crisis 

communication coordinator who can be housed in a central communication hub, commonly 

known as an Emergency Operations Center (EOC).     The crisis communication coordinator can 

take a central role in managing the messaging and the unique nuances of the community.   In 

developing a customized crisis communication plan, it is important to examine the message 

regarding the risks at hand as well as what specific information is important to the group 

receiving the message.  The challenge for emergency managers is balancing the need for 

coordinated and consistent messaging, with the particular needs of vulnerable groups such as the 

elderly.   This charge can put in the hands of the crisis communication coordinator.    

 Any modes of communication that are expected to be utilized in a disaster, needs to be 

tested against the challenges of power access if there is an expectation that they will be 

incorporated into a crisis communication plan for an extended power outage.   Certain modes, 

such as text-to-911, cannot be considered a universal option as not all communities have this 

capability.  Variations in complexity and accessibility of modes reinforces the needs for 

communities to customize the crisis communication plan to work within local capability.  

Additionally, it will be important to consider a multi-platform approach to communication.  

Two-way communication and text messaging have been found in recent disasters to be 

incredibly reliable despite last of power.  This mode can be an especially useful safety tool in a 

disaster, connecting those in need of help with first responders.  Unfortunately, this mode is not 

going to reach some vulnerable communities such as the elderly, and those that are sight or 

hearing impaired.   For this reason, it is good practice to layer in communication modes 

including radio broadcasting and mobile alerts.   Likely one of the strongest methods of 

communicating with the public in modern America, is the use of social media.  Social networks 
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can be a powerful tool in disseminating information to the public in real time.  Any good crisis 

communication plan will have a sizable social media component.    When using social media, 

caution should be taken to ensure that there is continuity and accuracy in messaging.  The ease of 

disseminating information quickly through social media networks- creates risk of mixed-

messaging or premature information distribution.    A good crisis communication plan will have 

safeguards in place to prevent errors in messaging and information.   

 Lastly, the principles of risk communication theory can be used to guide communities in 

the process of creating a customized communication plan.   The elements of risk communication 

theory suggest that a good crisis communication plan requires anticipation, preparation, and 

practice.  Contrary to prior plans that focus on pushing information at the community so as to 

prevent panic and fear, risk communication theory instead suggests an approach that prepares the 

public for the possibility of a disaster and shares information with the public that is informative 

and thorough.  The priority being that the public will make informed-choices that will ensure 

personal safety and security in a crisis.   

Emergency managers have a responsibility to get prepared for the possibility of an attack 

leading to a long-term power outage.   The very best, crisis communication plan will require 

preparation, commitment, and practice so as to enable quick and accurate information to the 

public.   

  



49 
 

References 

 
American Public Power Association. (2014). Public Power Mutual Aid Playbook- Emergency Outage 

Response and Recovery Guide. Arlington, VA: www.publicpower.org. 

Blackburn, D. (2016). Critical Infrastructure Assessments for Local Governments: An Examination of New 

Tools and Methodology Created for Local Authorities. Canada: Justice Institute of British 

Columbia. 

Center for Preparedness and Response (CPR). (2018, April 24). Emergency Preparedness and Response. 

Retrieved from Centers for Disease Control and Prevention: 

https://emergency.cdc.gov/cerc/resources/pdf/cerc48hours.pdf 

Ciampoli, P. (2017, October 13). Public power officials gather for mutual aid tabletop exercise. Retrieved 

from American Public Power Association: 

https://www.publicpower.org/periodical/article/public-power-gather-mutual-aid-tabletop-

exercise 

Conference of State Court Administrators, National Association for Court Management, National Center 

for State Courts. (2016). Responding to a Cyberattack. Washington D.C.: Joint Technology 

Committee. 

Covello, V. T., & Milligan, P. A. (2010). Risk Communication- Principles, Tools, & Techniques. Washington, 

D.C.: United States Nuclear Regulatory Commission- Center for Risk Communication. 

Crisis Communications Plan. (2017, November 12). Retrieved from Ready.gov: 

https://www.ready.gov/business/implementation/crisis 

DelValle Institute for Emergency Preparedness. (2017, November 12). Best Practices- Social Media for 

Emergency Response. Retrieved from www.delvalle.bphc.org: 

https://delvalle.bphc.org/mod/wiki/view.php?pageid=106 

Edison Electric Institute. (2014). Before and After the Storm- A compilation of recent studies, programs, 

and policies related to storm hardening and resiliency. New York: Edison Electric Institute. 

Farmers Electric Cooperative. (2016, March). Text alerts give you instant outage info. Retrieved from 

www.farmerselectric.coop: https://www.farmerselectric.coop/pdf/local-pages/2016/2016-

MARCH-Local-Pages.pdf 

Federal Communications Commission. (2017, November 13). Emergency Communications. Retrieved 

from www.fcc.gov: htts://www.fcc.gov/consumers/guides/emergency-communications 

Federal Communications Committee. (2018, March 1). 911 Master PSAP Registry. Retrieved from 

www.fcc.gov: https://www.fcc.gov/general/psap-text-911-readiness-and-certification-

form#block-menu-block-4 

Feldman, N. (2017, 15 September). Fort Lauderdale tested a new disaster crowdsourcing tool. Retrieved 

from www.nextcity.org: Fort Lauderdale Tested a New Disaster Crowdsourcing Tool 



50 
 

FEMA. (2011). Disaster Scenario Exercise or Community Planning- Critical Power Failure. Washington, 

DC: U.S. Department of Homeland Security. 

Gabrosky, P. (2016). Keynotes in Criminology and Criminal Justice Series. New York: Oxford University 

Press. 

Gorman, S. (2010). U.S. Plans Cyber Shield for Utilities, Companies. Wall Street Journal, 1-3. 

Hirsh, M., Hosenball, D., McGinn, D., Gegax, T., & Wolffe, R. (2003). What Went Wrong. pp. 142-150. 

James, R. K., & Gilliland, B. E. (2013). Crisis Intervention Strategies (7th ed.). Belmont, CA: Brooks/Cole, 

Cenage Learning. 

Kessler, M. (2016, May 24). Lessons Learned from the Power Outage in Ukraine and and How the Electric 

Grid of the Future Will Reduce Cybersecurity Risk. Retrieved from Mason George- Center for 

Infrastructure Protection & Homeland Security: https://cip.gmu.edu/2016/05/24/lessons-

learned-power-outage-ukraine-electric-grid-future-will-reduce-cybersecurity-risk/ 

Mission Support Center. (2016). Cyber Threat and Vulnerabilty Analysis of the U.S. Electic Sector. Idaho: 

Idaho National Laboratory. 

National Consortium for the Study of Terrorism and Responses to Terrorism. (2012). Understanding Risk 

Communication Theory: A Guide for Emergency Managers and Communicators. College Park, 

Maryland: Department of Homeland Security Science and Technology Center of Excellence at 

University of Maryland. 

National Governors Association. (2016). Preparing States for Extreme Electrical Power Grid Outages. 

Washington, D.C.: National Governors Association. 

National Research Council. (2012). Strategies for Securing Crucial Services and Critical Infrastructure in 

the Event of an Extended Power Outage. In N. R. Council, Terrorism and the Electric Power 

Delivery System (pp. 82-90). Washington D.C.: The NAtional Academic Press. 

Office of Electricity Delivery & Energy Reliability. (2015). Cybersecurity for Critical Energy Infrastructure. 

United States Department of Energy. Retrieved from https://energy.gov/oe/cybersecurity-

critical-energy-infrastructure 

Olmstead, K. (2017, May 25). A third of Americans live in a household with three or more smartphones. 

Retrieved from http://www.pewresearch.org: http://www.pewresearch.org/fact-

tank/2017/05/25/a-third-of-americans-live-in-a-household-with-three-or-more-smartphones/ 

Pescaroli, G., & Alexander, D. (2016). Critical infrastructure, panarchies, and the vulnerability paths of 

cascading disasters. Natural Hazards, 175-192. doi:10.1007/s11069-016-2186-3 

Reilly, P., & Atanasova, D. (2015). A strategy for communication between key agencies and members of 

the public during crisis situations. Sheffield, England: CascEff at University of Sheffield. 

Rueter, C. (2013). Power outage communications: Survey of needs, infrastructures and concepts. 

Proceedings of the 10th International ISCRAM Conference (pp. 884-889). Baden-Baden, 

Germany: Institute for Information Systems. 



51 
 

Sato, A. (2015). Understanding effective risk communication in the context of a radiological accident. 

Tokyo: United Nations University Institute for the Advanced Study of Sustainability. 

Sato, A. (2015). Understanding Effective Risk Communication in the Context of a Radiological Accident. 

Tokyo: United Nations University Institute for the Advanced Study of Sustainability. 

Simon, T., Goldberg, A., Aharonson-Daniel, L., Leykin, D., & Adini, B. (2014). Twitter in the cross fire-The 

use of social media in the Westgate Mall terror attack in Kenya. PLos ONE, 9(8). 

doi:10.1371/journal.pone.0104136 

Solymossy, D. S. (2013, December). High-tech, low-tech, no-tech: communications strategies during 

blackouts. Calhoun: the NPS Institutional Archive. Monterey: Dudley Knox Library. 

Stone, A. (2014). Cyberattack: The possibilities emergency managers need to consider. Public Safety & 

Homeland Security, 1-14. 

TAIT Communications. (2014). Phase 1 or Phase 2. Retrieved from P25 Best Practices: 

https://www.p25bestpractice.com/specifying/phase-1-or-phase-2/ 

Terrorism, N. C. (2012). Understanding Risk Communication Theory: A Guide for Emergency Managers 

and Communicators. Maryland: U.S. Department of Homeland Security Science and Technology 

Center. 

U. S. Department of Homeland Security. (2017, July 7). Cyber Security Vulnerability Assessment. 

Retrieved from Chamber of Commerce of the United States of America: 

https://www.uschamber.com/sites/default/files/legacy/issues/defense/files/cvsadescription.pd

f 

U.S.- Canada Power System Outage Task Force. (2004, April 1). Final Report on the August 14, 2003 

Blackout in the United States and Canada: Causes and Recommendations. Retrieved from 

Energy.gov: https://www.energy.gov/oe/downloads/blackout-2003-final-report-august-14-

2003-blackout-united-states-and-canada-causes-and 

U.S. Department of Health and Human Services Center for Disease Control and Prevention. (2014). Crisis 

Emergency Risk Communication. Atlanta: CreateSpace Publishing. 

U.S. Department of Homeland Security. (2008). Situation Manual (SitMan) State or City Cyber Tabletop 

Exercise. Vermont: National Exercise Program. 

U.S. Department of Homeland Security. (2018, January 21). Creating a Charter for a Multi-Agency 

Communications Interoperability Committee. Retrieved from www.dhs.gov: 

https://www.dhs.gov/sites/default/files/publications/Creating%20a%20Charter%20for%20a%20

Multi-Agency%20Communication%20Interoperability%20Committee_0.pdf 

U.S. Department of Justice- National Institute of Justice. (2006, March). InShort: Toward Criminal Justice 

Solutions- Communications Interoperability. Retrieved from www.ojp.usdoj.gov/nij: 

https://www.ncjrs.gov/pdffiles1/nij/212978.pdf 



52 
 

Van Leuven, L. J. (2011). Water/Wastewater Infrastructure Security: Threats and Vulnerabilities. In R. 

Clark et al., Handbook of Water and Wastewater Systems Protection, Protecting Critical 

Infrastructure (pp. 27-46). Washington DC: Springer Science+Business Media. 

Wilder, S. (2015). Powering up for power outages. Long-Term Living, 64(6), 34-35. 

Williams, K. B., & Bennett, C. (2016, May 30). Why a power grid attack is a nightmare scenario. 

Retrieved from www.realclearenergy.org: 

https://www.realclearenergy.org/2016/05/31/why_a_power_grid_attack_is_a_nightmare_scen

ario_276641.html 

 

  



53 
 

Appendix: 

Sample Communication Checklist 

 

 

Center for Preparedness and Response (CPR). (2018, April 24). Emergency Preparedness and Response. 

Retrieved from Centers for Disease Control and Prevention: 

https://emergency.cdc.gov/cerc/resources/pdf/cerc48hours.pdf 

 



54 
 

Appendix: 

Sample Communication Checklist 

 

 

 

Center for Preparedness and Response (CPR). (2018, April 24). Emergency Preparedness and Response. 

Retrieved from Centers for Disease Control and Prevention: 

https://emergency.cdc.gov/cerc/resources/pdf/cerc48hours.pdf 

https://emergency.cdc.gov/cerc/resources/pdf/cerc48hours.pdf

