LEGAL ISSUES IN THE USE
AND ABUSE OF STUDENT RECORDS
DAVID A. THOMAS
One of the purposes of this article is to point out legal issues that
may possibly govern access to college and university records and which
have not previously been analyzed in association with the Buckley
Amendment or with state laws. A second purpose of this article will be
to suggest some extremely important issues which might arise in
future litigation in this area and which, in general, have not been dealt
with by any legislation, federal or state, governing access to student
records. These are issues which impact directly upon archivists and
others who are not directly involved in the initial creation or use of
such records.
First, the Buckley Amendment, the state laws governing student
records, and the issues they raise must be placed in the context of this
article. While the Buckley Amendment has generated a great deal of
comment and concern, it must be realized that this law is not universal
in its application. By its terms, it pertains only to those educational
institutions which receive certain types of federal funding; to wit, any
federal funds received under any program administered by Congress.'
Perhaps few archivists can think of an educational institution that
does not receive federal funding administered by the Commissioner of
Education, but the limitation is an important one. Brigham Young
University, for example, studiously avoids accepting any explicit
federal funding without some sort of quid pro quo arrangement, and
has recently fought off the Department of Health, Education and
Welfare on some matters concerning which the Department sought
powers based on implicit federal funding. H.E.W. sought jurisdiction
based on the fact that the university had accepted students who were
using veterans' benefits or other federal funding to attend school and
pay tuition. The limitation in the Buckley Amendment makes clear
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that such alleged implicit federal funding does not rise to the level
needed to invoke the provisions of the Buckley Amendment.
Even where application of the Buckley Amendment is appropriate,
there are several legal issues which are not governed by the terms of
that legislation. For instance, what is the nature of any legal cause
of action that may arise from violation of this law? What is the proper
relief for a court to grant a successful plaintiff?. What is the appropriate
penalty to impose on an unsuccessful defendant? What are the legal
defenses a defendant may raise when faced with a legal challenge
under the Buckley Amendment? Is it sufficient to show merely a
violation of the law without evidence of damage? If an institution is in
violation, which individuals in that institution are held ultimately
liable, and what penalties should they incur?
A second area in which legal issues relate to access to student
records concerns state laws. Most states have statutes relating to
public or student records, but there is no consistency in these statutes
regarding the issues that are dealt with, or the approaches taken
toward those issues. Many of these statutes have not been interpreted
in the courts, and what judicial interpretations do exist are usually
strictly limited to the particular facts and issues under consideration.
The applicability of both state laws and the Buckley Amendment to
private institutions is unclear, and both types of legislation leave unanswered many of the same questions.
One obvious conclusion is that present legislation may not cover a
large number of instances in which access to student records is at
issue and, even if coverage is provided, a number of very important
concerns regarding the rights and liabilities of the parties involved are
still in question.
A unique aspect of the Anglo-American system of law is that one
need not rely entirely on specific legislation in order to meet the
inadequacies just described. Common law jurisprudence presumes
that the-e is, in the regularly established courts, a power to create law
by rendering judicial interpretations and judgments on issues such as
these, issues needing resolution but not having the governance of
legislation. A recent article in the 1976 volume of the Brigham Young
University Law Review, "The Confidentiality of Student Records: A
Common Law Analysis", suggested that many of these unresolved
issues will be answered by resort to the common law technique of
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individual courts formulating answers to these questions in the con2
texts of individual cases which come before them for hearing. By
means of the comprehensive and sophisticated American network for
publishing court decisions, a certain consistency in those decisions will
be effected and a body of authoritative law will eventually evolve in
the courts, law that will help draw a more complete picture of rights
and liabilities in this area. The article referred to above discusses
three aspects of the common law that may be helpful in resolving
the issues of access to student records. The first of these is the right to
privacy, a so-called tort theory. (A tort, in the law, is a wrong committed to the person or property of another, with or without force.
Thus, trespasses, assault and battery, automobile accidents, and the
like are all considered torts. The invasion of privacy is likewise a tort.)
Secondly, there is the common law doctrine of "the right to know",
originally formulated in England in the late nineteenth century.
Thirdly, common law contract theory may help resolve the issues
through either the express or implied contractual relationship that
exists between the student and his/her university or college.
The common law right to privacy like the right to know, is of fairly
recent origin.3 Of course, not all invasions of one's right to privacy
are subject to a lawsuit. There are generally four elements which must
be present before a legal action for invasion of privacy is appropriate:
(1) the information must be private; (2) that private information must
have been disclosed to the public; (3) the information disclosed must
identify the injured party; and, (4) the disclosure must be offensive to
reasonable sensibilities.4 Clearly, a great deal of the information
contained in student records should not be called private information,
and the judicial interpretations comprising the common law have so
stated. Private information is that which an individual would probably
not voluntarily divulge to the public. Thus, information which is
probably not private would include: the student's name, date and place
of birth, year in school, major field of study, class schedule, and so on.
Private information would include: grade reports, transcripts, psychological testing results, and other evaluative information. The Buckley
Amendment provides some guidelines for drawing this distinction.5
The next requirement to give rise to a legal cause of action for
invasion of privacy is that the information must have been disclosed
to the public. This area of the law is fraught with uncertainty. Some
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student records have been held to be so sensitive that disclosure to
even one person meets the requirement of disclosure to the public.
Records of a less sensitive nature may be broadly disseminated before
public disclosure is found to exist. There have been some cases in this
area, but probably not enough to permit the drawing of any but the
broadest of generalizations.
Assuming private information has been disclosed publicly, another
requirement needed to support a legal action for privacy invasion is
that the disclosure must identify the injured party.
Finally, the cases universally require that such disclosure offend
reasonable sensibilities. Thus, disclosure that a student was suspended
for fraudulent activities in a campus election would be actionable,
while publication of the achievements of an honor student would not be.
A hypothetical case in which the common law is applied may clarify
the abstract statements. Brigham Young University, private institution of higher education, through its administrative officials, discloses
to its campus newspaper the fact that one of its students has been
expelled from school for public intoxication. Here, the Buckley
Amendment does not apply because the university resists federal
funding and that state law applies only to public institutions. The
offended student wishes to receive some compensation for the injury
his reputation has suffered by the unwarranted publication. It will be
further assumed that the disciplinary handling of the intoxication
incident was strictly a university matter and was not referred to local
law enforcement authorities. This being the case, the incident did not
become a matter of public record, and thus could be considered private
information. It was clearly disclosed to the public by being noted in
the campus newspaper which has a circulation of over 25,000 copies
daily,. The injured party was identified and reasonable sensibilities
would be offended by associating the individual with public intoxication, an activity which encounters strong disapproval in the university
community.
As the offended student is advised that he has a course of action,
the first question is, whom will he sue? He will probably be advised to
sue the university, its most responsible officials, and all identifiable
individuals that participated in the offending disclosure. This would
include the university president, perhaps an administrative assistant,
the dean of records, the faculty adviser to the newspaper, various

LEGAL ISSUES AND STUDENT RECORDS

7

newspaper editors, and so on. In other cases, it is possible that the
revealed information, e.g., background on political candidates, originated
in the institutional archives, in which case the archivist would be named
as a defendant.
What sort of relief would be requested? It should be obvious that a
retraction would be inappropriate, since that would generate more of
the same publicity which is complained of in the first instance. An
injunction would serve no useful purpose, unless the disclosure is a
continuing one, Usually in such a case, the damage will have already
been done by the first disclosure,, and only one disclosure would be at
issue. That means the only recourse left to the plaintiff is to seek
some sort of monetary compensation for the damage suffered to his
reputation. Thus, the judge or jury is faced with the unenviable task
of attaching a dollar value to reputation damage. How does the plaintiff establish such damage? He calls various witnesses to the stand,
and by their testimony seeks to convince the judge or jury that
widespread defamation has occurred. It will help the plaintiff if he can
show that he is unable to get a job in the community, that he has lost
the respect of business and social associates, and that somehow this
has hit him in the pocketbook. Naturally, this sort of litigation can be
the source of flagrant and far-fetched claims, which nevertheless
consume defendants' time and money.
Are there any defenses against this type of action? Here it is
necessary to note an interesting and critical distinction that exists
between the right of privacy action, which has been discussed, and the
normal libel or slander suit, which is a defamation action. It is a wellsettled legal principle that any defendant sued for defaming a plaintiff may raise truth as a defense. In other words, one can publish any
number of unsavory matters about another person as long as they are
true. However, in a privacy action, truth is not a defense. What is at
issue is not whether or not a particular matter is true, since it
usually is true, but whether the defendant was justified in disclosing
the matter to the public. Thus the only defenses remaining to the
defendants in this hypothetical example of privacy invasion would be
challenges based on the four issues discussed earlier. Was the information really private? Was the disclosure a public one? Was the injured
party identified? Was the disclosure offensive? In the hypothetical
example, the deck is stacked against the university, and the greatest
opportunity of defense would be in the first criterion, whether the
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information was really private.
The matter of monetary damages deserves some further mention. A
similar issue is faced in defamation cases. Plaintiffs will frequently ask
for their actual damages, which constitute the economic loss they can
prove, and in addition ask for a much larger amount in punitive or
exemplary damages. The theory of this latter category is that the
defendant will find this legal action to be so traumatic that he will be
thoroughly dissuaded from engaging in such conduct in the future.
Thus, the larger and richer the defendant, the heavier will be the punitive damages. Punitive damages tend to provide a windfall for the
successful plaintiff, but this is deemed by the courts to be more
desirable than letting the defendant go with a mere figurative slap on
the wrist. Thus, the plaintiff in the hypothetical case might be
expected to seek modest or even nominal actual damages from the
university for the unfortunate disclosure, but, in addition, to seek
punitive damages running perhaps into six figures. The more important the plaintiff the higher the requested punitive damages are likely
to be, the thinking being that a jury would be more offended by an
authorized disclosure regarding a particularily prominent person. (At
this point, the reader may be having thoughts about checking his or
her insurance coverage to see if this sort of liability is covered. In
many cases, no such coverage is provided.)
Another common law theory for lawsuits involving the disclosure of
student records is the doctrine of the "right to know". This concerns
not the unauthorized disclosure of student records, but the keeping of
student records from those who are authorized to know their content.
The courts of New York state have led the way in establishing a right
of access to student records vested in the student himself, and/or in the
student's parents.6 Although this common law approach is currently
well established only in the jurisdiction of New York, it represents a
logical and natural development of the "right to know" theory, and
surely will not be ignored by plaintiffs in other states. It would be a
mistake, however, to consider it an absolute right. Schools can perhaps
demonstrate that to legally require giving access to letters of recommendation, or other third party submissions would discourage candor
and effectively destroy the value of those items. Thus, a college or
university might successfully resist student attempts to gain access to
those items in their records.
A third important common law approach is provided by
contract
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theory. There may exist an explicit or express contract between the
institution and the student, the terms being derived from the school's
catalogue or bulletin, a registration card, an admission application
form, a catalogue supplement, or even oral representation from
University officials. These terms, if understood and accepted by
both parties, may govern the extent to which a school is obliged to
open its records to students or is open to liability for the disclosure of
student records to other parties. More frequently than finding an expressed contract, however, the courts may find implied contract terms
from the conduct of the parties which indicates an implicit understanding. Implied terms may be found even where an express contract
already exists. If the university has established, by long years of
practice, a certain implicit policy in dealing with the problems of
access to and disclosure of student records, courts may assume that
the students have become aware of this and assented to it when they
join the student body. A parallel can be found in commercial contracts
where courts often look beyond the written agreement to the circumstances within which the contract was made, which include custom,
trade usage, and other standard business practices. However, what
may now exist as standard practice on various campuses may be
changed in the future by practices and interpretations that develop
under the Buckely Amendment and under revised views of student
constitutional rights. Broad publicity given to these developments
could change the expectations of students as they come into a
university setting.
One important ambiguity is presented by application of the contract
theory. If the student-university contract is terminated upon the
graduation of the student, is the university's duty of confidentiality
also terminated? It is safer, of course, to answer this in the negative
since the sensitivity of these records may continue long after graduation. This may impose serious limitations or liabilities on the archivist
under pressure to reveal older documents.
Another issue within the scope of contract theory is the institution's
ability to procure a waiver or release of liability from the incoming
student. However, if the waiver is overly broad, if the conduct of the
school in making the disclosure is especially inappropriate, and if the
bargaining power of the parties clearly uneven, then courts may be
prone to ignore the waiver and consent. Moreover, if the waiver
threatens to permit violation of the student's constitutional rights, the

10

THE MIDWESTERN ARCHIVIST

Vol. III, No. 1,1978

waiver, according to some legal scholars, should be disregarded. Any
waiver obtained should have been signed before tuition or other consideration is paid and the student is fully matriculated, since contract
doctrine requires the terms of the waiver to be supported by some kind
of consideration or benefit to the student. If he or she has already
received the full benefits of being accepted to the university or college
before the waiver is executed, it may be difficult to show that he was
receiving anything additional in return for his consent to disclosure
of his records.
Additional issues are raised as one moves away from the common
law and into the realm of pure speculation. If a student has the right to
see his file or record, and has the right to prevent disclosure of certain
portions of his record, does he also have the right to challenge inclusion of certain information in his file? One author, writing recently
in the Journalof Law and Education,7 asserted that parents of school
children have such rights, and by analogy, students who have reached
the age of majority should have similar rights. Full development of
this idea could lead to wholesale inspection of school records by
students and possible endless controversy over what should be
properly included in the student records and what must be expunged.
Another writer has advocated for several years the clarification of a
right to confidentiality attaching to student records. 8 Drawing an
analogy from the legally recognized right of confidentiality between
physician and patient, this writer suggests that universities and
colleges should consider themselves under similar legal confidential
relationships, refusing to divulge any information about students
without the express consent of the student or a court order. Legal
counsel to a university which adopted this approach might immediately insist that all entering students sign an express waiver or
consent permitting broad disclosure of their records as a condition of
their being admitted. This would effectively compromise any extra
protection provided the student by the development of such a theory
of legal confidential relationship. If, however, adoption of this theory
occurs at a time when the courts also adopt the view that students
may not surrender their constitutional rights by means of an explicit
waiver, then some extra protection for students and additional burden
for institutions would be created.
If the development of these common law theories is too uncertain or
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too slow for institutions that are pressed by these matters, it may be
appropriate to attempt legislation. Present legislation in most states
does little more than suggest or impose guidelines for disclosure. 9 As
mentioned at the outset, there seems to be little or no attempt to
prescribe penalties for misconduct, or to describe remedies open to the
plaintiff. There is no attempt to set forth which parties may be
liable, or whether an inadvertent disclosure should be punished with
the same force as an intentional disclosure. Should there be a statute of
limitations, limiting the time within which a plaintiff may bring a legal
action after the offending disclosure has occurred? Should there be
additional time limitations on how long an institution remains liable
for a disclosure after it no longer has any contemporaneous relationship with the student? Should the law governing disclosure of student
records be merged with the law of defamation, so that truth is a
defense no matter how malicious the disclosure? (The inconsistency
between the standards of these two legal doctrines may be distrubing
to many.) A final bothersome question: If state, municipalities, or
educational institutions fail to regularize and make reasonable their
procedures in this area, will we be facing attempts to develop national
standards? With the Buckley Amendment as a starting point, such
standards could be imposed on public and private institutions at all
levels, receiving their vigor from newly discovered constitutional
protections. The threat to local or private control of schools and
institutions of higher education and to individuals working with
records from this pattern of legal development, for which there is
ample precedent, is clear.
The issues I have discussed above apply with the greatest impact
to college and university administrators dealing with individuals who
are presently students. What of student records that are eventually
moved to record management centers or archival facilities? What of
the records of students who, in later years, achieve prominence, and
whose student records become of interest to biographers, investigators, curiosity seekers and others who seek access to that information
through the archivist? Until something like a statute of limitations or
some other temporal limitation of the rights of access and liability
for disclosure are created for the institutions in question, the archivist
must observe the same procedures and take the same precautions
as the institutional administrator facing these contemporary challenges.
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