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PREFACE

In any given institutional or collecting environment, strategically speaking,
the archivist has at his or her command a variety of carrots and sticks to utilize,
alone or in combination, when ensuring that the organization or repository's
documentary needs are met. These carrots and sticks might include public
records law, mission statements, documentation strategies, theoretical or subject
expertise, institutional long-range plans, entrepreneurial opportunities, and so
on, and should be applicable regardless of the formats or media in which
archival and manuscript materials originate. Yet one notes the low level of
successful archival involvement with electronic systems and their products.
This would seem to indicate either that archivists are still unclear as to to how to
use their strategic options to maximum effectiveness in this arena, or that
archival education and its literature have insufficiently equipped its practitioners
to cope with the number of technological and cultural variables they encounter
along the way.

This special issue of Archival Issues highlights some of those carrots and
sticks. In other words, it discusses a variety of practical strategies and existing
skills the archivist can bring to bear when working with not only electronic
systems and records, but also digital documents. The articles in this volume, all
written by students in the University of Michigan School of Information and
Library Studies' archives, digital library, and doctoral programs, exemplify
many different approaches to the identification and archival management, not
just of the electronic record, but also of the human record as it is being
electronically inscribed. These approaches include assessing the utility of
various technical and policy "fixes" to cope with issues raised by electronic
systems under different circumstances; seeking out, and conducting joint
research projects with other professional communities that are attempting to
address some of the same issues; and also attempting to identify which unique
perspectives the archival profession brings to the digital environment.

William Landis and Robert Royce have prepared a case study that examines a
small business environment, a graphic design company, where electronic
records are inextricably linked to an electronic product. The paper is more than
a case study, however, in that it represents one of the first attempts to apply the
functional requirements model for electronic record-keeping that is being
developed and tested by Richard Cox and David Bearman at the University of
Pittsburgh. Ann Zimmerman looks at the enduring values of geographic
information systems (GIS) for secondary user communities, and suggests a
phased approach to establishing archival control over them. She bases her
observations around an environmental GIS being used to track trout on the
Great Lakes, and her comments are particularly interesting in that they speak to
the commonality of interests and goals shared by archivists and GIS developers.

The final three papers are all concerned with the rapidly evolving electronic
communications environment as it transcends individual, organizational, and

ARCHIVAL ISSUES
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even national and cultural boundaries. Anne Gilliland-Swetland looks at the role
electronic communications may play in creating and disseminating new forms
of documentation and advocates a return to archival appraisal in establishing the
nature, values, and uses of electronic communications materials. Laurie Crum
takes an organic view of the Internet and its constituent parts such as the World
Wide Web, and examines issues relating to hypermedia document design that
are of concern to archivists. Nicholas Scalera examines the implications of the
controversial Public Key Encryption (PKE) movement, and discusses not only
the technical difficulties PKE will generate for archivists, but also the potential
it demonstrates for solving issues such as electronic document and user
authentication.

It is my hope that this volume will offer a small contribution toward making
the area of electronic records somewhat more hospitable for archivists, as well
as demonstrating the wealth of talent and curiosity that is being brought to bear
on such challenging issues within graduate archival education programs.

Anne Gilliland-Swetland,
Ann Arbor, May 1995



RECOMMENDATIONS
FOR AN ELECTRONIC RECORDS
MANAGEMENT SYSTEM: A CASE
STUDY OF A SMALL BUSINESS

WILLIAM E. LANDIS
AND

ROBERT ROYCE

ABSTRACT: The electronic records project underway at the University of
Pittsburgh has promulgated functional requirements for record-keeping systems
intended to be applicable to any setting. In fact, many components of these
requirements delineate what should be "best practice" for the immediate and
long-term design and management of electronic systems of all kinds regardless
of their status as producers of records. As such, they indicate clearly the trans-
ferability and relevance of archival principles and practice to many facets of
information technology applications. The authors have attempted to demon-
strate this relevance by applying these functional requirements to the electronic
files created by a graphic design company. Additionally, they recommend a bal-
ance of software and policy implementations appropriate for rationalizing the
company's management of electronic records.

Introduction

As computing technology has matured, its business uses have steadily
expanded. In the 1980s, the role of computers was primarily as a tool to gener-
ate traditional paper documents and records. In the current decade, more and
more of a business's record-keeping and re-usable resources-information,
graphics, and products-are created, maintained, and delivered in digital form.
While this has already happened, many companies have failed to realize that
important documentation of company activities, existing only digitally, is no
longer captured by systems designed to handle records in paper form. As a
result, digital materials with long-term value to companies are placed in jeop-
ardy due to inadequate recognition of their status as records and a failure to
implement an adequate system to manage them.

Small businesses are particularly susceptible to this problem since their tradi-
tional records management activities are frequently ad hoc in nature and, as
such, have received scant attention during the transition from paper to electronic
record-keeping. From a records management perspective, another increasingly
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important consideration is that these digital materials are not only administra-
tive or transactional records, nor even an information resource, but often also
the primary commodity of the business. Regardless of record status, security
and preservation, two areas of archival expertise, are inevitably concerns that
accompany these electronic materials.

An NHPRC-funded research project underway at the University of Pittsburgh
has contributed to a growing understanding of the nature of electronic record-
keeping systems and the functional requirements necessary for such systems if
they are to meet an organization's evidentiary needs. Ideal "recordkeeping sys-
tems capture, maintain, and access" transactional evidence in a way that is com-
pliant with organizational and external legal requirements, as well as with
industry "best practice" standards. Such systems must be accurately document-
ed and managed; fully implemented; and create complete, reliable, and unique
records of all transactions. The content, structure, and context of records main-
tained by such systems should be meaningful and their longevity safeguarded
by the system, which must also track all uses of and alterations to the records.
Finally, records must be easily transported across systems without endangering
either content, structure, or context, and must be readily retrievable in original
or edited versions, or with a complete history of all transactions involving the
record after the initial one in which it was created.'

David Bearman has argued that in order to provide future access to records of
enduring value, "archivists must understand...the nature of record-keeping sys-
tems." 2 For many archivists, developing the appraisal skills required to deter-
mine the long-term evidential and informational value of electronic record-
keeping systems with which they will come into contact may require practical
experience in the evaluation of similar record-keeping systems as a necessary
precursor both to understanding the technology underlying them and to assess-
ing the long-term value and viability of the records which they produce.

This article originated as a consulting report prepared as part of a course on
electronic records at the University of Michigan's School of Information and
Library Studies. It represents an attempt by the authors to apply the functional
requirements promulgated by the Pittsburgh project team to a case study of a
small business that works almost exclusively in a digital environment.
The goals of this study were threefold: to present the company management
with a document that would assess the company's current use of electronic tech-
nologies for record keeping, to recommend ways in which their use might be
more effectively structured, and to help the company begin thinking in a more
proactive fashion about the issues surrounding long-term access to and disposi-
tion of these records. The study also sought to identify and characterize the
complex interaction between record keeping and product development in an
environment where both product and transactional record are digital. Toward
this end, this study also briefly considers requirements for both a job tracking
and a file management software package and for a policy framework that might
help the company to standardize the creation, use, and management of its elec-
tronic records.

Whether or not the records of the company examined in this case study are of
archival value is not the focus of this study. Current archival literature addresses
electronic records management issues almost exclusively in large public institu-
tions, such as state and national archives, or in corporate repositories where
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archivists are or should be allied with "auditors, administrative security person-
nel, freedom of information and privacy officers, lawyers, and senior man-
agers-all of whom have a responsibility for corporate memory and its manage-
ment." 3 These environments may seem foreign, however, to many archivists
working with records in smaller institutions and organizations without access to
the panoply of specialized assistance and input cited above.

Information technology has been heavily applied in many small businesses to
allow them to compete in digital service industries. This case study provides, its
authors hope, an example of how archivists working with such businesses might
begin to address electronic records management issues on a small, practically
applicable, and comprehensible scale. The authors found that the management
of the company that was the subject ofthis case study were eager partners in
this consideration of record-keeping practices. Through similar opportunities,
perhaps, more archivists could engage meaningfully in the dialogue concerning
the creation, management, and long-term retention and use of corporate assets
in digital format.

Case Study

Sun Graphics and Publications (SG&P), the organization whose records were
examined in this study, was founded in 1974 by brothers Ralph and Carl Volk
as a graphic design studio. In the 1980s, they were early adopters of desktop
publishing technologies and in 1988, they formed a new division, ImageSet, to
function as a service bureau that would produce high resolution pages of paper
and film for other companies who could not afford the $80,000 cost of an
imagesetter. Today, the company's services cover the complete spectrum of
graphic art production. They generally do business as ImageSet and the authors
will use that name to refer to the overall organization throughout this article.

The management of the company, after a period of rapid expansion which
included investments in both hardware and personnel, recognized the need for a
re-evaluation of record-keeping practices. The management is eager to utilize
information technology to facilitate record keeping, but wanted someone from
outside the organization to take an initial look at existing record-keeping prac-
tices and needs, and to suggest an initial plan of action through which the com-
pany could work toward the integration of record keeping with production in a
digital environment.

The functional divisions within the organization include design, input, and
output services. Images are brought into the system either as original work by
the electronic art and design studio, or via digital photography or scanning.
Completed jobs are delivered to customers through high-resolution output to
film, paper, slides, transparencies, or to a Heidelberg digital press, where the
image is transferred directly from a computer file to plates mounted on the press
cylinders.

Much of the business performed by ImageSet can be characterized by a high
volume of transactions and/or a high degree of complexity. In a sense they are
engaged in a manufacturing process in which the end product is printed visual
communication. Because the company is a full service organization and serves a
variety of clients, it differs from the typical manufacturing facility, which will
have a fixed process for a limited set of end products. Jobs may enter ImageSet
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in any one of the functional groups described above. A job may utilize only one
group's services before completion, or it may utilize the services of several or
all of ImageSet's component groups, each job taking a slightly different path
through the organization than the last.

Information Gathering

To gain knowledge about the current record-keeping and job organization
strategies utilized by ImageSet management and employees and the problems
they identified, the authors began this project with a series of interviews. The
following individuals were interviewed because they played key management
and technical roles within the company: the Chief Operating Officer, the pro-
duction manager and two graphic designers for the design studio, the output ser-
vices manager, the color systems specialist, and the digital photographer and
head of color services.

In the interviews with management team members, the authors explained
their goals and then sought answers to the following questions:
" What types of information does ImageSet need to track for each job it under-

takes?
" How is that information currently tracked?
" For how long do ImageSet employees need to access specific job-related

information?
* What types of information not already tracked would management like to

capture?
When the authors interviewed employees in the various other facets of the

business, they sought the following information:
" How do employees currently organize and manage their files and track the

time spent on each job?
" What file naming conventions do they use?
" What problems do they have with their current system and what changes

might they find useful?

Summary of Key Problems

Three broad areas came up repeatedly in these interviews: time and billing,
job tracking, and file management and back-up. The following is a brief
description of these problems.

Time and Billing
Jobs can enter and leave the workflow at ImageSet at any point in the process

flow illustrated in Figure 1. Jobs can be billable by the hour or on a per-item
basis, depending on the type of service being performed. Per-item jobs are cur-
rently not tracked electronically and billing information is transferred from the
work order to the client invoice by an order entry operator. Per-hour billable
services are currently tracked using a beta version of a job management soft-
ware package. Employee time spent on a job is recorded by the software; how-
ever, changes to the time stamps-to account for time spent on non-billable
work while a particular job file was open or perhaps that an employee had for-
gotten to clock out with the job management software when finished with a par-
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ticular task-must be made by hand on a printout, which is then used by an
order entry operator to invoice the client.

This system for tracking employee time spent on a job and translating that
into a client invoice does not appear to be problematic to the employees with
whom the authors spoke. The authors wish to note, however, that it appears to
represent a wasted opportunity to harvest data if information collected digitally
about employee time spent on a job is not able to be incorporated digitally into
the final client invoice without first going through an intervening paper format
order entry stage.

It is also important to note here that all employees who do work that is bill-
able to clients at hourly rates stressed the importance of being able to go back
over their digital time-tracking records and account for time not actually billable
to the client or for any other discrepancies that might appear on those records.
One of the problems with the current job management software identified by
one design studio employee is the inability to manipulate this information digi-
tally for previous days. This necessitates the current use of paper printouts in
the step before invoicing.

Job Tracking

The current system for tracking jobs through the work flow at ImageSet is
completely reliant on a paper work order, which also serves as a vehicle for
cross-functional communication between the various facets of the company
regarding the job. The work order and any associated paper documents and
proofs are placed in a job folder, which represents the sole means of determin-
ing with any certainty the progress on a particular job. From a program perspec-
tive, however, it is important to note that part of this reliance on paper is
unavoidable, since images associated with various jobs have to be printed out
for approval by the client at various times in the job process.

In addition to the job folder, a FileMaker Pro database is used to generate a
paper queue three times daily for jobs in the output phase of production. Job
folders are placed in slots in a central area according to position in this queue
and individual employees acknowledge working on a job by initialing on that
queue. Because the inputting that generates the queue is done by order entry
operators, quite a bit of lag time exists between a change in job status and the
reflection of that change on the next printed queue.

Only one employee with whom the authors spoke expressed explicit frustra-
tion with the current system. His position, as production manager for the output
services group, requires him to keep tabs on a number of production operators
and the jobs on which they are working. Under the current system he must con-
sult the operator's initials on the paper queue and then physically track each job
to determine its status. Although the authors did not interview any client service
representatives for this study, these representatives would likewise have to track
down a job physically in order to respond to a client query about the status of a
work in progress.

The previously discussed job management software used by ImageSet does
not have the capability of tracking jobs across functional boundaries within the
company, something that would facilitate digital tracking of a particular job
from any computer terminal.
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File Management

There is no current company standardization for the management of an indi-
vidual employee's job files and interviewees expressed a great number of con-
cerns in this area. A moderate degree of organizational consistency exists
among individual employees in organizing job-associated files into client fold-
ers while work on a job is in progress. File naming conventions, an area in
which there is much less consistency, were cited as a problem and include iden-
tification of a file, as well as its association with a particular job and the soft-
ware package used to create it. Enough consistency does exist to allow employ-
ees within a group generally to have easy access to another employee's job-
related files if necessary. The authors were told of occasions, albeit infrequent,
when Color Central, the software application that replaces a low-resolution
sample file with its high-resolution equivalent for final output, incorporated the
wrong image file because the name of the correct file was used more than once.

Naming conventions have to be meaningful to the people who use them, an
important point made by several ImageSet employees. A related problem
expressed by one employee was that too much information crammed into a file
name makes it useless for both finding and sorting. In the authors' opinion
enough commonalities in the current file-naming practices of those employees
who were interviewed exist so that satisfactory standardized conventions should
not be difficult to create.

Manipulation and tracking of fonts, especially those supplied by the client,
were another file management problem identified during the interviews.
Because fonts take up a large amount of electronic storage space and because no
central font server exists from which an operator can access fonts when assem-
bling a particular job's components, these fonts must be kept on the individual
hard drives of each employee working on the job, or with the individual job file
if the font has been supplied by the client. This makes access by other employ-
ees and management of font files chaotic at times.

Version control was identified as a significant problem on large, collaborative
projects in the design studio. ImageSet has neither a standardized way of indi-
cating progressive iterations of a file, nor a method of flagging the final, client-
approved version. Consecutive numeric extensions to file names seem to be the
general practice for version iteration, but when different versions end up stored
temporarily on different hard drives it can be difficult to determine where the
most current resides.

Finally, the integration of paper and electronic files, all providing important
information about various aspects of jobs, is a real problem for ImageSet. With
no file drawer purging policy in place, removal of inactive files is done only
when a drawer gets too full and someone has the time to do it. Apparently,
records purged from the file drawers are placed in boxes and stored somewhere
else, though none of the employees asked knew exactly where.

Back-ups
Back-ups are performed at various levels in the organization. Many employ-

ees locally back-up their hard drive files onto SyQuest cartridges or floppy
discs. Each evening a program is run to back-up all networked computers.
When jobs are completed, they are "archived," 4 by which it is meant that all
files associated with a job are copied onto a DAT tape, generally one reserved
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for the jobs of a particular client. These tapes are then stored in a rack in the
company kitchen/break room area.

During the interviews, the authors encountered a wide variety of needs and
understandings of both the daily back-up process and the longer-term storage of
completed jobs, indicating dramatically the lack of a company policy concern-
ing what one assumes should be a crucial element of its records management.
While one employee deals with gigabytes of files on a daily basis and backs
them up because of the potential amount of work to be lost if a system problem
arises, another employee duplicates the daily system back-up with localized
media because the system back-up does not seem trustworthy.

The authors also discovered that the person to whom all other interviewees
pointed as being unofficially responsible for backing up their files on the server
had recently stopped doing that back-up because he no longer has time.
ImageSet suffers from a clear lack of both authority and records management
rationale behind their system back-up program. Related to this problem, there
seems to be no provision for storing back-up tapes off site, which in many ways
defeats any purpose (e.g. disaster recovery) that these tapes might serve beyond
saving data in the event of the failure of the system or one of its components.

Since each employee is responsible for "archiving" or arranging to have
"archived" to DAT tape completed jobs on which they are working and no poli-
cies exist to guide this process, no standardized method exists for ensuring that
this DAT tape archive of completed jobs is in fact complete, labeled in some
meaningful way, or accessible for future use. The longest period of time during
which any of the interviewees could envision the possible reuse of one of these
DAT tapes was two years. The authors suggest that there is very little awareness
among the employees interviewed about legal or administrative needs which
might require record retention for a period of time extending beyond the possi-
bility of having to redo a job for a client.

In summary, key issues found during the interview process were:
" Failure to harvest important electronic data.
" Co-existence of paper and electronic tracking systems.
" Lack of company standards for file naming conventions and version control.
" Inadequate security mechanisms.
" No conception of longer-term fiscal, legal, and administrative needs for exist-

ing electronically captured data.

Recommendations

In the process of compiling this report the authors identified the following
ways in which a comprehensive electronic records management program could
benefit the organization:
" Managing risk and liability. Better tracking of the evidence of work per-

formed and of client acceptance at each stage in the process will facilitate risk
management in legal, tax, and accounting matters. A comprehensive electron-
ic records management program will also contribute to greater security of
files.

" Administration. Time and billing will be easier to document and knowledge
of where jobs are in the work flow at any point in time will be easier to
obtain.
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" Management. Electronic record-keeping will provide greater ability to per-
form data analysis in order to track efficiency and throughput.

" File management. Utilization of metadata about files will aid in the ability to
locate those files, provide version control and a more secure back-up and
"archiving" procedure, as well as facilitate their management as potentially
re-usable resources.
The following recommendations were made to ImageSet by the authors to

assist the company in assessing its records management needs and, possibly, in
establishing a comprehensive electronic records management (ERM) program.

Identifying ImageSet's Records

When this project began, the authors believed that ImageSet maintained the
majority of company records electronically. This was due in part to the pre-con-
ception that the electronic files with which the company works constitute
records. The original impetus for this study, and a significant portion of the ini-
tial interaction of the authors with the company concerned issues regarding file
management. In the course of the project, however, the authors determined that
the electronic files themselves either did not constitute a complete record, or
were not part of the administrative record at all. The transactions that occur with
regard to those files constitute the core of ImageSet's business and thus are also
an essential component of the company's records. The authors concluded that it
is the combination of the electronic job files and the transactional data resulting
from work on these files by various ImageSet employees throughout the course
of a particular job which constitute a record. In the case of the electronic imag-
ing group, it is not the files, but the high-resolution output-to paper, film,
slides, transparencies, and other media-that constitutes the end product. In this
instance, the transactional metadata combined with this output, or evidence of
the output, constitute the record.'

In the past, information surrounding the time and billing transactions at
ImageSet has been captured on paper, requiring order entry operators to transfer
the data into an electronic form for incorporation into the customer's invoice.
Recently, the company began beta testing software which allows the creation of
an electronic record from these transactions. This software was found to be
inadequate in several ways: it did not allow changes to be made to records in
order to correct mistakes or to change the status of work from billable to non-
billable in the case of a cost overrun; and it lacked the ability to track the files
associated with the job. The authors believe that this latter point is critical since,
as identified above, both the transactional metadata and the files constitute the
record, making it important to have a system which can track both.

There are four types of records which an integrated ERM program at
ImageSet needs to identify and track:

Client Interaction. (initiation of job, intermediate approval, and final accep-
tance). These transactions are important for legal purposes to document the
client's intention for work to proceed. Currently captured on paper, due to a sig-
nature requirement, an electronic indication of approval might allow workflow
to continue unimpeded.

Time Transactions. These transactions track employee involvement in design,
production, and image editing work. In rare cases the output department will
also bill for time if a set amount of time is exceeded.
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Per-Item Transactions. Scanning, output, and proofing are all billed on a per-
item basis.

Movement Through Production Cycle. Used primarily for administrative pur-
poses; jobs must be trackable in parts, since larger jobs may end simultaneously
in multiple departments.

Whenever a file is moved some record should also be kept, especially if it is
migrated to tape for long-term storage. It is important to note that most of these
records are currently maintained in some form; however, because of the way in
which the company developed, they are kept differently in the various depart-
ments. The above explication of general types should serve as a basis for devel-
oping a means of creating records uniformly regardless of the department in
which creation occurs. It also demonstrates that in the electronic environment
records should be viewed in the context of the function or process which creates
them, not the organizational structure.' Figure 1 depicts various stages in the
work flow. As shown, transactional records would be generated in association
with processes represented by each box as well as by movement between the
different processes. Transactions which require customer approval are indicated
by dashed lines.

Functional Requirements of Records

Figure 2 identifies areas of intersection between the records required by
ImageSet and the Pittsburgh functional requirements. 7

Functional Description of ERM Software

It has almost become a truism to state that archivists and records managers
need to become involved in the design of electronic record-keeping systems
architecture. Some archival programs, most notably the World Bank and the
National Archives of Canada, have even ventured into software development
for document management The following is a description which specifies a
model for job management software that would manage the electronic records
and fulfill the functional requirements described in Figure 2. The two primary
components, job manager and file manager, that ImageSet would require of
comprehensive job management software are outlined below.

The job management component encompasses the functionality of the soft-
ware currently being beta tested by ImageSet; however, it also goes beyond that
functionality in several important ways. The job manager is essentially a
database which stores information about a job. Basic information such as the
job number, the client, due date and budget estimates is entered at the start of
the job. A link is also created between this basic information and each record
created in the process of completing the job. How this link is created is depen-
dent on the software used to develop the system, but at a minimum it implies
some type of relational or object-oriented database.

The job manager should provide data entry facilities which allow each
employee to create a record of work done on files. As mentioned in Figure 2,
these records must be easily created and must be revisable.

This component should also have a framework which allows job management
software to predict or specify the steps a job should take. This framework must
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Figure 2
Analysis of ImageSet's Record Requirements in Relation to the Pittsburgh Functional Requirements for Records
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be easily overridden, but can form the foundation of automatic behavior, thus
greatly reducing the amount of communication needed. For example, when one
transaction is complete and it is necessary for the job to move to another depart-
ment the job management software adds an entry to an electronic queue which
alerts someone in the next department to take action.

The software performing the file management component should be fully
integrated with that performing the job management, and should perform the
following key activities:
" knowing where the current version of file is located
" ensuring that files are being backed up properly
• making the location of files transparent to the people working on them

The file manager addresses these issues by acting as a gatekeeper to the files.
Although a security system may be implemented to restrict access to some files,
the majority of files are easily obtained. The software merely keeps track of
who works on what file, when and where. Additionally, it maintains a list of
files associated with a job, and presents the user with a virtual view of the files
connected with a job-that is, all the files associated with a job are viewable in
one place, regardless of where they are stored. The user should not have to
know where a particular file is stored.

Because of limitations in the capacity of transmission hardware, working on
files over a network is inefficient and a mechanism should exist to transfer a file
from a remote server to a local hard drive. Preferably the file manager automati-
cally migrates the file back to its original location on the server once it has been
edited. The original version on the server remains unchanged except that the
software changes its name to indicate that it is an older version. The new ver-
sion is added back using the original name, reducing the potential confusion
associated with version control. Users no longer have to worry about dealing
with multiple files, each a different version of the same piece of work. To the
users there is only one file which may have multiple versions, typically hidden
from sight, but accessible through the file manager if needed.

The file manager should have an appraisal function, allowing the user to
indicate that a particular version is of long-term value. An example would be
one of several finished concepts or a file representing a stage of completion
which immediately precedes a place where multiple alternatives are to be
explored. Otherwise, there should be a default number of previous versions
which are kept and the older files should be deleted. If possible, the file manag-
er should know how files are interrelated and should be able to track imported
copies, maintained links, or the fact that one file contains another. This system
should also simplify the mechanism for moving jobs from one department to
another since the files themselves do not need to move. Instead, the job manager
should alert the department of the pending work.

The above describes work with files which are modified. Another category of
files contains files which should not be modified, typically consisting of logos
and various art associated with a particular client and ideally managed as a re-
usable resource. These files should be kept separate and copies made for incor-
poration into individual jobs, keeping the original unchanged.
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Records Policy Framework

Before ImageSet can develop policies to oversee the management of any of
its records, a clear understanding should exist regarding the reasons why reten-
tion of these records is important to the company, as well as an informed deci-
sion about how long records need to be retained.

Based on the interviews conducted by the authors, little understanding exists
of why, beyond needing to reuse a particular image from a completed job, one
might wish to access those records. Perhaps ImageSet has not yet encountered
long-term legal or fiscal problems requiring access to records of completed
jobs, but the potential for this kind of access should be considered as the basis
for a sound records management policy.

An important consideration to build into any records management policy is
the relationship between paper and electronic records. Presently at ImageSet,
the digital files that are "archived" are only part of the record of a particular job
and the transactional records currently recorded on paper should somehow be
linked to those digital files to ensure completeness of the record.

The company seems to rely on its relatively small size and the cheapness of
some digital storage media as a justification for indiscriminately saving every-
thing. One of the dangers inherent in this approach to the keeping of inactive
records is that the necessary links between paper and electronic record compo-
nents might not be accessible when the company faces a need to recreate what
today constitutes an ImageSet record. Many reasons exist why this might be so,
but chief among them is a failure to standardize the naming and location infor-
mation about various record components. The current system relies heavily on
the memory of a few people who have been with the company for a long time,
which is not a sound premise on which to organize a records management pro-
gram. In order to insure the creation of viable electronic records which will both
protect the interests of and serve the needs of ImageSet, the authors suggest the
following kinds of policies be implemented.

Back-ups

" A designated person and alternates should be assigned to perform daily back-
ups.

" Back-up tapes should be labeled and organized in a consistent and logical
manner that makes them easily identifiable to those who need to use them.

" Because of unforeseen danger to the ImageSet physical plant and, also,
because of the vital nature of some of its records, there should be at least
three sets of back-up tapes, at least one of which should be stored off site.

" The set of three back-up tapes should be rotated on a regular basis to assure
even wear and the continued viability of the tape medium.

" All staff involved in the back-up operation should be trained and retrained as
changes in procedures warrant it.

" A manual or standard operating procedure should be developed for back-ups.
" Catalog file synchronization and any other technical considerations of the

back-up program which endanger the viability of the back-up should be
understood by all staff trained in the back-up procedures.

" Back-up tapes should be routinely and randomly tested to insure that the
information they contain remains viable.
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Archives

" ImageSet management should decide whether or not an enduring archive of
company records would be of some benefit.

" A manager should be designated as responsible for policy development and
coordination in this area.

" Consideration of issues concerning legal, fiscal, historical, public relations,
and/or client-related requirements should inform any decision to retain
records on a long-term basis.

" If indefinite retention of all or part of its records is not deemed necessary,
ImageSet management should determine the longest period, for any of the
reasons mentioned above, during which the company might need or want to
access records of completed jobs.

" Characteristics of the medium on which both paper and electronic records are
stored should be considered to insure that they will be accessible for the peri-
od specified above.

" Determination should be made as to what inter-media links are required to re-
access the records referred to above.

" Those links should be established and maintained during the required reten-
tion period.

" Policies should be developed to insure migration of digitally stored records in
a usable form should advances in technology require this during the retention
period specified above.

Conclusion

This case study provided an opportunity for the authors to attempt to apply
the functional requirements for electronic evidence promulgated by a research
team at the University of Pittsburgh to a small business that has invested heavily
in electronic technologies. Very briefly, those requirements were found to pro-
vide helpful and flexible guidelines for the examination and assessment of the
state of the record-keeping strategies of that small business.

It was difficult to translate motivations for record-keeping from the ones
highlighted by the Pittsburgh team to ones that the managers and employees of
a small business would recognize and understand. Although a small business
manager might easily appreciate the issues which the Pittsburgh research team
has raised, when balancing financial resources and immediate needs some of the
functional requirements' complexity may be sacrificed for expediency.

It is not clear, therefore, if these functional requirements need to be taken as a
unit, or if they can, in relevant combinations, simply be used to inform the
development of record-keeping systems. Regardless, certainly a need exists for
the implementation of small business systems utilizing the guidelines promul-
gated by the Pittsburgh team so that more can be learned about successful ways
of managing records in a variety of settings.
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PARTNERSHIPS AND
OPPORTUNITIES: THE ARCHIVAL
MANAGEMENT OF GEOGRAPHIC

INFORMATION SYSTEMS
ANN ZIMMERMAN

ABSTRACT: This article provides an overview of geographic information sys-
tems (GISs) technology and applications. It discusses its implications for
archives, including a review of the existing literature. Finally, the article recom-
mends a strategy for managing such systems based on the study of an environ-
mental GIS application in a federal research center and on the vision recently
expressed by David Bearman and Margaret Hedstrom. A multi-staged approach
to the archival management of GISs is recommended and new partnerships are
suggested to aid archivists in the future management of these systems.

Introduction

Geographic information systems (GISs) are complex, powerful tools with
"vast potential...for solving environmental and human management prob-
lems." 1 Representative of what Terry Cook has described as the second genera-
tion of electronic records, GISs present a number of challenges to archivists.2

This article presents an overview of GIS technology and applications; discusses
their implications for archives, especially as related to appraisal, access, and
preservation; and looks at these issues in relation to a GIS currently being used
at a federal research center.

Defining GIS

No universally accepted definition exists of what constitutes a GIS. The
Federal Interagency Coordinating Committee on Digital Cartography (FIC-
CDC) provides the following definition:

A geographic information system is a computer system designed to allow
users to collect, manage, and analyze large volumes of spatially referenced
and associated attribute data .... The major components of a GIS are: a user
interface; system/data base management capabilities; data base creation/
data entry capacity; spatial data manipulation and analysis packages; and
display/product generation functions.3
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Frank Horvath adds to this definition by stating that "GIS allows data
'themes' to be selectively overlain on base maps where spatial relationships and
distributions can be visualized." 4 Antenucci et al. use GIS "in a broad sense to
refer to all automated systems used primarily for the management of maps and
geographic data." 5 Together, these definitions help illustrate the basic concepts
and capabilities of GISs.

By focusing on three key parts of the FICCDC definition, one can gain better
understanding of GIS technology. The data base creation/data entry capability is
what allows data to be brought into the GIS. The system/data base manager is
what is used to create databases that can be manipulated by the spatial data
manipulation and analysis package. The true power of GISs lies in this ability to
overlay different data sets with the same spatial reference onto a base map.
Horvath describes this process:

A GIS uses spatial data that consists of points, lines, and polygons (multi-
sided shapes) associated with a geographical location. The data take the
form of roads, lakes, rivers, soil associations, plant communities, and a
wide range of cultural and natural features. The data are associated in a
geographically relevant plane and are separated by type ("theme") into dif-
ferent computer files ("levels") which can be composited ("overlain") on
each other to show their spatial relationships. The data can be shown at var-
ious scales and displayed on a computer screen or plotted as high-resolution
maps.

6

GIS Applications

Examples of GIS applications help illustrate these concepts. Geographic
information systems are used in many different settings, such as public and pri-
vate agencies and businesses. Antenucci et al. summarize the following cate-
gories of use as identified by Francis L. Hanigan: business applications; election
administration and redistricting; infrastructure management; map and database
publishing; oil, gas, and mineral exploration; public health and safety; real
estate information management; renewable resources management; surveying
and mapping; transportation and logistics; urban and regional planning; and
research and education. 7

One such specific application is that of the Michigan Department of Natural
Resources (MDNR) which is developing a GIS to help manage competing
demands on the state's shore and water resources. 8 Base maps of shoreline areas
will be overlaid with various themes being developed by the MDNR. Some of
these themes include land ownership, soil types, survey data, energy facilities,
human population, fish distribution, and amphibian and reptile abundance.
Overlaying these themes on base maps of a particular shoreline area provide a
powerful visual tool that will help in making future land use decisions.

Archaeologists and historic preservationists also are developing historical
applications. These communities increasingly use a combination of historic
maps and newly gathered data to help assess the impact of proposed land use
and development, to identify archaeological sites, and to recreate the landscape
view as seen by people in earlier times.9
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Challenges to Archivists

The scope of the above system descriptions and data definitions indicate that
GISs are important systems for archivists to consider under the range of
archival electronic records management programs. GISs not only record the
functions, activities, and decisions of an organization or agency through the data
they contain and the information they generate, but also the data compiled in the
GIS development represent a highly expensive and potentially reusable resource
(if appropriately gathered, identified, and preserved).

By their very nature, however, GISs present a number of challenges to
archivists charged with their long-term management and preservation.'0 These
challenges are well summed up by Dorothy Ahlgren and John McDonald in one
of the first papers to discuss the archival management of GISs:

The complexity of the structure, the changing nature of the information as it
flows through this structure, and the variety of media involved present a
challenge for the archivist who is concerned with archival management of
the entire system. 1

Ahlgren and McDonald were concerned with the full range of information
produced by the system, including draft maps for publication; output on disk,
magnetic tape, or paper; monthly and annual reports; and memoranda, policy
documents, and correspondence. 2

In addition, Ahlgren and McDonald raised the following concerns and ques-
tions regarding the archival management of GISs:

At the records control stage, there is the need to identify those individual
components in the system to which retention periods should be applied.
During the appraisal stage, those forms of recorded information which are
to be acquired must be identified. The acquisition, processing, and control
functions are also affected by the complexity of the system. In what forms
should the information be acquired? What parts of the system, once
acquired, will adequately reflect the original contents, uses and purposes of
the system and yet also best satisfy the potential needs of the research com-
munity?' 3

These issues and questions remain important in developing a framework for
the archival management of GISs.

In recent years, the use of GISs has grown dramatically, and along with this,
the analysis and modeling capabilities of GISs also has grown, adding to the
challenges archivists confront in understanding and managing these systems.
The archives literature concerning GISs remains sparse, but this is slowly
changing. In 1990, Katharine Gavrel outlined the growth and applications of
GISs, and she predicted that their use in the creation of information would "pro-
vide an opportunity to return to the appraisal or selection of records as a
whole."' 4 A recent paper by Daniel Jansen describes in greater depth the chal-
lenges in managing GISs, and he provides some guidance for archivists in pre-
serving the evidential value of these systems.'5 Other approaches to the archival
management of GISs appear in summaries of professional meetings. In April,
1994, David Bearman invited records managers and archivists from around the
world to share their experiences in electronic records management. One of the
speakers, Michael L. Miller of the Environmental Protection Agency, "proposed
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how the notion of evidential value could be incorporated in the appraisal of such
systems," and he devised a list of questions to use in addressing these issues. 6

The 1993 meeting of the National Association of Government Archives and
Records Administrators, summarized by David Bearman in Archives and
Museum Informatics, included presentations by Tom Eiber and Les Maki of the
Minnesota Land Management Information Center, who discussed standards,
size, and access issues in a GIS, and a presentation by Theodore Hull of the
National Archives and Records Administration (NARA) who spoke about
NARA's participation in standards development and their first appraisal of a
GIS run by the Bonneville Power Administration.17 Although brief, these sum-
maries point to archivists attempting to manage these systems. Despite these
references in archival journals, other work by archivists resides in difficult to
locate reports or unpublished documents, and in most cases, it simply does not
exist. At this time, the best way for archivists to improve their management of
GISs is to attend appropriate professional association meetings, network with
their colleagues, and follow the GIS literature.

Looking outside the archival profession, other communities are concerned
with many of the same issues and may make useful allies.

Two surveyors in particular, Ralph Smith and Gary Hunter, have discussed
important points related to the archival management of geographic information
systems. Ralph Smith, of Central Mapping Agency in Toronto, Canada, recog-
nizes a role for archivists in managing GISs. He identifies data management
problems that add to the complexity of managing GISs.18 The most important of
these problems for archivists are standards, destruction of data, current and non-
current data, and data volume.

The untimely and/or inappropriate destruction of electronic records and data
is of concern to archivists, and the profession needs to become more involved in
the management of these records. Archivists recognize what Smith states about
the ease of deleting electronic records. He addresses the need for the scheduling
of these records through the development of rules and procedures to preserve
electronic records and to code data when it is first input to determine how long
it is to be kept. 9 Establishment of policies that express the importance of keep-
ing these records, as well as participation in the systems development stage, are
two steps archivists must take in order to properly schedule and preserve GISs
and the data they contain.

GISs are constantly updated, so the disposition of non-current data is of con-
cern to archivists who need to protect the creating agencies legally and preserve
the record of their transactions. Gary Hunter, when writing about the preserva-
tion of GISs, discusses the distinction between current and non-current data and
the importance of preserving the latter. He defines current data as that "essential
for the daily activities of the agency concerned and...in regular use, whereas
non-current data are those assessed as having no further apparent operational
value to the agency." 2 The values of non-current data that Hunter, a profession-
al surveyor, notes are useful for decision-making have a very familiar ring to
archivists:

First, data having administrative value are often vital because they docu-
ment important decisions, precedents or actions. Next, records of fiscal
value provide essential information about the means by which an agency
collected, controlled and spent its finances, whilst legal value may be found
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in data recording the entitlements, interests and obligations of both govern-
ments and private citizens.21

For example, in a natural resources environment, data that document the
environmental status of an area before clean-up and restoration is important in
showing the success of these efforts and in identifying the actual condition of
particular areas. This information is potentially important to an organization for
any of the three values identified above. Research value, not mentioned by
Hunter, also is important.

Management Strategies

Like Smith, Hunter places the burden of preserving these data sets on GIS
managers, not archivists. He provides some valuable insight for archivists, how-
ever, on how this data is managed and preserved. GIS technology offers several
methods for retaining and processing current and non-current data. These
include "time-windows" to request that data from a particular time period be
used; the microfilming of maps as they change over time; purposeful implemen-
tation of a system using current and non-current data sets; and time encoding to
reconstruct a view from a specified period. Archivists must take advantage of
the natural concerns of organizations and GIS managers in preserving the evi-
dence of these systems, and they must work with and evaluate the methods used
by GIS managers to preserve it. Professional surveyors, like Smith and Hunter,
are natural allies for archivists. Archivists, however, cannot count on them to
understand what really needs to be preserved; it is archivists who understand the
need to retain the context and evidence of these electronic records. Simply
microfilming maps generated from a GIS may not preserve this evidence. As
the technology matures and standards are developed and implemented, it will
become easier for archivists to preserve electronic records in their software
dependent format, thus retaining more of the context and evidence of the sys-
tem. The preservation of information in a software dependent format, however,
has problems related to proprietary use of the software. Lineage information
programs help answer the challenge of documenting the commands used to cre-
ate GIS coverages, while at the same time, solving the proprietary issues.23 GIS
professionals are researching these problems, and it is important for archivists
to keep up with developments in these areas.

Because of the large costs associated with gathering data for GISs, it is
important that standards be developed for sharing this data with others who
need it. Standards are important to archivists because they provide the means by
which these systems can be accessed and used in the future. Currently, no uni-
form standard exists, but many are being developed or implemented in various
countries, and archivists should be aware of these. The U.S. Department of
Commerce recently published the Spatial Data Transfer Standard (SDTS). This
standard provides a mechanism for the transfer of digital spatial information
between noncommunicating parties using different computer systems. 24 For
archivists, the SDTS promises to help preserve the informational value con-
tained in the GIS, but it is unlikely to be described at the level required by
archivists, nor does it adequately address the evidential value of GISs. 25 The
Federal Geographic Data Committee (FGDC) Metadata Content Standard lists
a number of data exchange formats and provides a standard scheme for describ-
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ing geospatial data to aid potential users in determining if a needed set of
data already exists in a format they can use.26 In Canada, the Ontario Ministry
of the Environment is developing the Map Data Interchange Format.27 Spatial
Data Transfer Standards: Current International Status, a book edited by
H. Moellering, provides a comprehensive overview of spatial data transfer stan-
dards in use or being developed in countries around the world.28 As Smith
states:

Without standards, GIS users will not be able to recall intelligent archived
data and integrate it with current data for spatial trend analysis .... In the
electronic era, it is not sufficient to prepare only images and text for
archives; data, relationships and process must also be archived.29

Smith puts the responsibility for preserving the data, relationships, and pro-
cess on those creating the GIS. He sees the role of archivists to be "not the
indexing and storing of records, but their retrieval and dissemination for use by
others." 3 This is an interesting idea for archivists to consider, and one that will
be discussed later.

Lastly, Smith discusses the size of GIS systems-a management problem for
both systems developers and archivists-and some technological solutions for
coping with this.31 In addition, Antenucci et al. describe storage formats familiar
to archivists working with electronic records, such as tape drives, magnetic
disks, and optical disks.32 Storage of geographic information systems and data is
of concern to archivists who wish to bring the system physically under their
control.

Instead of bringing GISs under their physical control, archivists should con-
sider applying the new model of archival activity advocated by David Bearman
and Margaret Hedstrom. This model recognizes the inadequacies of traditional
archival methods when applied to electronic records management. Historically,
archivists have been taught to survey, schedule, appraise, dispose and accession,
describe, preserve, and access records.33 This approach is unsuccessful when
applied to electronic records management because it focuses on outputs rather
than outcomes and it does not guarantee access to records of continuing value,
especially in a time of down-sizing and right-sizing.34 Bearman and Hedstrom
instead propose the reinvention of archives based on a model that advocates
"steering rather than rowing, empowering others rather than serving, becoming
enterprising and customer-driven, and decentralizing." 35 Geographic informa-
tion systems are a perfect example of electronic records that, as Bearman and
Hedstrom explain, "require the on-going maintenance of a range of hardware
and software and continuing migration of both data and applications, both of
which activities are never ending and very expensive." 36 These systems are ripe
for the type of policy development, legal sanctions, regulation, and cost-sharing
strategies discussed by Bearman and Hedstrom. The author believes, however,
that it will be a long time before the strong legal and policy measures that
Bearman and Hedstrom foresee will become a reality. Until then, archivists
should appeal to the inherent preservation concerns of other professionals
involved with these systems to assist them in successfully managing these
records.

The development and use of metadata is one part of Bearman and Hedstrom's
new model of archival activity.37 Although the idea of using data about data to
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describe electronic records is relatively new to both archivists and systems man-
agers, GIS is one area where progress is being made.38 For example, the FGDC
recently finalized a metadata content standard to document geospatial data
acquired or developed by the Federal Government. The FGDC developed this
standard for the following reasons:

The standard was developed from the perspective of defining the informa-
tion required by a prospective user to determine the availability of a set of
geospatial data, to determine the fitness [sic] the set of geospatial data for
an intended use, to determine the means of accessing the set of geospatial
data, and to successfully transfer the set of geospatial data. As such, the
standard establishes the names of data elements and compound elements to
be used for these purposes, the definitions of these data elements and com-
pound elements, and information about the values that are to be provided
for the data elements. The standard does not specify the means by which
this information is organized in a computer system or in a data transfer, nor
the means by which this information is transmitted, communicated, or pre-
sented to the user.39

NARA serves on the FGDC, so, hopefully, the standard will address archival
needs for metadata. This standard needs to be analyzed closely from this per-
spective, however, since it will be used by many federal agencies.

A Possible Management Approach

Describing a GIS currently in use at a federal scientific research center illus-
trates the archivist's challenge in managing a geographic information system.

The Great Lakes Science Center (GLSC) is an office of the National
Biological Service (NBS). The mission of the NBS is to provide leadership in
gathering, analyzing, and disseminating the biological information necessary to
support the sound management of the Nation's natural resources. The GLSC
supports this mission through research, inventorying and monitoring, and infor-
mation transfer activities related to the Great Lakes ecosystem. Throughout its
history, the GLSC has been particularly concerned with Great Lakes fisheries
resources, and especially the restoration of the lake trout (Salvelinus namay-
cush). Since the 1950s, millions of hatchery-reared lake trout have been stocked
into the Great Lakes to supplement native lake trout populations that were
depleted or exterminated by sea lamprey predation and overfishing. These
attempts to establish self-sustaining populations have been largely unsuccessful
because stocked fish have not naturally reproduced in sufficient numbers in four
of the five Great Lakes. Scientists have speculated that this lack of success may
be partly due to the stocking of lake trout over unsuitable substrate at locations
other than those once used by native lake trout for spawning. Current fishery
management plans call for stocking over historical spawning grounds, under the
assumption that lake trout will return to spawn at substrate that protects their
eggs and fry from predators, and from wave, current, and ice action.40 The suc-
cess of this approach depends on precise knowledge of the substrate and loca-
tion of each historical spawning ground. Several years ago, the GLSC employed
a GIS to provide the detailed information necessary to pinpoint these areas. 4'

The GLSC system currently runs on a single personal computer and uses the
PC ARC/INFO geographic information system.42 A "tool box" of general capa-
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bilities, provided by PC ARC/INFO, is used for many different applications
"from regional planning to land record management to cartographic
production."43

The data used by GLSC to create base maps of the Great Lakes and their
underwater contours were obtained from two sources. The main source was dig-
itized data provided by the National Ocean Survey (NOS). Incomplete informa-
tion from this set was read from National Oceanic and Atmospheric
Administration lake charts and added to the NOS data. As discussed previously,
the first application of the GIS system was to help pinpoint and analyze the sub-
strate composition of historical lake trout spawning areas. The substrate infor-
mation was gathered using side-scan sonar.' The side-scan sonar data was digi-
tized and entered into the PC ARC/INFO GIS. Because bathymetric, water
depth data, can be gleaned from the side-scan sonar record, this also was
entered into the GIS. Thus, the GLSC system is currently capable of producing
a base map for a particular lake or lake area, and then overlaying it with sub-
strate and water depth data (Figure 1). The PC ARC/INFO system also is able to
perform statistical analysis on the information presented. For example, it can
determine what percentage of substrate types (mud, sand, gravel, etc.) occur at
particular water depths. Maps produced from the PC ARC/INFO system have
been used in several studies around the Great Lakes to help determine substrate
and water depth features important for lake trout reproduction. Possible future
plans for the system include the addition of other environmental data, such as
lake trout location, to the maps to help better understand the factors that influ-
ence reproductive success in lake trout.

At the present time, this system is not managed archivally, except by the sys-
tem manager, a fishery biologist, who saves important coverages produced by

Figure 1
Concept of Data Layers Illustrated by the GLSC GIS.
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PC ARC/INFO. The original side-scan sonar data is also preserved. This is done
because he and other researchers have a professional stake in the integrity and
output of the system, especially that output which is communicated in the pro-
fessional literature. 45

The following outline suggests a possible multi-stage approach to the
archival management of this system. Such a model builds upon established elec-
tronic records methods, yet works toward the new model of archival theory
advanced by Bearman and Hedstrom. This approach also relies upon the natural
interest of the GIS manager and system users to preserve information generated
by the system. The efficacy of this approach, and hopefully also its wider appli-
cation beyond the system in question, is based upon three main premises. First,
the political, organizational, and legal structures and the technical capability, are
not yet in place in most organizations to make Bearman and Hedstrom's
approach workable. Second, 1995 saw the imposition of a federal mandate (as
discussed further below) requiring the broad sharing of metadata on spatial data
that coincides well with a second phase of managing the system. Third, since
the GLSC system is already operating, the opportunity to "get in" at the system
development stage has passed. Therefore, a method needs to be developed that
"catches up" with the system and that helps solidify partnerships with those
developing the GIS. The proactive, progressive approach of Bearman and
Hedstrom provides a challenging goal for archivists. Their methods, however,
will not be successful if mutual respect does not exist among archivists and the
other professionals involved in creating and using electronic records. Archivists
must prove, and then continue to prove, that they bring important knowledge to
the information table. As Bearman and Hedstrom acknowledge, "archivists are
not considered as potential allies even when management discovers that it can-
not account for recent functions or activities." 46 In the case of GISs, as the
example below illustrates, the level of knowledge required by archivists is con-
siderable and not easily obtained.

Implementation

As a first stage, the archivist continues the process already begun with the
manager of the GLSC PC ARC/INFO system, i.e., learning about its purpose,
how it was built, how it is used, and what are the long-term plans. The archivist
works on gaining a better understanding of the technology involved, the infor-
mation the system creates, and how it creates and stores it. This is critical
because as Jansen states, "discovering where in the GIS to isolate...evidential
value will require that archivists obtain a greater understanding of GIS structure
and use."'47 Next, the archivist looks at building an archival management pro-
gram around the natural concerns the biologist has for preserving data bases and
information produced by the system. Through this process, the archivist and
system manager begin to form the mutually beneficial relationship that will
keep this partnership alive.

At the beginning, the archivist must acknowledge some realities of a research
environment. First of all, many scientists are not willing to make available
unpublished data (for legitimate reasons) and institutional policies are not yet
compelling enough to force them to do so. The archivist, therefore, must work
with the biologist to first manage those parts of the GIS that are published or
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that the scientist, for some other reason, is willing to share. Theoretically this
sounds heretical, but practically, it is the only way to begin. Secondly, a partner-
ship implies that each person shares in the costs and benefits of the partnership.
Certainly, the organization benefits from the archival management of the GIS,
but what does the system manager, who the archivist relies on to keep up with
system changes, gain from the arrangement? When this question was put to the
manager of the GLSC system, he suggested that the archivist serves as a link
with other projects who wish to use or add data to the system.48 This enhances
data collection. For example, if side-scan sonar is being used to gather substrate
data, what other data might be gathered in the same field trip that could easily
expand the system to serve another need, and that might link with existing pro-
jects creating a much more powerful set of data? If the archivist creates this link
by "advertising" the system through an Internet home page, for example, and
serving as the first point of contact for information about the system, then the
potential partners for the organization could be anywhere in the world. As men-
tioned previously, Smith believes the role of archivists in managing GISs is
their retrieval and dissemination for use by others. Although archivists know
their role extends beyond this, it may be this service that archivists contribute to
the partnership. Finally, archivists must answer a question posed by Michael
Miller:

Are archivists and records managers working in electronic environments
pushing to achieve a higher standard for electronic records systems simply
because they can or because they need to respond to new demands.4

The approach outlined below does not attempt to document everything the
system produces because the partnership process would not begin, for reasons
already discussed, if this is the archivist's goal. As archivists gain more experi-
ence in electronic records management, and as technology advances to better
serve the archivist's needs, Miller's question becomes increasingly important in
the appraisal of GISs. It is at this point that archivists may see themselves mov-
ing away from the traditional archivist's role in appraising records to "defining
record keeping regimes for employees to follow but not deciding about specific
records." 50

Assuming the above caveats, a practical scheme for managing the GLSC PC
ARC/INFO includes the following steps:
1. The archivist accessions the files containing the NOS and manually entered

NOAA data used to create the base maps. These are accessioned in an ASCII
format with an ASCII read.me file that describes who created the data and
what the data sources were. The coverages and attributes are also saved in the
same format.5 This information is important to save because it represents a
significant investment of time by the GIS manager to fill in the missing
pieces from the NOS data set, and it is the basis for the information produced
by the system.

2. Scheduling records is difficult because data are not added and information is
not produced on a regular schedule. Open communication between the
archivist and the system manager is vital in order to learn of major system
changes. In this scenario, the archivist and the GIS manager sit down, on a
project-by-project basis, and discuss what system products are available. For
example, once a project is complete and the information published in a scien-
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tific journal, the archivist and system manager meet, so the archivist can
identify the important archival products of that work. During this meeting,
the GIS manager and the archivist assign the metadata that describes the
overall project (who was involved and why), the data sources used, the cover-
ages created, and how the information was used. Log files have been suggest-
ed as a way of documenting the evidential value of the system, but in PC
ARC/INFO, the log files consist only of the commands used to create and
modify the coverage, they do not specify which data sets and coverages were
combined to create the final product or what detailed modifications were
applied within the command. 2 Thus, they do not truly document the eviden-
tial value of the GIS, and they must be expanded. The system manager also
assists the archivist in identifying correspondence, reports, printed maps,
video, raw data, and other non-digital products that relate to the project. At
this time, the GLSC system manager is not very familiar with the FGDC
Metadata Content Standard, and thus he is unsure how to apply it and how it
fits the data and system products. This is an area that the archivist and system
manager can pursue together for the benefit of both, but each professional
will require additional training to implement this standard.

3. PC ARC/INFO does not allow the metadata to be stored in the coverage
describing it. This presents problems for relating the evidential value directly
to the output. The archivist, however, has several options for working around
this problem. In the first option, the system manager makes the maps avail-
able as bit maps, with their assigned metadata. Users can then read the text
and view the maps, yet not violate software licensing. Or, since ARC/INFO
allows export as other GIS formats or ASCII equivalent into other systems,
these exports or "dumps" could be done on a request basis. Again, metadata
points to and describes the available information. As a second option, the GIS
manager or the archivist, with appropriate licensing, can allow users to view,
query, print, and relate coverages, but not create new coverages, using PC
ARC/VIEW by either visiting the archives or accessing the information
through a network. Separate read.me files contain the metadata describing the
coverages. PC ARC/VIEW costs substantially less than the full ARC/INFO
program. PC ARC/VIEW is also easier to learn than PC ARC/INFO, but it
still requires the archivist and users to be trained, so it is not an ideal solution
for the casual user. Lastly, if the requestor already has the appropriate soft-
ware to view and manipulate the database, then direct access could be permit-
ted to the database or working coverages. In all options, the archivist has the
ability to accession the information, or parts of it, or the archivist can work
with the system manager to provide access through a local area network,
which might in turn be accessible through the Internet. In the earlier stages,
as the archivist gains familiarity with the GIS, it is beneficial to be closely
involved in managing the system. As each professional, the archivist and the
system manager, works to implement a management scheme that benefits the
organization and users, the archivist can shift efforts toward steering rather
than rowing.

4. If major updates occur in the program, the archivist, in conjunction with the
system manager and/or principal scientists, decides whether to convert "old"
data, so that it remains usable in current PC ARC/INFO software versions.
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The above approach does not solve all the challenges facing archivists who
manage GISs. More research is needed to determine whether the existing stan-
dards are practical to implement and whether they answer the needs of
archivists. In addition, many GISs are constantly changing, and the approach
described above is not practical for appraising or scheduling records in these
instances, although it does offer a starting point for the partnership between the
archivist and the system manager. Assigning metadata is also difficult in large,
constantly changing systems; technological tools to automate this data are need-
ed to save time for both the archivist and GIS manager. The long-term storage
and retrieval of the system also must be addressed. What happens if the organi-
zation decides to scrap the GIS? How will the archivist maintain the system?
Archivists have generally taken two approaches for preserving digital docu-
ments and systems. The first is to translate them into a standard form that is
independent of any computer system, and the second is to preserve the entire
software and/or hardware system. 3 The method described for the GLSC system
employs both strategies. Jeff Rothenberg points out, however, that something is
lost each time digital bit streams are translated to other media and that it is ulti-
mately futile to try and maintain the original system. 4 Neither current technolo-
gy nor archival approaches to electronic records adequately address these
issues. Thus, it will be difficult to manage GISs in the long-term without tech-
nological advances to aid electronic records management. Archivists must
understand the technological gaps in order to drive the solutions to these chal-
lenges.

Partnerships and Opportunities

On April 11, 1994, President Clinton signed an Executive Order entitled,
Coordinating Geographic Data Acquisition and Access: The National Spatial
Data Infrastructure (NSDI). This order requires the Secretary of the Interior,
through the FGDC, to establish an electronic National Geospatial Data
Clearinghouse for the NSDI.55 As summarized by Al Fisher, National Data
Administrator for the U.S. Fish and Wildlife Service, this Executive Order
requires federal agencies to do several things:

Beginning nine months from the date of the order, each agency must docu-
ment all new geospatial data it collects or produces using the metadata stan-
dard being developed by the FGDC. Within one year of the date of the
order, agencies must also do the following: adopt a schedule for document-
ing previously collected or produced geospatial data; adopt a plan establish-
ing procedures to make this data available to the public; adopt internal pro-
cedures to ensure that the agency accesses the Clearinghouse before it
expends Federal funds to collect new data; develop standards for imple-
menting the NSDI; and ensure that any data collected meets relevant stan-
dards adopted through the FGDC process.56

This environment creates an opportunity for federal archivists to get involved
in managing GISs, particularly if they volunteer to create some of the metadata
as well as help provide access and reference. As this process continues, there
will be increasing emphasis on standards that also will assist archivists in man-
aging these systems. These developments might be considered the second gen-
eration management of second generation electronic records.
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If archivists are successful in these earlier stages, they will naturally begin to
experience some of the benefits and objectives that Bearman and Hedstrom
envision. Archivists will be better off if they reach this point through teamwork
and cooperation with GIS managers rather than through reliance on policies and
regulations that might never materialize. Technology for creating metadata,
storing electronic records, generating audit trails, and manipulating data will
continue to improve. The non-physical control that Bearman and Hedstrom dis-
cuss will be easier as the technology develops. Pressure on federal agencies to
participate in the NSDI will make it easier for archives, such as NARA, to learn
about GISs produced by the Government. State and local governments may
mandate the same ideas, due to the expense of data collection. However,
archivists must resist taking a "hands-off' approach, or they will be not be
viewed as professionals with a vested interest in the successful management of
electronic records. Archivists must follow Bearman and Hedstrom's advice and
be customer-driven. This applies to internal, as well as external customers. If
archivists can do this, they will be seen as valuable partners in the management
of information.

Opportunities exist for archivists in the management of geographic informa-
tion systems, but many new challenges also face archivists. Any living, breath-
ing GIS contains information of which its creators and users are very protective.
Geographic information systems are not like inactive paper files that go off to
the archives when their useful life is over; they are filled with data that people
spent hours, days, or even years collecting. The creators of these systems will
not turn them over to archivists without a great deal of trust in the profession, as
well as a belief that archivists can help them manage it. As systems, technology,
and institutions change, archivists may find themselves with inactive GISs to
manage; this may really present a challenge if archivists have not educated sys-
tem managers and institution administrators about the values of preserving the
evidence of the organization's functions, decisions, and transactions. Finally,
archivists need to seek new partnerships. As librarians look to multimedia
automation systems that not only describe GISs, but that also provide direct
access to these systems through paths to other software, archivists may find an
ally in reference services. Thus, success in managing GISs comes not only from
meeting challenges that exist now, but also thinking creatively about those that
lie ahead.
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DIGITAL COMMUNICATIONS:
DOCUMENTARY OPPORTUNITIES

NOT TO BE MISSED
ANNE GILLILAND-SWETLAND

ABSTRACT: Drawing upon professional literature and electronic records and
digital library research initiatives at the University of Michigan, this paper
examines the nature of and opportunities provided by digital communications,
primarily as evolving documentary media, but also as digital environments
through which documentation may potentially be made more widely available
and relevant. It cautions against utilizing a pure systems or risk management
approach in identifying such materials for long-term retention, and concludes
with a discussion of the need to revisit the role of appraisal to establish and cap-
italize on the nature and use of digital communications.

Introduction

In a recent article on the implications of the case of Armstrong v. the
Executive Office of the President, David Bearman concluded that:

If archivists do not use this and other opportunities to articulate forcefully
what we expect from records creators and systems designers and to extend
our mission and authorities both legally and in practice, we will lose most
of this record of the next decade and squander our role as protector of the
public interest in documented and accountable government. 1

While such proactive approaches are indubitably necessary to assist in the
legal management of the digital communications record, they do not come close
to covering the wider professional and cultural considerations of managing the
"human record" in the evolving and expanding world of digital communication.
Moreover, the constant exhortations in the archival literature for the profession
to cast aside, or at least significantly augment its traditional roles and approach-
es by plunging into the stratosphere of high technology, have left many
archivists feeling confused, anachronistic, insecure, even stupid. Like a rabbit
out of its burrow on a dark night, many an archivist, faced with venturing into
the realm of electronic records, has found herself or himself frozen in the lights
of oncoming traffic, unable to move either forwards or backwards, doomed to
be roadkill on the information superhighway.

The time has come for archivists to reassert their interests and expertise with
the documentary aspects and issues associated with preserving and accessing
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the human record. These are the aspects and issues that attracted many
archivists to the profession, and that will endure regardless, and as a direct
result of, technological innovations and initiatives. Digital communications,
both in the sense of transaction-interaction mechanisms and of documents, pro-
vide a strong focus in this respect. They are altering the nature of bureaucratic
processes and transactions, personal interaction, information seeking and deliv-
ery strategies, and documentation itself, which is why they are already under
study by communications researchers and organizational behaviorists, and by
engineers, publishers, and information scientists involved in building "digital
libraries." The archival profession should strive to bring its own, unique per-
spective to such research by identifying the uses and documentary natures of
digital communications (especially what it is that they might reveal of changes
in organizational, professional, and individual communication, and even
changes in society and cultures), exploiting digital capabilities to track and har-
vest certain types of electronic interactions, and capitalizing upon these tech-
nologies for the ongoing dissemination, preservation, and use of archival mate-
rials.

The Nature of Digital Communications

The nature of digital communications in terms of content, context, structure,
and use must be a central concern for any appraisal or selection process for
these materials. This is so because archivists must be able to understand
whether the digital communications they are appraising are potentially official
records or offer new, enhanced, or additional documentation of a records man-
date or collecting theme. Perhaps one of the most interesting aspects of elec-
tronic records, and one of the least treated by archival literature and practice, is
their enormous potential to document contemporary culture and cultural and
societal change due to the implementation of electronic information systems.
Such change is manifested in many ways, including through developments in
organizational structure and behavior, ethics, concepts of individual privacy and
right to access records, ownership, and information use patterns, not to mention
changes in the actual nature of the documentary record. To be truly effective in
working with networked information and record-keeping systems and in inter-
preting their output, archivists must be aware of those systems' wide-ranging
cultural, sociological, and legal implications. For example, Catherine Bailey has
stated that: "Electronic mail gives the illusion of privacy with none of the con-
straints of official correspondence." 2

Of all the existing electronic information and record-keeping systems, digital
communications (also referred to as computer-mediated communications or
CMC) perhaps best demonstrate all the above manifestations. Digital communi-
cations have been in a rapid and exponential state of evolution since their incep-
tion, not just in terms of technology, but in terms of the extent and nature of
their use at almost every level of society and in almost every country in the
world. Identifying and addressing the changing documentary nature of such
media is an area that gets to the heart of the archival role in society, and is one
that should receive much more attention in archival literature than it has to date.

CMC is really an umbrella term covering a multitude of different technolo-
gies, formats, genres, and environments, some of which are more clear cut and
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have more predictable uses, contents, and structures, and hence may be easier
for archivists to identify and appraise, than others. CMC include the familiar
electronic mail,3 used for either one-on-one correspondence, or one-to-many
mailings; the ubiquitous bulletin board, listserv, and news group formats for
communication among many; and various conferencing environments available
for self-selecting or self-contained groups to use in task-oriented and social dis-
cussion. CMC also include both refereed and unrefereed journals, especially in
scholarly and research fields, and a burgeoning number of hypermedia "docu-
ments" such as those generated using Hypertext Mark-up Language (HTML)
and disseminated over the World Wide Web. Already the addition of new capa-
bilities to existing software make it difficult in some cases to identify where one
format or genre ends and another begins. Many of these formats and genres will
become obsolete with developing technology, while some will continue to
evolve and become more complex before rigorous internationally accepted stan-
dards, predictable document structures, societal use norms, and agreed-upon
policies are developed that may simplify CMC management by archivists and
other concerned parties.

Of all these forms of CMC, the most widespread administrative and personal
uses are probably made of textual electronic mail. With large-scale implementa-
tions already in place in the corporate environment in particular, advanced voice
processing applications such as voice-to-text conversion and voice annotation
are also being integrated, along with public key encryption (PKE), to make this
once rather straightforward format increasingly complex. Electronic conferenc-
ing generates administrative materials in instances where it is used to provide an
electronic forum for groups of administrators, committees, and research collab-
orators, but much of the impetus for electronic mail's development over twenty
years ago was to provide for personal interaction. Indeed, extensive use is made
of all forms of digital communications by individual users acting solely in a per-
sonal capacity, or appending personal communications to those that would oth-
erwise be considered official. This personal involvement in digital communica-
tions provides an essential element to any discussion of their documentary
nature.

Where CMC developments, users, and archivists are today is a far distance
from the beginnings of the widespread use of CMC in the 1970s. Where they
will be in ten years time will probably not resemble any situation archivists
have previously encountered. It is this dynamism that, rather than being viewed
by archivists as an obstacle to working with these media, should be seen as the
key to the many potential benefits that may accrue both to the historical record
and to archival practice. Archivists, records creators, and historical researchers
alike need to be aware of the documentary potential of materials generated by
CMC and the associated opportunities the technologies present to reach new
user communities in new ways. Charles Dollar, writing in 1992, emphasized the
power of technologies as instruments of change. He stated that a basic condition
of modern life is:

... the power of technologies, particularly information technologies, to
break down the social, cultural, and national differences in communication
-one of the most fundamental of human activities. No cultural or national
tradition will be immune from the pervasive power of information tech-
nologies over the next century. In the long run, therefore, social, cultural,
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and national traditions about archives are useful in providing us with a
baseline against which to assess the nature of change occurring around us. 4

Hugh Taylor is one of the only archivists to have written about changes in the
resultant "record," that is, the potential of the output of such technologies to
reflect their global societal and cultural impact. Taylor states that:

...there is a need to understand how various technologies impinge upon
communication in such a way as to change the bureaucratic process and the
meaning of the act or decision entered in the record, which may look the
same but ceases to have the same authority, especially since the computer is
already evincing certain characteristics analogous to preliterate authority.'

Unfortunately Taylor's observations appear to have largely escaped concrete
application in the appraisal practices of archival electronic records programs
and archival research into the management of CMC. Catherine Bailey has com-
mented upon the documentary nature of electronic mail:

Electronic mail is the nearest written equivalent to the correspondence of
the pre-World War II era, when decision makers committed their thoughts,
feelings and judgments to discursive prose in official letters. The letters
conveyed information for an immediate purpose; they were not written with
an eye to history, nor did they serve the purpose of most official letters
today-after-the-fact confirmation of decisions already reached.6

Awareness of cultural and sociological changes brought about by networking
are being investigated by disciplines other than archivists, however, especially
in fields such as communications research and sociometrics.

In 1991, Roberta Corbin observed in an article about the proposed National
Research and Education Network (NREN) that:

The development of a new technology occurs in several phases. First is the
replacement of traditional manual functions with automated ones. Next,
people see the potential of using the technology, and new uses and ways of
doing things are devised. Finally, society itself changes as a result of that
technology. These societal changes are occurring with the development of
networks on a local, regional, national, and international scale.7

In the aftermath of the ruling in Armstrong v. The Executive Office of the
President that held, among other things, that some electronic mail may indeed
have archival value, and that the value may be greater, or at least different, in its
original digital form to its print-on-paper version, Corbin's observation would
appear to be particularly pertinent. What Corbin describes is not exactly a con-
tinuum, but is rather the interaction of various stages. While her first stage, that
of replacement of manual functions with automated ones, has already occurred
in many administrative environments, administrative users, individuals, and
society in general are all straddling various points in the second and third stages
(that is, devising new uses and ways of doing things, and eventually effecting
societal change). Through the implementation of digital networking technology,
digital documents are being created, annotated, and delivered, not only by and
to government, corporate, and academic institutions, but also by and to individ-
uals communicating in a personal capacity-the person in the street, even the
child in the home. Integral to all of this for the archivist is the impact that
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changing technology has upon the nature of the resulting "record," its historical
import, and the ways in which we access, validate, and correlate it.

The dynamism (perhaps even chaos) of, and researchers' associated lack of
knowledge, or potentially even inability to know about, the extent and nature of
the use of digital communications comprise some of the most difficult aspects
to operationalize in research projects looking at CMC. This has proven to be a
problem not only for archivists, but also for researchers such as those in organi-
zational behavior and theory, communications research, and information sci-
ence. As a result, it has proved difficult to develop studies that are high in inter-
nal and external validity that might help to characterize the nature and uses of
CMC.

Much current research is being driven by the plans to develop the National
Information Infrastructure (NII). This proposition calls for the investment of bil-
lions of dollars of government and corporate moneys in an unparalleled partner-
ship to develop an "Information Superhighway." Coupled with this are new
developments in "digital libraries," for which major monetary awards have
recently been made by the National Science Foundation to several collaborative
projects based at six major American universities: Carnegie-Mellon University,
Stanford University, the University of California at Berkeley, the University of
California at Santa Barbara, the University of Illinois, and the University of
Michigan. The essence of the digital library concept is that:
" heterogeneous and distributed files and databases are available, linked togeth-

er, and frequently annotatable;
" library contents comprise multiple digital media (text, images, graphics,

audio, video);
" library contents are universally accessible from work, school, and home

through telecommunications networks;
" the library is designed for multiple and diverse user communities;
" the library is dynamic, in that the nature of both the digital library and its user

communities should change as a direct result of their interaction with one
another;

" the library is economically feasible, implying that it may well include com-
mercial components; and,

" the development is frequently a collaborative venture
Major problems with the premises of the NII and the concept of the digital

library, however, are that little is currently known or understood about the actu-
al use and impact of digital communications networks. Perceptions that are
most frequently cited, although little sound empirical evidence exists, are that
such networking encourages intra- and inter-institutional as well as transnation-
al collaboration; that it is a democratizing force which is breaking down hierar-
chical organizational and scholarly structures; that it can function almost as an
instantaneous, synchronous medium and as a result may be more reflexive,
spontaneous, candid, and informal. The findings of various research projects
discussed below regarding who is creating materials, and the "recordness" of
those materials in terms of provenance and ownership, legal and fiscal values,
validation and authentication, and documentary quality, should demonstrate a
number of concerns of interest to archivists.

Research into the impact of CMC upon organizational hierarchies, as well as
the questions associated with the impact of such communications upon property
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rights and the scholarly review process is currently being undertaken at the John
F. Kennedy School of Management at Harvard University, in concert with the
Consortium for Networked Information (CNI). Discussions so far circulated
appear to affirm what has already been mentioned above, that is, democratiza-
tion and flattening of existing hierarchies is occurring and considerably more
publishing is being done digitally by those who actually create the publications
and/or do the research. The result is a host of associated concerns with break-
downs in traditional validation mechanisms such as peer review and release of
research results after approval by the top of the organization. Kahin and his
associates feel that particularly in young and emergent fields of research, digital
publication and other digital communications may be used to gain rapid visibili-
ty and credit for a particular viewpoint or line of research.9

Research is also beginning to indicate different use patterns between male
and female users, with women using digital communication capabilities to do
more time-shifting to meet demanding schedules, as well as more peer network-
ing. 10 Similar sorts of differences have been detected between senior and junior
researchers and executives. Users frequently feel very proprietary toward mate-
rials created by the more individualized CMC genres such as electronic mail,
even in the administrative environment, thus raising issues regarding ownership
of such materials and the specifics of institutional information policy. The
increasing level of collaboration between peers is making it much more difficult
to define primary authorship of research projects and articles, and, more gener-
ally speaking, the provenance of documents. It is, of course, unknown at present
what impact the implementation of realistic charges might have upon CMC use
as a result of commercialization of the Internet and the developing National
Information Infrastructure, since many of the heaviest users of the Internet (par-
ticularly those involved in education and academic research) currently experi-
ence it as an inexpensive if not free environment.

Bishop, Doty, and McClure, who have conducted several studies looking at
the use of networks, claim little evidence documents how many researchers are
regular users of the existing national network structure, what the vast majority
of researchers use networks for, and how networks affect their work. Much of
their study of network use has been conducted with the aid of federal funding in
order to make policy recommendations for the proposed NII and combines tra-
ditional social science empirical methods with policy analysis. This research
looked at three settings that have been major users of computer networking: pri-
vate industry, academia, and federal laboratories. It found that little research on
major policy issues related to the design and implementation of a national
research network has been conducted and that increased end-user training and
digital network policies are necessary to support and reinforce classical disci-
plinary and scientific norms such as peer review in order for researchers to feel
comfortable using networks for formal functions."

One concern voiced by many scholars and researchers is that academia, if not
society, may be beginning to confuse digital information and databanks with
knowledge. For example, Richard Wurman, writing about the "information rev-
olution," cites a source who states that:

Information is not knowledge. You can mass-produce raw data and incredi-
ble quantities of facts and figures. You cannot mass-produce knowledge,
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which is created by individual minds, drawing on individual experience,
separating the significant from the irrelevant, making value judgments. 2

This concern was also implied in a 1987 article by Jay Bolter, writing about

what he called the: "...dichotomy between the spoken and the written language;

between writing and memory; between technology and the human mind itself."

Bolter goes on to discuss how it is a:

... short step from electronic reading to electronic writing-from determin-
ing the order of texts to altering their structure and content. Traditional
writings such as encyclopedias had permanent hierarchies of knowledge
due to their formats. Now we can rearrange and make links as we wish.
Computerized text is becoming more eclectic: combining visual symbols
and images in more complex ways (including iconographic writing). One
way to characterize this whole complex of changes in structure and symbol
is to say that the computer gives us a new space for reading and writing.
Literate people not only speak differently from illiterates, but they think
differently as well: they analyze, they categorize, they reason abstractly
with much greater facility.' 3

This is an interesting point, given that there are many archivists who would

see their role, as manifested in the activities of appraisal, description, and refer-

ence, in large part being that of turning information into knowledge, but who

are finding that to be more challenging when working with digital materials:

The quest for knowledge rather than mere information is the crux of the
study of archives and of the daily work of the archivist. All the key words
applied to archival records-provenance, respect des fonds, context, evolu-
tion, inter-relationships, order-imply a sense of understanding, of 'knowl-
edge,' rather than the merely efficient retrieval of names, subjects, or what-
ever, all devoid of context, that is 'information' (undeniably useful as this
might be for many purposes). Quite simply, archivists must transcend mere
information, and mere information management, if they wish to search for,
and lead others to seek, 'knowledge' and meaning among the records in
their care. 4

In some respects, Jay Bolter's comment harks back to Hugh Taylor's con-

cerns about subtle (and not so subtle) changes that may be taking place in the

nature of the historical record. It would not be difficult, for example, for an

archivist to perceive, when appraising existing electronic mail, whether elec-

tronic mail does indeed tend to be more candid, and to reflect more collabora-

tive relationships. Perhaps electronic mail might reflect government associating

with the corporate sector and the individual citizen on a scale, and of a nature

quantitatively and qualitatively different than before CMC (for example,

President Clinton's development of an "electronic White House"). It is certainly

likely that the archivist will find that current CMC being appraised contain a

much higher degree of mixture of personal and official communications within

individual digital documents than is normally found in paper correspondence. It

would be harder, however, for the archivist to identify whether the nature of the

record and documentation of society in general is being fundamentally altered.

Findings of the electronic conferencing project conducted at the University of

Michigan in 1991-1992 would suggest considerable new and different forms of
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documentation are being created on university campuses, especially those docu-
menting the experiences of the ordinary person, as opposed to the central figure,
or the office. Findings also point to the documentation of activities and social,
political, and intellectual concerns that had not previously been possible to doc-
ument through traditional record-keeping practices. The historical value of such
interactions, however, are highly dependent upon how free individuals feel to
speak their mind, whether or not membership of an online group has a critical
mass and a strong organizer, and what costs are associated with system use.15

Obstacles to the Archival Management

Many problems raised by digital communications for archival management
are products of technological developments and legal interpretation, and are
germane to most digital systems. At this point, these problems are almost self-
evident and have been discussed in some depth by the existing archival elec-
tronic records literature.16 They include the facts that digital communications
formats are constantly evolving and lacking in standards; no one is sure exactly
how substantive or widespread are their administrative uses; and the lack of
clarity in many circumstances as to what extent such materials constitute public
record, especially when communications frequently contain a mixture of official
and private correspondence. User capabilities to create a document on a com-
puter, send it electronically to one or more second parties, who in turn may
modify it, add graphics, and so forth, make the establishment of provenance and
version control problematic. The passage of digital communications materials
through network gateways and individual electronic mail boxes in chronological
rather than any more useful original order, makes it difficult to identify the
boundaries between systems, record series, and documents, yet archivists may
have to work with such correspondence while it is still active, perhaps before
the recipient has even read it and replied, or else risk losing it to a system purge
or user deletion. Moreover, those who design communications systems and set
communications and software standards still remain largely ignorant of archival
needs.

Added to all of these is a set of obstacles acknowledged not only by
archivists, but also by industry, and scholarly and research communities, for
example, too much to save (sheer volume); too hard to weed, filter, or appraise
(depending upon one's perspective); media integration (e.g., images, voice pro-
cessing); text encryption; lack of standard digital document structures; authenti-
cation and mutability; migration of "archived data"; and lack of standard end
user equipment.

Not so obvious and perhaps more difficult to resolve, are what might loosely
be termed "philosophical" issues. Many of these are discussed from varying
perspectives in the information and library sciences, business, and communica-
tions research literatures, although they receive significantly less attention in the
archival literature. They include questions of assessing documentary value,
establishing ownership of network materials, promoting user access, protecting
personal privacy, even the ethics of managing digital materials."' Some of these
questions have economic underpinnings, but many of them boil down, as Doty,
Bishop, and McClure suggest, to a fundamental need for widespread user edu-
cation and the encouragement of appropriate societal and community norms
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regarding the use of computer networks and the secondary uses of materials cre-
ated thereon. All of them should be of prime concern for archivists.

A Return to Appraisal

Much of the current archival literature follows in the same vein as the com-
ment by David Bearman that is quoted at the beginning of this paper, that is,
that digital materials should be managed within an electronic records manage-
ment context, with heavy emphasis on the identification and retention of elec-
tronic records of evidentiary value. In fact, the terminology for this area is most
telling: the profession talks in terms of "automated records and techniques" and
"electronic records management," not in its usual bifurcated terms of adminis-
tration of electronic "archives and manuscripts." The electronic records man-
agement approach may provide a cleaner, and more administratively persuasive
framework within which the fuzzy universe of digital materials can be exam-
ined, especially from the perspective of the National Archives. It is, at best,
however, limiting from a true archival perspective, and at worst, actually pre-
cludes the identification, preservation, and use of those materials that the
archivist often finds to be the richest in historical terms, those that are integral
to the process of uberlieferung or the handing down of culture to future genera-
tions. Perhaps the profession has become too confined within existing structures
and constructs-rigid definitions of records, an implication of the exclusivity of
evidential and informational values, and an over-reliance on the legal environ-
ment to set up operational parameters. Legislated law will never be sufficiently
up-to-date to give archivists clear guidelines as to how to proceed in this area,
and case law is never, by definition, proactive, and not necessarily made in the
best interests of archivists.

In fact, the emerging digital communications environment raises surprisingly
few new issues for archivists, and those it does raise are more often than not
also issues for other professional communities. Rather, what digital communica-
tions do is force consideration of many documentary problems which archivists
have long acknowledged and which they have attempted to address in recent
years for more traditional materials through documentation strategies and other
new approaches to archival appraisal (for example, how to document more than
great white male-dominated institutions; or how to cope with evolving organi-
zational hierarchies). It is now time for archivists to re-focus their attention
away from its awe of the actual communications technologies and systems and
onto the documentary values of the materials they create, and appraisal is the
key to this process.

The archival community has conducted very little substantive research into
the conduct of appraisal for digital communications materials. This is in part
due to the availability of large-scale, relatively inexpensive digital storage
which allows more to be kept; and in part due to a lack of techniques for "weed-
ing" vast files of communications materials. In many instances, the appraisal
decision is reduced to a simple equation-keep all or nothing. Where appraisal
does take place, however, it can strip away a large amount of "useless" materi-
als to reveal a rich and novel documentary core while at the same time assisting
individuals and organizations with the awesome task of managing digital infor-
mation overload. What has been learned from several research projects conduct-
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ed at the University of Michigan both in appraising digital communications, and
using them as a major vehicle to develop collaborative digital libraries, is that
they present tremendous opportunities for enhancing the quality and scope of
existing documentation not only of administrative activities, but also of the
human record, and then for delivering this record in the integrated, contextual
manner that many researchers will come to expect as society becomes increas-
ingly engaged in digital communication. For example, findings of the
University of Michigan electronic conferencing appraisal project suggest that
electronic conferences, as one form of digital communications, represent an
untapped form of documentation regarding life on university campuses where
they are widely used. While the utility of such documentation will depend upon
the archival mission statement and collecting policy, it can be especially reveal-
ing of the experiences of the ordinary person, as opposed to the central figure or
office, as well as documenting activities and social, political, and intellectual
concerns (particularly those of minorities) that previously had been captured
through traditional record-keeping practices.'8

A two-fold automated appraisal strategy that may well assist in this process is
the use of communications systems design or expert "front ends" first to identi-
fy and tag on a collective level those digital communications materials that doc-
ument core functions performed by the responsible agency, and second, to per-
form item-level appraisal that looks at the context, content, and structure of
each individual digital communication. This promising approach, which has
been tested as part of a doctoral research project for the appraisal of electronic
mail at Michigan State University, will be further developed over the next
year.

19

The fact that digital communications are created in digital formats also opens
up possibilities of their being used as documentation, or perhaps more accurate-
ly, as data, by less traditional archival researcher communities such as discourse
analysts, communications researchers, anthropologists, and sociologists who are
seeking quantifiable digital data. The latter three, in particular, are evincing
interest in triangulating quantitative with qualitative research techniques in stud-
ies which may take advantage of more traditional narrative records and even
oral histories in concert with digital data accessioned by archivists. This implies
factoring in the interests of these communities during the archival appraisal pro-
cess (and possibly even the systems design process) so that the data needed by
these communities can be automatically tracked, "harvested," and even deliv-
ered as part of the archival reference process. For example, the University of
Michigan's digital library project (UMDL), which focuses on the area of earth
sciences, is associated with an electronic scientific collaboration called the
Upper Atmosphere Research Collaboratory (UARC). Project developers and
organizational behaviorists have been studying the digital interactions of scien-
tists involved with these projects in order to obtain more knowledge of the sci-
entific and intellectual processes and group dynamics at work in these digital
environments.

Conclusions

One of the most powerful effects of the decision rendered by Judge Charles
Richey in the case of Armstrong v. The Executive Office of the President, has
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been to make organizations across the country aware of the legal implications of
electronic mail, thereby opening the political doors for archivists finally to
begin to work with digital communications within their own organizations. This
is only a part of the picture, however. While many of their contents may have
little, if any, enduring value, digital communications materials are not ephemer-
al, and should not be dismissed whole cloth if the "documents" they generate
cannot neatly be fitted into a legal or formulaic definition of a "record." Digital
communications represent a potential rich source of documentation for many
different facets of society, over and above its organizational activities.
Archivists should seek to develop new appraisal strategies that enable them to
identify that documentation, and to develop new digital environments that
enable them to disseminate it in a coherent, contextualized manner.

Moreover, archivists are in a position to take a leadership role in collabora-
tive research projects with their colleagues and allies in related professional set-
tings. It is fast becoming a truism to say that the archival profession needs more
systematic research and evaluation. Truism or no, rigorous research and evalua-
tion conducted in cooperation with non-archival communities such as the com-
puting and telecommunications industries, organizational theorists, and commu-
nications researchers, will bring the archival profession closer to understanding
and measuring the content and impact of the technology and its media within
their implementation environment. In doing so, the archival profession should
be raising its own profile and concerns, demonstrating its unique skills, and
making itself and its collections an indispensable part of the National
Information Infrastructure.
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DIGITAL EVOLUTION: CHANGING
ROLES AND CHALLENGES

FOR ARCHIVISTS IN THE AGE
OF GLOBAL NETWORKING

LAURIE B. CRUM

ABSTRACT: The combination of the evolving nature of the Internet and new
document types and information that are being disseminated throughout the
World Wide Web pose significant challenges for any professional engaged in
the documentation and study of organizations and human culture. This article
serves as an exploratory platform for archival issues related to global computer
networking as exemplified by the Internet. A discussion of the parallels and dif-
ferences of the evolution of the book and hypermedia World Wide Web docu-
ments highlights a number of important challenges for archivists. The article
also offers dynamic, organic definitions of the Internet and hypermedia World
Wide Web documents. The author examines important cultural implications and
concerns for professionals engaged in the use and documentation of new forms
of digital media.

Introduction

Rapid developments in computer networking technology and digital multime-
dia, world-wide competition, economic trends, and the desire for faster and
broader dissemination of information are causing many information profession-
als, including archivists, to consider the implications for their specific profes-
sional roles. Traditionally, when society and its organizations have implemented
new technologies that create new forms of documentation, archivists have
coped with the management issues raised by the products of these technologies
long after they have come into use. This approach is no longer viable. With the
advent of the "information superhighway" and increasing worldwide access to
information through the Internet, archivists have not only an opportunity, but an
obligation to position themselves at the forefront of these developments and
meet the issues and challenges raised by the products of digital networking and
hypermedia documents. The purpose of this article is to begin professional dis-
cussion on these issues and challenges. In doing so, the article makes some
observations on the organic nature, and offers preliminary definitions, of the
Internet and its contents that may assist archivists in their considerations of
identification and management of digital documents created by their own insti-
tutions or that fall within the scope of their collecting mandates. This discussion
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focuses in particular on uses of hypermedia World Wide Web documents
(viewed through software such as NCSA Mosaic and Netscape), being used by
organizations, groups, and individuals to prepare, distribute, and annotate multi-
media documents or "HomePages" for informational and transactional purpos-
es. This article also compares the current digital evolution to the evolution of
the book, and develops an adaptive definition of digital documents that might be
used as a framework for many of the issues archivists face related to the
Internet.

The Internet

Traditionally, records are considered to be static. (For example, a written
memorandum from the president to the vice-president of a company is consid-
ered to be a finished and unchanging document.) They are tangible items fixed
in time. It is paradoxical that these items are the products of people and organi-
zations, because both people and organizations are dynamic. An inherent ten-
sion exists between the static and the dynamic.1 Since the Internet moves
beyond the characteristics of an organization or other bureaucratic structure, this
tension is less obvious. The Internet takes on some of the properties of a living
organism: each day documents, records, and nodes (e.g., new locations or file
servers) are added to the Internet. Existing digital materials located on the
Internet may be easily revised, moved to another location, subjected to text and
audio annotations by people throughout the world, and evolve from prototypes
to fully-functional documents. Any series of time slices would demonstrate that
the Internet has evolved beyond where it was a moment before-new nodes or
cells have grown and the contents within a cell have changed. In other words,
rather than viewing the Internet in the more traditional sense of a network struc-
ture electronically connecting nodes throughout the world, it may be more real-
istic to shift this view, and define the Internet as an organism, a collection of
living cells, as illustrated in Figure 1. The implication of this new view repre-
sents the first challenge for archivists: how to identify and capture a record on
the Internet (or World Wide Web) in both the more traditional sense of an orga-
nizational transaction and the wider societal sense of human cultural/social
interaction.

Therefore, when viewing the Internet as an organism, it is important to under-
stand what the Internet does over and above being a "worldwide network of
computer networks." 2 If the Internet is thought of as a collection of cells, it fol-
lows that the Internet is likely to mean many different things to many different
users. Organizations and individuals may use the Internet for a wide variety of
tasks. While some may use the Internet entirely as an information browsing tool
or source of entertainment, others may use Internet materials to serve several
other functions.

Hypermedia World Wide Web documents are a particularly important emerg-
ing form on the Internet because, in many respects, they illustrate the documen-
tary potential of such media. The Internet, developed in the late 1960's, sup-
ports a wide variety of communication activities including electronic mail, bul-
letin boards, gophers, listservs, and commercial services (e.g., America Online
and CompuServ).3 Netscape and NCSA Mosaic are Internet-based browsing
software tools that promote the exploration, display and creation of World Wide
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Web materials. Both applications allow authors to link text or graphics in a doc-
ument to any other document available on the Internet. Documents may contain
text, images, graphics, audio resources, and digital movies, all in standard for-
mats.4 These applications have become popular worldwide, and can be
described broadly as communications tools. It is clear that the variety of organi-
zations creating hypermedia World Wide Web documents, the purposes of the
documents, the ease with which documents may be authored and modified, and
the hypertext and multimedia nature of the documents have implications for
archivists and other professionals interested in documentation of the human
record.' For example, the School of Information and Library Studies (SILS) at
the University of Michigan uses hypermedia World Wide Web documents, or
HomePages, to share personal information: as distance learning teaching tools
with faculty and students at other institutions, as collaboration tools for high-
level executive meetings, as the primary source of newspapers or magazines, as
image databases, as digital libraries, and as an experimental platform for collab-
orative work.6

The most commonly found types of World Wide Web documents might be
characterized as personal and project HomePages. Personal HomePages have
become a popular venue for sharing a wide variety of personal information with
the entire Internet community. Many individuals include images that describe
some aspect about themselves, a narrative description of their interests or cur-

Figure 1
Conceptual Representation of the Organic Nature of the Internet
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Figure 2
Example of a Personal HomePage

rent work, and hyperlinks to other documents such as papers and resumes (see
Figure 2).

The purpose of a project HomePage is to make information about a particular
project available to a broad and general audience. An example of this document
type, the project HomePage for the NSF/NASA/ARPA Digital Library Project
being developed at The University of Michigan, is shown in Figure 3.7 Readers
are encouraged to browse through the material organized in this document by
choosing hypertext links. Each link provides information about different aspects
of the project, including a copy of the original proposal, the current status of the
project, project participants, and working papers written by team members. The
project HomePage serves as both a browsing tool for interested readers and as
documentation of the project.

Hypertext Mark-up Language (HTML)

HyperText Mark-up Language, or HTML, is the tagging language currently
considered to be the primary format for hypermedia World Wide Web docu-
ments. Document structure and text styles are indicated by applying a set of pre-
defined tags to either side of a block of text. For example, an author might indi-
cate a major heading for a section with the following tag:
<HI>Introduction to Hypermedia World Wide Web Documents</H1>

The tag "HI" indicates a major header of level "1." The tag is enclosed in
brackets (< and >) and the end of the tag is indicated by a backslash (/). There
are currently six levels of headers available to designers through HTML. There
are also several additional text style tags which allow the designer to create

Vol. 20, No. 1, 1995
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many styles such as lists, quotation blocks, and bold or italicized text. Using a
browsing tool which interprets HTML, this major heading would appear to the
viewer as:

Introduction to Hypermedia World Wide Web Documents

In this manner, authors may easily create and globally disseminate hyperme-
dia World Wide Web documents which contain images, digital video, audio,
and hypertext links to other documents. Part of the immense popularity of the
World Wide Web may be attributed to the ease and speed with which hyperme-
dia World Wide Web documents can be created It is important to note that
HTML itself is evolving. Since the introduction of "NCSA Mosaic," the first
hypermedia World Wide Web browsing application, new versions of HTML
with added capabilities have been released. What might be labeled a "grass
roots" or common, easy to use language is evolving to a more complex, stan-
dardized language. As the complexity and capabilities of HTML are increasing,
so too is the potential of more structured, predictable document types and
forms. The second challenge for archivists, therefore is to establish and main-
tain leadership positions in defining the purpose and use of these continually
evolving documents.

Books and Hypermedia World Wide Web Documents

Creation and use of new forms of digital documents have been termed by
some as a digital revolution. When accounting for the whole of human history,
however, it may be more correct to frame global digital communications a part
of a continuous literary evolution. One important step in this evolution, the cre-

Figure 3
Example of a Project HomePage
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ation of the book, provides interesting cultural parallels and insight to the cur-
rent digital evolution. The results of these observations yield even more chal-
lenges for archivists and other professionals involved with the processes of
understanding and influencing new document forms.

The book, as we know it today, was three centuries in the making. Like the
current digital evolution, the evolution of the book was very dependent on the
technologies (materials, inks, etc.) of the time. Although modem book designers
continue to face challenges similar to their ancient counterparts (e.g., layout of
materials, the use and placement of illustrations), a set of specifications has
emerged for books which assist book designers in constructing materials that
are easy to use and read.9 In fact, books are predictable because the evolutionary
nature of the development of the book has yielded a great deal of well tested
and refined specifications for their physical structure, front matter, text and type
conventions.

The physical structure of a book is fairly flexible in terms of characteristics
such as size and color, however, there are detailed specifications for the jacket,
inside jacket, binding, and end papers. Standard mechanisms exist for the front
matter that allow the book designer to display, in a predictable way, the name of
the author, the publisher, copyright information, features and content of the
book, the rationale behind the book, and additional works by the author. The
text or body of a book also tends to be structured and organized consistently
both within a book and among books making for distinct relationships among
the elements of a chapter, section and subsection. 10

When designing books, the mission of the typographer is to construct an
effective graphical method of expressing both the semantic functions and the
intellectual content of the work. Selection of typeface, as an element in graphic
design, is an important step in the design process and a critical component in the
overall effect of a book. There are five typographic variables: typeface, type
size, type body (size and leading), measure (width of a full line) and paragraph
indent. By integrating and combining these variables, the book designer con-
structs the structure of the content for the book.1

Like the book, the physical structure of hypermedia World Wide Web docu-
ments has flexibility. As books may vary in size, color and shape, hypermedia
World Wide Web documents may be viewed from a variety of different com-
puters, monitors, and browsing software. Using HTML, a hypermedia World
Wide Web document, may contain a variety of text tags. The primary tags are
title, heading and paragraph. Text may be formatted in several ways including
lists, definitions or quotations. The document may display graphics, images,
digital video, digital audio and annotations. Hypertext links allow a hypermedia
World Wide Web document to be connected with other hypermedia World
Wide Web documents.

The front matter of a hypermedia World Wide Web document is limited by a
64 character (or less) title tag. The document body may include information
similar to the front matter of a book, but there are no standards for placement of
these identifying characteristics. One document may locate copyright informa-
tion at the end of a document; another may locate it in a hypertext link. The text
structure of a hypermedia World Wide Web document is invented by the author
through the use of the title, heading, and paragraph tags. 12 While there may be
an internal structure to a particular document, no structural standards exist
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among hypermedia World Wide Web documents. In fact, a well organized doc-
ument may link to a document which has an entirely different structure. Further,
these documents may even defy discernment of their structure due to non-linear
links to other sections within a document or to completely different documents.
The reader of a hypermedia World Wide Web document cannot anticipate or
predict the organization of the document.

Currently, HTML tags are separated into two categories: logical style and
physical style. Physical style refers to the attributes a designer can attach direct-
ly to text, such as bold or italics. Logical styles describe the role of text within a
document, such as a citation or a definition. Hypermedia World Wide Web doc-
ument designers are encouraged to use logical rather than physical styles to
organize a document.13 The limited set of tools available to hypermedia World
Wide Web document designers is constrained by the fact that ultimate control
over the font and type choices remain in the hands of the user. Unlike the book,
which is a fixed medium, a designer may select specific fonts, sizes, and colors
for a hypermedia World Wide Web document which may be altered by the user.

It is clear that books and hypermedia World Wide Web documents exhibit
fundamental differences in terms of the stage of evolutionary development, the
time frame of each evolution, and the impact of each tool at a global level. Book
design has become an extremely well defined and standardized process.
Arbitrarily creating and enforcing standards at this stage may actually inhibit
rather than foster the development of techniques and tools for hypermedia
World Wide Web document organization and construction. Hypermedia World
Wide Web documents are in the early stages of development. It is clear from
examination of the evolution of the book that the modem book developed from
cultures experimenting with new forms and technologies.' 4 The purposes, uses,
and creation of hypermedia World Wide Web documents must also evolve as
technology and culture evolve. Archivists should plan for, permit and even
encourage a spirit of experimentation and innovation. It is important to remem-
ber that the book took three centuries to develop. Considering the rapid changes
in current technology, it is clear that it will take far less than three centuries to
develop standards and an understanding of hypermedia World Wide Web docu-
ments. It would be a mistake to develop standards early in the process that may
stunt or halt further growth or evolution of hypermedia World Wide Web docu-
ment design and use. Further, reliance on static media, such as books, to provide
specifications and methods for document creation may promote use of hyper-
media World Wide Web documents as static rather than dynamic media.

Finally, the dissemination of hypermedia World Wide Web documents has a
far greater immediate impact than that of the book. Books and book standards
spread slowly from one culture to another. Hypermedia World Wide Web docu-
ment use has rapidly increased in a very short amount of time. Communities
and cultures throughout the world are creating and reading each others hyper-
media World Wide Web documents. New cities, states, and countries are being
added to the World Wide Web daily. Any emerging specifications or standards
are likely to have an unpredictable, profound impact on a great number of cul-
tures.

Archivists must balance the opportunity to take the lead by defining struc-
tures and specifications for hypermedia World Wide Web documents with the
role of observing, shaping and guiding the use, purpose and definition of these



58 ARCHIVAL ISSUES Vol. 20, No. 1, 1995

documents. A useful definition for hypermedia World Wide Web documents
must be flexible and dynamic in order to account for cultural and technological
developments. A third challenge for archivists lies in defining and preserving
hypermedia World Wide Web documents of enduring value.

Defining Hypermedia World Wide Web Documents

Are hypermedia World Wide Web documents records? Like other electronic
materials, they do not have a clear definition of their "recordness" in traditional
archival and legal terms.15 David Bearman has proposed a definition that sug-
gests an electronic record is any communication that crosses a business transac-
tional boundary between two entities (human or machine).' 6 Using this defini-
tion, most materials available on the Internet become records when they are
viewed by another person or the document header is scanned and selected by a
World Wide Web based search engine. If a hypermedia World Wide Web docu-
ment is defined by its transactional nature, it might be said that every hyperme-
dia World Wide Web document on the Internet is a record. However, since each
cell of the Internet has different uses and goals for its materials, it is entirely
possible that the Internet provides much of the overall context for the definition
of a document itself. The author proposes, therefore, a definition of a hyperme-
dia World Wide Web document that incorporates not only the concept of trans-
actions, but also the placement of the document within the wider context of the
electronic and societal environment. Such a definition is not only useful in set-
ting the context for observing and understanding emerging document forms, a
necessary element for archival appraisal, but is also adaptable to other electron-
ic communications documents.

This proposed definition of the informative value of a hypermedia World
Wide Web document is represented by Figure 4. It is based on functional
requirements for electronic record keeping developed by David Bearman, and
concepts discussed by Richard Cox, James O'Toole, Hugh Taylor, and Donald
Norman combined with this author's own observations about the organic nature
and evolving use of the Internet and hypermedia World Wide Web documents
in particular.' 7 The core of the definition, the concept of informative value, is
derived from five elements: complete, symbolic value, meaningful, maintained,
and available. These elements explain, expand and build the core concept. The
importance of these elements or characteristics can be more or less significant
depending on the function of the material, the goals of the organization, and the
mission of the appraising archivist. The most important implication for
archivists attempting to manage such documents is that by using this definition,
the distinguishing characteristics between a document and a record may become
less noticeable, or even unimportant, depending upon what the archivist is seek-
ing to document. A single World Wide Web HomePage may contain materials
which satisfy current definitions for both records and documents. For example,
a project HomePage may contain: continually updated materials which describe
the activities of the project to the organization (e.g. reports to sponsoring agen-
cies); general information regarding the project intended for a broad audience;
and links to information that is completely unrelated to the project (a link to a
HomePage about cats from the HomePage of a principal investigator of the pro-
ject). All of these materials may have long-term value to the project. Further,
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individuals from both within the project and outside of the project may con-
tribute to the HomePage.

The specific definitions of each element are outlined below:
Document with Informative Value. To have enduring value, the document

needs to provide some substantive information that is valuable to the organiza-
tion or individual creating the document, or the primary or secondary audiences
reading the document. In other words, the document should have a goal or pur-
pose, and the design of the document should reflect all of these notions.'8 For
example, the information available from the SILS HomePage include materials
about the program; documentation of current research projects; course descrip-
tions, assignments and syllabi; profiles of the students, faculty and staff at the
school (and their roles); and Internet resources developed at SILS. These mate-
rials have clear value to SILS administrators, the students, faculty and staff, and
other Internet users, although the value may be different for each group. The
SILS HomePage has multiple goals which include providing a location for stu-
dents to share personal information, documenting the progress of research pro-
jects, providing course information to students, displaying information about the
SILS program, providing links to additional resources, and highlighting the
SILS program.

Complete. Defining a document as complete can be relatively easy in the
paper world. However, as Richard Cox has asserted, in the electronic environ-
ment it becomes increasingly difficult to discern when one document ends and
another begins. 19 For the purpose of hypermedia World Wide Web documents, it
can be said that most documents branch from the first screen of a HomePage.
The document itself can contain many elements: images, audio files, digital

Figure 4
Symbolic Representation of a World Wide Web Document Definition
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video files, and links to other documents. It is not as critical that each document
has a concrete ending, as each link takes the user to another complete document.
For example, when a user selects a hypertext link, that link should take them to
a document rather than a blank page that states "Information will be added
soon." Therefore, a hypermedia World Wide Web document has a clear begin-
ning, but no clear ending. The critical point is that there are clear paths, and
each is a valid link with informational content. This requires not only that
authors monitor their own links to other documents, but also that there be a
strong commitment by Internet cells to maintain these links and capabilities in
an environment where even the documents themselves are continually chang-
ing.

Symbolic Value. James O'Toole has examined an important value of a record
that is rarely highlighted in the electronic environment: the human motivation
for making and keeping a record. Personal motivational aspects for creating and
storing a record differ from organizational or governmental motivations. Such
motivation could be as simple as leaving a legacy, a common psychological
process, or it could be more complex, such as maintaining a sense of omni-
science or power (e.g., a religious record). Ultimately, O'Toole suggests that
records should be viewed for the nature of the role that they play(ed), or the
symbolic value of the record.20 Since individuals and organizations make a con-
scious choice to create and disseminate many electronic documents, especially
hypermedia World Wide Web documents, this choice should be considered in
the definition of the document. In fact, many hypermedia World Wide Web
documents are highly "artifactual" when viewed in this light, that is they repre-
sent the values of a person or a group at a particular point in time.

Meaningful. Numerous reasons exist why an individual or organization
might choose to create a document. In some situations, for example, a corpora-
tion, all hypermedia World Wide Web documents may be created for business
purposes. At the University of Michigan, both individuals and organizations are
encouraged to create hypermedia World Wide Web documents. The meaning-
fulness of the document should be attached to either the individual or the orga-
nization. An individual may create a document, for example, the beer page, that
is extremely meaningful to him/her, but not to The University of Michigan. An
organization, such as SILS, may create the SILS "HomePage" that is meaning-
ful to SILS. Whether or not these documents are meaningful to the entire
Internet community is irrelevant. Therefore, the value of a hypermedia World
Wide Web document is attached to the creator of the document-whether the
creator be a representative of an organization or an individual (i.e., its prove-
nance). Like current users, subsequent or future users may or may not find the
documents on the Internet to be meaningful.

Maintained. Another important characteristic of an electronic record is that it
is maintained. Many documents and a tremendous volume of information are
available on the Internet. As the number of organizations and individuals using
the Internet grow, so too will the amount of materials available. It is critical to
information users that the creator maintain the information in hypermedia
World Wide Web documents or retire them. Documents whose purpose is to
maintain current information become useless once the information is no longer
valid. An additional concern is the lack of authority control over documents
available on the Internet. Since no global formal method exists for regulating or
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validating document integrity in terms of authorship, individuals and organiza-
tions should strive to provide internal mechanisms for ensuring that proper con-
trols are placed on documents. A second reason to promote organizational
knowledge of the authors is that the organization is the only "cell" which will
know whether or not a person who created a document is still affiliated with
that unit. It is easy to imagine an Internet in 20 years that has millions of docu-
ments created by individuals who are no longer alive, or who are located in dif-
ferent organizations.

Available. Availability over time in this instance is not simply a matter of
long-term preservation. It is important to note that hypermedia World Wide
Web documents may be available to anyone who has access to the Internet, or
they may be restricted via the use of software (password or client machine
address) or hardware (no Internet connectivity). The overall definition of a
hypermedia World Wide Web document should consider whether the intended
primary audience is the entire world, or a known organization. Although the
Internet has traditionally been a forum for "free" access to information, devel-
opments of commercial uses of the Internet have already begun and will likely
continue as the Internet and the information superhighway grow. Despite the
inevitable commercialization of the Internet, however, it may still be the last
frontier for the "candid" document. The Internet has enjoyed a history of non-
regulation, and is a forum for any individual who has the ability to connect and
access information. Documents across the world reflect the daily life and con-
cerns of schools, businesses, institutions, and individuals. From this view,
hypermedia World Wide Web documents and other documents on the Internet,
may prove an invaluable form of social and cultural documentation to archivists
and historians.

While the definition outlined here may be valid for the moment and provide a
model for appraisal of electronic documents, it is likely to change and grow as
the Internet develops. It is difficult to imagine what the Internet and its docu-
ments, and computing environments will be in 20 years. If the critical issues
described above are not addressed by concerned communities such as archivists,
however, it is almost certain that the future Internet will no longer be a useful
tool, but rather another global mess.

Conclusion

It is clear that global networking will alter the way people and organizations
communicate; create, share, find, and maintain information; and indeed the way
they live. Archivists who deal with the records and documentation of organiza-
tions and society need to grasp the significance of and participate in these
tremendous changes. Users of the Internet and World Wide Web have seized
the opportunity to create and disseminate vast amounts of information.
Archivists are in a unique position to shape the development of World Wide
Web and help foster its growth as a useful tool. To do this it is necessary to
observe and develop an understanding of global, flexible, dynamic, virtual orga-
nizations; evolving document technologies and forms; and new digital docu-
ment types. The worldwide implications of the digital evolution are astounding.
Archivists and other professionals must be careful to guide the growth of this
new form of communication (and literacy) without imposing arbitrary or ill-
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timed standards and specifications. It is time for archivists to begin to parent the
digital evolution.
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PUBLIC-KEY ENCRYPTION
AND THE CLIPPER CHIP:

IMPLICATIONS FOR THE ARCHIVAL
ADMINISTRATION

OF ELECTRONIC RECORDS
NICHOLAS J. SCALERA

ABSTRACT: The advent of available, inexpensive powerful encryption software
based on the virtually "uncrackable" RSA algorithms, coupled with the Clinton
administration's response in the form of the Clipper Chip proposal, has pro-
duced a heated public debate which extends far beyond technical issues to the
very core of the constitutional rights and freedoms of American citizens. The
ability which this technology offers to private citizens (or to governments, busi-
nesses, and other institutions) of encrypting digitally communicated materials,
with privacy protection unassailable by even the most sophisticated code-break-
ing supercomputers of the National Security Agency, presents both serious
threats and challenging opportunities to archivists already struggling with the
management of electronic records. Thus, it is necessary for archivists to become
aware of the nature and development of this powerful form of encryption, the
government's response through the Clipper Chip proposal, and the associated
issues of individual privacy and public security. Moreover, archivists should
consider how encryption might be employed to facilitate the archival manage-
ment of electronic records.

L Introduction

The recent emergence of public-key encryption, a technological encoding
technique that is able to provide electronic communications and data with virtu-
ally "uncrackable" security, entails both intriguing opportunities and daunting
challenges for archivists attempting to deal with electronic records. On the one
hand, encryption technology may be employed to enhance the ability of
archivists to manage electronic records directly or to provide useful advice to
programmers/systems administrators attempting to construct archivally-sound
electronic record-keeping systems. Public-key encryption offers the archival
profession the opportunity to emulate some of the authentication functions per-
formed by diplomatics in the manuscript environment based upon the technolo-
gy's ability to authenticate electronic documents through creation of a digital
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"seal" or signature. The possibility of constructing a form of "modem diplomat-
ics" through the standard identification of distinct electronic record types and
the development of standard, predictable document structures, coupled with the
implementation of encryption to authenticate record transmission and content,
might allow archivists to address some of the most difficult problems associated
with electronic records-their mutability and the incumbent ambiguity as to
their evidential value.' Archivists, however, must also gain an awareness of the
aspects of public-key encryption technology which may threaten the long-term
accessibility and availability of the evidential and historical record. For exam-
ple, because archivists are not generally involved in institutional decisions on
the implementation of electronic record-keeping systems (many of which may
already employ some form of encryption technology) they may not gain access
to the "keys" (secret codes) to encrypted electronic records. It is crucial, there-
fore, for archivists to educate themselves on the nature of public-key encryption
and the radical effects it may (and in many cases is already having) on the char-
acter of emerging information policy and record-creating practices. This article
will attempt to introduce archivists to the capabilities and construction of pub-
lic-key encryption and the possible positive and negative consequences it may
hold for the archival profession.

II. The Theoretical Underpinnings of Dual-Key
Encryption Technology

The process of encoding secret documents or transmissions has been
employed by individuals, institutions and governments for centuries. Until
1976, however, these techniques, regardless of their relative complexity or
sophistication, suffered from one major flaw. Cryptography, the science of writ-
ing in or deciphering secret code, had always operated through the employment
of a key (or secret coding method) that encrypted a sender's original message
(what is now called "plaintext") into unintelligible gibberish or "ciphertext".2

The receiver, using the key which had been agreed upon ahead of time by both
parties, would then be able to decrypt the message back into the original plain-
text. The major difficulty created by this method revolved around protection
and management of the keys. In fact, the need for two or more people to agree
on a key "created problems that have been the stuff of spy novels and war histo-
ries for hundreds of years: lost keys, stolen keys, counterfeit keys, keys that
arrived after the message itself.""3

In 1976, Whitfield Diffie and Martin Helman, both then at Stanford
University, introduced the theoretical framework for an entirely different con-
cept of a "public-key" encoding system, one in which the sender and receiver
would never have to discuss a secret key. In 1978, Ronald Rivest, Adi Shamir,
and Leonard Adleman of the Massachusetts Institute of Technology published
an article which outlined exactly how such a public-key system might work.4

Their mechanism, which would later become known as the RSA system (after
the initials of its inventors), cleverly manipulated both the strengths and weak-
nesses of computers' mathematical capabilities, thus producing a virtually
unbreakable encryption methodology. The basic mathematical idea behind pub-
lic-key systems is that of the "one-way function", i.e. mathematical calculations
that are much easier to perform in one direction than the other. For example,
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whereas "most people can quickly figure out, with a calculator or just a pencil,
what 76, or 7 x 7 x 7 x 7 x 7 x 7, equals... very few people can quickly figure out
what the sixth root of 117,649 is (it's 7)."5 Surprisingly, perhaps, even the most
powerful computers, with allowances for their greater speed, also experience
the same difficulties as humans when performing such calculations.

In fact, as numbers become larger (such as the type of huge numbers which
can only be stored and manipulated by a computer and could not even be writ-
ten down by a human), the period of calculation time for the slow part of a one-
way function becomes so large that completing it is virtually impossible.6 For
example, if two prime numbers, each 100 digits long, are multiplied together,
the result will be a number about 200 digits long, and a computer can easily
determine that enormous product. However, if a computer "starts with the same
200-digit number and tries to find what those 100-digit factors are, the process
will be much slower...finding the factors...on a modem top-speed supercom-
puter would require not milliseconds or minutes but at least several centuries." 7

Thus, computer specialists have deemed this phenomena to be "computationally
infeasible."

Building upon this concept of computational infeasibility, Diffie, Helman and
the team at MIT concluded that numbers "hidden" by this structural weakness
of computer-based arithmetic could serve as a type of secret key.8 Thus, in the
RSA system (the most prevalent form of public-key encryption available today),
messages can be decoded by anyone who knows the two secret 100-digit prime
numbers that were multiplied together to produce each recipient's 200-digit
public key. The original prime numbers are only known by the intended recipi-
ent and no one else can figure them out from the public key.9 This ingenious
system completely eliminated the major flaw in all previous cryptographic sys-
tems by "splitting" the key among sender and recipient and thus substantially
reducing the security risks associated with traditional "key management."

III. User Interfaces:
How a Typical Public-Key System Operates

While the complex mathematical algorithms associated with public-key
encryption are of little concern to the typical user it is essential for archivists to
understand and recognize the existence of common encryption programs which
may be included in institutional electronic records-keeping systems or associat-
ed with other electronic media that the archivist may be called upon to manage.
The RSA program typically operates by generating two keys, one public, one
private. An individual is entrusted with the responsibility of not revealing
his/her private key to anyone, and maintaining its availability and proper opera-
tion. A person's public key, however, is in effect "digitally signed" by known
associates/friends to verify the authenticity of that key. After this process the
public key can be distributed widely and by any method one chooses. There are
already "key servers" in existence where public keys are available for down-
loading by anyone who wants them.'0 Individuals, consequently, also will need
to maintain "key rings" of all their correspondents' public keys in order to
employ them for decrypting messages.

An example of the process that an individual would typically invoke in order
to decode messages (or any other type of electronic data) encrypted by public-
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key technology would consist of several sequential steps. First, if person "A"
wants to send a message to person "B", person A will have to obtain the public
key of person B through any means possible (this should not prove difficult as
public keys by themselves will not decrypt messages and are thus often dissemi-
nated as widely as possible). Person A then uses person B's public key to
encode the message into an indecipherable, scrambled form. At this point only
one person in the world (person B) can decode this message through the use of
his/her private key.'1 Of course, this process has been simplified by software
producers through the design of graphic user interfaces which permit more intu-
itive navigation through these steps. An example of such a program is produced
by a group called Public Key Partners. In this system, after completing a docu-
ment, users will need only "hit a keystroke or click a mouse to encrypt their
computerized document with their personal signature... [and] recipients of the
document will need only to punch a keystroke or click a mouse to determine
without a shadow of a doubt-who electronically signed the document."' 2

IV. The Administration's Response
to Public-Key Encryption:The Clipper Chip

The prospect of easily accessible and affordable public-key encryption soft-
ware programs roaming the American marketplace in search of any willing user
who desired to apply this nearly unbreakable code to their electronic data/trans-
missions, sent shockwaves through executive agencies entrusted with law
enforcement. Federal agencies such as the Justice Department and the National
Security Agency realized that widespread use of public-key encryption could
severely hamper (if not eliminate altogether) their ability to monitor and tap
communications. 3 Administration officials argued for the establishment of
some type of electronic "back door" to secure the ability of law enforcement
officials (under legal warrants) to decrypt encoded transmissions.' 4 They viewed
the creation of such a device as the "last chance to protect personal safety and
national security against a developing information anarchy that fosters crimi-
nals, terrorists and foreign foes."'15 As a result of these concerns, a Federal inter-
agency task force was established in April 1993 to study the feasibility of
designing and implementing a new government encryption standard that would
allow officials to gain access to encrypted transmissions and electronic data.
The group proposed a device called the "Clipper Chip," officially known as the
MYK-78 and programmed by Mykotronx, Inc., of California, a public-key
encryption system that "the government can crack but that, it claims, nobody
else can."' 6 The idea behind the creation of this device was to allow the
Government to override other people's codes according to a concept called "key
escrow." 7 Through the employment of public-key encryption, two people can
communicate in total privacy, with both of them using digital keys to encrypt
and decipher messages. With the Clipper Chip "an additional key-created at
the time the equipment is manufactured-is held by the Government in
escrow...with a court-approved wiretap, an agency like the F.B.I. could listen
in." 18 Whitfield Diffie, inventor of public-key encryption, further elucidated the
concept behind the Clipper Chip with this analogy: "The effect is very much
like that of the little keyhole in the back of the combination locks used on the
lockers of schoolchildren. The children open the locks with the combinations,
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which is supposed to keep the other children out, but the teachers can always
look in the lockers by using the key.' 9

On February 4, 1994 the White House officially announced its support for the
Clipper Chip proposal with a series of statements and press releases by various
members of the administration such as Vice President Al Gore and Attorney
General Janet Reno. The most comprehensive explanation of the administra-
tion's position was delivered by the Press Secretary who described the intent
and purpose of the Clipper Chip as follows:

Advanced encryption technology offers individuals and businesses an inex-
pensive and easy way to encode data and telephone conversations.
Unfortunately, the same encryption technology that can help Americans
protect business secrets and personal privacy can also be used by terrorists,
drug dealers, and other criminals. In the past, Federal policies on encryption
have reflected primarily the needs of law enforcement and national securi-
ty. The Clinton Administration has sought to balance these needs with the
needs of businesses and individuals for security and privacy. 20

In this statement, the Press Secretary also emphasized that the Clipper Chip
would remain voluntary so that American citizens would be free to purchase/use
any form of encryption technology, and that export restrictions would remain in
place on domestic manufacturers desiring to sell encryption products abroad (in
order to protect national security). Vice President Gore echoed this "balanced"
policy envisioned as the basis for the Clipper Chip in his statement: "Our policy
is designed to provide better encryption to individuals and businesses while
ensuring that the needs of law enforcement are met."'2' Attorney General Janet
Reno emphasized the strict adherence to legality which would accompany any
wiretaps imposed on Clipper-encoded transmissions: "The escrow agents will
act under strict procedures...that will ensure the security of the key components
and govern their release for use in conjunction with lawful wiretaps."22 Thus,
the administration officially launched a program it believed would adequately
balance the needs of individual privacy and national security. The policy how-
ever, was to unleash a firestorm of protest.

V. Redefining the Boundaries between Public and Private:
The National Debate over Public-Key

Encryption Technology

The swirling national debate over public-key encryption and the
Administration's support of the Clipper Chip has been characterized by both
pretentious rhetoric and vicious invective. The reason why this issue has
seemed to antagonize so many disparate groups-from Internet "'junkies" and
civil rights activists to businesses, lawyers and law enforcement officials-is
the fact that the ready availability of secure encryption software, and the
Government's desire to restrict these programs, relate directly to how the con-
cepts of "private good" and "public good" are distinguished in American soci-
ety. These distinctions should not be unfamiliar to archivists, whose profession-
al missions are so often similarly blurred when it comes to the definition of pri-
vate and public rights.
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What is really at issue in this controversy is whether private citizens should
have the right to encode their electronic activities using secure encryption
mechanisms without the fear of the Federal Government having the ability to
listen in when it deems necessary.23 The fear that the Clipper Chip proposal rep-
resents an attempt by the Administration to invade private lives in the manner of
Orwell's "Big Brother" has produced a highly negative popular reaction to the
proposal. In fact, in a Time/CNN poll of 1000 Americans, 80% of those sur-
veyed said they disapproved of the Clipper Chip. 4 The "cypherpunks," a loose-
ly organized coalition of computer enthusiasts who strongly oppose Clipper,
believe that "instead of relying on data protection legislation and the goodwill
of systems administrators" public-key encryption allows individuals to "use the
computer to give us back the privacy that computerized systems have taken
away."25 The powerful tool of public-key encryption certainly represents a dou-
ble-edged sword as it does not discriminate among the intentions of its users. A
case which exemplifies the often paradoxical character of this system revolves
around the figure of Phil Zimmerman and his encryption program called "Pretty
Good Privacy" (PGP).

Zimmerman developed the PGP encryption software nearly three years ago,
and based it upon the RSA algorithms, thus producing a virtually unbreakable
code for its users. The program runs on a variety of microcomputers and is
widely available as freeware on online services all over the world such as Cix
and CompuServe. As a result, practically anyone can use it to make sure their
electronic communications are secure.26 A recent criminal case involving PGP
displays the ethical quagmire produced by use/misuse of this technology. In
Sacramento County, a man named William Steen was recently convicted and
sent to prison for trafficking in child pornography over computers and then try-
ing to hire a man to kill a teenager who testified against him.27 However,
because Steen used PGP to encrypt his electronic transmissions, police were
unable to catch any of Steen's network of child pornography associates, which
officials suspect was extensive.28 On the more positive side, Zimmerman reports
that he has received letters from people of the former Eastern Bloc, such as
Latvian "refuseniks," who are effusive in their gratitude at having been able to
use PGP to protect their communications from agents of repressive police
states.

29

The Administration has championed the adoption of the Clipper Chip as an
industry standard in order to mitigate the negative aspects of the technology,
while still maintaining the availability of public-key encryption software for
legitimate uses. Critics argue, however, that Clipper will not accomplish its
intended purposes and that the intent of the Federal Government to make
Clipper mandatory for all government uses (while not banning other forms of
encryption on the market) will, in effect, destroy the ability of private producers
to compete in the digital marketplace. They believe the Government's buying
power will drive the market, thus making use of the Clipper something much
less than "voluntary." 30 Others argue that the encryption "genie" is already out
of the bottle, and even if Clipper becomes dominant in most mainstream prod-
ucts, sophisticated criminals will still be able to circumvent it by using other
types of secure encryption programs.3 ' There also have been recent reports that a
glitch in the Clipper Chip could make it potentially "crackable" thus defeating
its entire purpose.

32
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These various criticisms of the Clipper proposal recently have appeared to
have some effect on the administration's stance on the project. In fact, since the
original draft of this article, in response to the fierce public outcry and
Congressional opposition to the Clipper proposal (not to mention its technical
limitations), the Administration has backed down somewhat from its support of
the device. Vice President Gore expressed this shift in policy in a letter to
Clipper opponent Representative Maria Cantwell in which he affirmed that
while Clipper may still be considered for surveillance of telephone communica-
tions it would not be adapted for computer and video networks.33 Gore also
firmly reasserted, however, the Administration's support of the concept of "key
escrow", albeit using a more efficient and versatile technology possibly pro-
duced through cooperation with private industry.34 Critics still remain skeptical
that the Administration has truly reversed itself on the Clipper issue and contin-
ue to vehemently oppose the "key escrow" concept regardless of what techno-
logical form it may eventually take.35 Thus, the public debate over strong
encryption technology promises to rage on, and although different technologies
may come and go, the central issue of "balancing" individual privacy with the
needs of law enforcement and national security will continue to characterize the
national discourse on public information policy. Archivists must be actively
involved in this dialogue over possible consequences of widespread private and
governmental use of public-key encryption, especially since the technology
offers so many possible positive and negative implications for the archival
administration of electronic records. Remaining on the sidelines in this discus-
sion will only serve to complicate further the difficult issues archivists already
face in trying to deal with electronic records.

VI. The Positive Implications of Public-Key Encryption
for the Archival Administration

of Electronic Records

Perhaps the most significant advantage that public-key encryption offers to
the archival administration of electronic records involves the technology's abili-
ty to provide virtually unquestionable authentication of data and transmissions.
The unassailable security offered by public-key encryption "makes it impossible
to forge or alter a document in any way once it has been electronically
signed."36 In fact since the "keys authenticate messages as well as protect them
from prying eyes...if a message can be decrypted using your public key, that's a
guarantee that the message came from you-and you can't later disavow it."37

These factors have led some lawyers to propose that electronic documents,
transactions and data may be considered legally binding if they are "electroni-
cally signed" through the use of public-key encryption. Thus, public-key
encryption technology can be viewed as producing "digital signatures, in the
lawyerly sense of evidence of intent to be bound" and can also be employed like
a "shipping document" to provide "evidence of origin."38 Furthermore, encrypt-
ed documents can be said to have a sort of seal on them. Documents stored elec-
tronically may degrade over time, due to intentional changes, accidents and
even natural causes. If a document is encrypted, then a lawyer later brings the
document out of the electronic files in a decoded form, the successful decoding
corroborates the document's authenticity and completeness.39
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Public-key encryption offers technological capabilities which can satisfy var-
ious evidential and informational needs in the construction of archivally-sensi-
tive electronic record-keeping systems. David Bearman and Richard Cox have
constructed a model for what they term the "functional requirements of record-
keeping systems." They believe these requirements will enable archivists to
articulate the legal and historical safeguards that should be built into electronic
record-keeping systems by systems designers. One of these requirements
emphasizes that electronic record-keeping systems must ensure that records are
"authentic" in that "the system must validate records creators and/or authoriz-
ers. "40 As has been discussed above, public-key encryption technology offers
virtually foolproof guarantees of creator authenticity. Another "functional
requirement" proposes that the record-keeping system should be "sound" in that
"the integrity of records is protected from accidental or purposeful damage or
destruction, and from any modification after they have been received by anyone
other than the creator."'" As has been discussed above, public-key encryption
technology can certainly be adapted to prevent the alteration of documents and
to ensure that only certain individuals should have access to certain transmis-
sions/records.

A third "functional requirement" outlined by Bearman for constructing
archivally-sound record-keeping systems is the provision that records should be
removable" in that "it must be possible, with appropriate authority, to remove

records from the system, leaving only audit trails to document their prior exis-
tence." 42 A vexing problem that has confronted archivists dealing with electron-
ic records has been the lack of ability to "destroy" electronic records which for
legal or archival purposes are not worthy of retention. Various software pack-
ages have been developed to recover data that had been previously "deleted"
from electronic files, leaving archivists unclear as to whether it is safe to believe
that any deleted electronic record can be said to have been "destroyed" in the
traditional archival sense. In comparison to traditional methods of electronic
deletion of records, the adaptation of public-key encryption technology may
provide more reliable assurances that a discarded record will truly never be
accessed again by any means. Although encryption-based techniques for
"destroying" electronic records may not be as completely rigorous as the macer-
ation of paper records, a parallel could perhaps be drawn between encryption-
based destruction of electronic records and the "pulping" of paper records. 43

This encryption technology may also certify that only certain individuals with
proper authority are permitted to remove records or to access them in a refer-
ence capacity.

Another essential requirement of archivally-sensitive record-keeping systems
proposed by David Bearman is that they should retain records that are "com-
plete" in that "records accurately capture all information recorded or generated
by their creators." ' As a corollary of this requirement Bearman also demands
that "records incorporate or link to, a representation of the software functionali-
ty that created them, other versions or views...and other structural information
that adds to their meaning .... Records incorporate, or are linked to, information
about the context of their creation." 45 David Wallace has theorized that this
requirement may be fulfilled through the intervention of archival principles in
the creation of metadata structures in record-keeping systems that will produce
the necessary contextual information about electronic records. He concludes
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that: "Provision for the creation and capture of accurate and comprehensive
metadata in the systems design stage provides the archival community with an
operative strategy for capturing the crucial contextual information that provides
an understanding of electronic records and the records-keeping systems in
which they reside."46 Public-key encryption technology may be integrated into
such metadata structures to ensure that contextual information generated by
record-keeping systems is authentic and reliable. Encryption technology may
also be adapted to guarantee the sanctity of the "links" between specific elec-
tronic records and the metadata about them imbedded within the record-keeping
systems which will provide the contextual information necessary to safeguard
the archival evidential and informational value of the records.

Several archival theorists have hypothesized that the centuries-old "science"
of diplomatics may be adapted to provide a basis for the archival administration
of electronic records.47 Public-key encryption technology, used in conjunction
with the method of inquiry engendered by the paradigms of diplomatics to
define document form and function, may provide a powerful basis to a new
methodology for the archival management of electronic records. The auxiliary
science of diplomatics was introduced in 1681 by the French Benedictine monk
Dom Jean Mabillon and was "focused originally on establishing the authenticity
of charters or diplomas...and other early medieval legal documents in archives
by the study of their form...and has provided useful techniques for European
archivists since the seventeenth century."48 In its rigid "attention to form and
record-keeping, diplomatics is ultimately concerned with the authenticity of
documents."'49 Thus, public-key encryption, with its ironclad abilities to estab-
lish the authenticity of electronic documents and other transmissions, may serve
as a cornerstone of a "modem diplomatics" designed to establish greater consis-
tency and organization in the way archivists deal with electronic records.

The mere implementation of public-key encryption to authenticate docu-
ments, however, is not sufficient in and of itself to define new approaches to
electronic records based on re-interpretations of diplomatics. Archivists must
also seek to create more solid definitions of document and data forms which are
peculiar to electronic records, using as guidelines the modes of inquiry estab-
lished as the foundation of traditional diplomatics. Luciana Duranti observes
that "modem archivists use terms such as 'medium,' 'form,' 'logical relations,'
'physical relations,'... 'document profile' in a very inconsistent way, and keep
creating arbitrary terms every time they encounter an entity which appears
slightly different from those which with they are familiar."5 Thus she advocates
that archivists should appropriate a more diplomatic rigidity in their definitions
of electronic records' form/function, "the precision of diplomatic terminology
gives communication between archivists and among the information professions
a clarity which is lacking in much of the terminology now in use."'5 1 The rigor
applied to document form and function that is a product of the diplomatic mode
of inquiry may, therefore, be employed to help archivists articulate archival
needs to systems designers constructing record-keeping systems (as has been
advocated by many electronic records experts). Knowledge of public-key
encryption technology not only helps to fulfill important "functional require-
ments" of electronic record-keeping systems, but also, employed in conjunction
with diplomatic analysis of electronic records' form and transactional functions,
helps provide the basis for a "modern diplomatics" for electronic records.
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Public-key encryption can provide the archivist with the necessary tools to
authenticate electronic records (much as the "seal" or signature did for paper
documents), but in order to be employed in a truly meaningful archival fashion,
the capabilities and functions of these tools must be clearly defined by the theo-
retical constructs provided by diplomatic analysis.

VII. The Negative Implications of Public-Key Encryption
for the Archival Administration

of Electronic Records

Although public-key encryption offers several potential advantages to
archivists who are attempting to address the complicated issues surrounding the
management of electronic records, archivists also have an urgent need to
become educated about the possible negative aspects of this technology for the
archival profession. Foremost among these aspects is the danger of archivists
being isolated from the policy and decision-making process surrounding imple-
mentation of public-key encryption in institutional electronic record-keeping
and communication systems. As has been discussed previously, if archivists are
unable, for whatever reason, to secure access to the "keys" protecting electronic
records, the possibility exists that materials of enduring value may, in effect, be
lost forever. Needless to say, this problem also extends to the archival adminis-
tration of "manuscripts" or "personal papers" produced electronically and
"locked" up by encryption mechanisms. The widespread use of public-key
encryption technology among individuals and organizations, coupled with a
lack of archival intervention or knowledge, may thus produce a situation in
which irreparable damage is done to the integrity of society's historical record.

The daunting potential consequence of the loss of the historical record is fur-
ther complicated by a related issue, that of preservation of "keys" to encrypted
archival records. Even if an organization or individual voluntarily grants
archivists either custody of, or access to, all the keys to encrypted records, the
issue of maintaining/preserving the data integrity of voluminous files of 100-
200 digit keys, and migrating them to future systems, may pose serious prob-
lems for archivists. Preservation of the keys to encrypted records will become
absolutely essential for future access to researchers or administrators. Archives
and other administrative areas in institutions are increasingly concerned about
how budgetary commitments required for the preservation of electronic records
will be met, and the widespread use of public-encryption technology could fur-
ther exacerbate this problem.

The availability of public-key encryption technology, regardless of the
Clinton administration's efforts to limit its use by establishing the Clipper "back
door" as the national standard, also increases the ability of organizations and
individuals to manipulate, hide and sanitize their records. As with any new, rel-
atively untested technological development, the possibilities of fraud, deception
and abuse of the power of public-key encryption exist. In fact this technology
already is being publicized as an effective tool for organizations to employ to
"hide documents from unauthorized lookers, 52 and if archivists do not remain
vigilant of this possibility they run the risk of becoming "unauthorized lookers"
in relation to the level of access they may have to the records of parent institu-
tions. Even the government is not immune from this scenario, although on the
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surface it would seem that the mandatory use of Clipper (or some future key
escrow standard) by government agencies would ensure "authorized" access to
government archivists. The Department of Defense, however, has announced
that it will install its own public-key encryption system for its e-mail transmis-
sions based on the "Skipjack" algorithm. 3 Although this system will have "key-
escrow" capability like Clipper, it is not at all apparent that this agency will be
subject to the Administration's stipulation that all Clipper keys should be held
"in escrow" by both the Treasury Department and the National Institute of
Standards and Technology to prevent governmental abuse.54

Another difficulty which public-key encryption technology could pose for the
archival profession is the fact that this technology may accelerate the diminish-
ment of traditional paper-based records, thus further intensifying the need for
archivists to reach some reasonable conclusions as to effective means of manag-
ing electronic records. Several businesses and other institutions are already
making plans for the implementation of "digital cash" and "digital signatures"
(based on public-key systems) to encourage paperless transactions and to estab-
lish the "speedier replacement of paper-based commerce by electronic-based
commerce. '55 The dynamics of electronic-transaction-based records pose major
intellectual and technical challenges for a profession which already is far behind
in its approaches for dealing with electronic records.

A related drawback of the wide scale implementation of public-key encryp-
tion for archivists struggling with the issues of managing electronic records,
centers around the public attitudes spawned by the fierce national debate over
this technology. Although archival theorists such as David Bearman have cham-
pioned the construction of archivally-sound record-keeping systems that do not
directly involve the user in record retention or definition decisions,56 the public
paranoia engendered by debate over government snooping through Clipper may
produce corporate cultures resistant to the implementation of such systems. This
fear of the general lack of security and privacy characteristic of electronic docu-
ments/transmissions may lead to conscious or unconscious sanitization of elec-
tronic records by the parties involved, thus further undermining the integrity of
the historical record of modem society.

VIII. Conclusion

The emergence of public-key encryption technology presents both abundant
opportunities and serious challenges to archivists endeavoring to create theoreti-
cal and practical constructs for the administration of electronic records.
Unfortunately, the archival community has consistently suffered from the lack
of a clear public voice in issues of information policy which may jeopardize
their professional missions. The debate over public-key encryption is not one in
which archivists can afford to maintain their traditional profile in the "base-
ment" or the background, the stakes are much too high. Although public-key
encryption has existed in theory since the mid-1970's and in practice since the
late 1980's, this topic has remained virtually non-existent in archival literature.
Archivists must become knowledgeable of the capabilities of this technology as
well as understand the political and social ramifications inherent to public-key
encryption. Archivists must also critically assess the implications of public-key
encryption for the positive development of archival theory and practice for elec-
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tronic records. Public-key encryption technology holds both the "key" for the
improvement of the archival administration of electronic records, and also for
the serious degradation of the archival profession's ability to deal effectively
with them. Archivists need to make the choice as to which of these "keys" will
decrypt the meaning of their tenuous future.
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The Archival Enterprise: Modern Archival Principles, Practices, and
Management Techniques. By Bruce W. Dearstyne. Chicago and London:
American Library Association, 1993. 295 pp. Hardcover. Indexed. Bibliography
and appendixes. $55.00

Bruce W. Dearstyne's The Archival Enterprise: Modern Archival Principles,
Practices and Management Techniques is the first single-author, comprehensive
book on archival theory and practice to be published in some time. It is note-
worthy that the sponsor and publisher of this text is the American Library
Association and that the author recruited is an experienced archival administra-
tor and teacher of the subject. Together, they produced a well-organized (at
times engaging) account on the fundamental importance of modern archival
administration. According to Dearstyne, "Archival work is an 'enterprise'-a
big, bold, and sometimes difficult undertaking requiring energy and initiative"
(p. ix)-which operates within a "dynamic, highly motivated and service orient-
ed" professional environment (p. 199).

After successfully introducing readers to a broadly defined vision of the
"World of Historical Records," Dearstyne sequentially treats archival terminol-
ogy, the variety of historical records (including a separate chapter on electronic
media), and the many types of repository programs that collect, maintain, ser-
vice, and make available records. To his credit, this volume of eleven chapters
incorporates a variety of examples from the different sectors of archival work,
and offers case studies from four hypothetical archival settings (a research
library, special collections department, public library, and a municipal
archives). Chapters 6 through 9 cover the traditional archival functions of
appraisal, records processing, cataloging, document preservation, and reference
services. Dearstyne's analysis of the evolution of archival theory and the rela-
tionship between theory and practice in modem archival administration, howev-
er, suggests that he is a pragmatist and not a theorist. He discusses the impor-
tance of planning, management, and marketing, and in the process advances six
ways to promote an archival program and repository (Chapter 10). Promotional
marketing, Dearstyne concludes, is the continuing effort by archivists "to
encourage maximum use of holdings, explain and highlight work, and advance
the general cause of historical records" (p. 197). Those of us who know Bruce
Dearstyne's many contributions to the archival profession will not be surprised
by the considerable coverage given to the managerial role of the archivist in the
"archival enterprise."

Dearstyne sees management choices as being directly related to archival out-
comes. By adding this dimension to a carefully constructed discussion of tradi-
tional archival knowledge, and defining the practical skills needed for planning,
reporting, and self-evaluation, Dearstyne succeeds in writing a text that sets it
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apart from others. This book is different and maybe better than other archival
texts in terms of a clear conceptual framework, comprehensive content, and its
modem, forward-looking frame of reference. By identifying the responsibility
held by archivists as managers, and elevating this role within their
institutions/organizations, as well as within the larger society itself, Dearstyne
offers an inestimable service to the archival profession.

The Archival Enterprise is written in clear prose and is attractive in format. It
contains precise chapter titles, useful headings throughout the narrative to assist
the reader, and large margins for annotations. The text is supported by three
appendixes (typical donor agreements, mission statements, work plans, job
descriptions, MARC AMC cataloging records, finding guides, and guide
entries), a useful "Bibliography," and an index. Because this study is organized
to report on real work situations and it is intended to inform, it merits space on
the bookshelf of archivists and manuscript curators. However, the intended
audience for The Archival Enterprise is clearly the nation's library directors.
The book's value for them is in the manner by which it summarizes, integrates,
and presents important core knowledge information on archives as a unified
whole. Its value as a course textbook may be limited, however, because of its
introductory character and of its discussion of American archival practice exclu-
sively.

In sum, the book's diverse and uneven coverage is both a strength and weak-
ness. Readers will need to judge the volume on its effort to declare that all
archivists and manuscript curators operate on the post-custodial edge. Some will
take exception to the author's analysis of archival theory and pervasive commit-
ment to documentation strategy approaches. On the whole, however, as the
archival profession moves ahead in this digital environment, Dearstyne's The
Archival Enterprise will take on a special importance in that it recounts our first
principles, asks practitioners to follow them, and seeks readers to be affected by
the broad ideas articulated therein.

Roland M. Baumann
Oberlin College

Partners in Research: Improving Access to the Nation's Archives. By Paul
Conway. Pittsburgh, PA: Archives and Museum Informatics, 1994. 156 pp.
Illustrations, appendixes, and bibliography. Softcover. Available from the
Society of American Archivists, $40.00 members/$45.00 nonmembers.

A User Study: Informational Needs of Remote National Archives and Records
Administration Customers. By Judi Moline and Steve Otto. Gaithersburg, NM:
Systems and Software Technology Division, Computer Systems Laboratory,
National Institute of Standards and Technology, November 1994. NIST Special
Publication 500-221. 125 pp. Illustrations and appendixes. Softcover. Available
from Government Printing Office (order no. 003-003-03305-7). $7.50.

Both Partners in Research and A User Study evaluate usage patterns by cus-
tomers or potential customers of the National Archives and Records
Administration (NARA) using similar methodologies and arriving at similar
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conclusions. However, the perspectives from which each of these studies are
written are very disparate. Partners in Research, which began as a user study in
1990 when Conway was in the employ of NARA, provides a detailed history of
his research effort, includes an excellent survey of the literature on user studies,
and examines the research strategies used by customers who visited selected
NARA facilities or contacted them by letter or phone. A User Study, for which
NARA contracted with the National Institute for Standards and Technology,
analyzes potential customers who might access information remotely through
computers from the perspective of an outside consultant, albeit with the assis-
tance of the NARA staff. In addition to their different perspectives, the two
works have different aims. With Partners in Research, Conway intends to edu-
cate archivists about user studies as well as provide information about the
NARA user population that he believes to be broadly applicable to users of all
archives. Moline and Otto's goal is to evaluate potential remote access cus-
tomers and offer NARA-specific recommendations for improving service to this
user segment.

To gather the data needed for analysis, both studies used interviews and ques-
tionnaires. Since Conway examined the research patterns of actual customers,
he also extracted data about reference conducted by telephone and correspon-
dence, as well as observing customer-archivist dynamics to develop additional
information.

According to the conclusions of both Partners in Research and A User Study,
users or potential users approach NARA to satisfy information needs. Conway
suggests the model of archivist as the gatekeeper to information needs to be
reevaluated as researchers want a greater degree of self-sufficiency. He
believes, as his title indicates, that archivists need to approach the customer as a
partner in research. Moline and Otto suggest that the archivist should go beyond
the partnership role and be a servant to the researcher, especially previously
neglected user groups such as K-12 teachers.

While both studies are similar in methods and conclusions, their presentation
styles are not. This stems from the different audiences for which the studies
were intended. As Conway's report was never revised or released by NARA,
his integration of extensive background material and a literature review into his
well crafted study makes Partners in Research a primer on conducting user
studies. Appropriately, Moline and Otto only briefly describe their project's his-
tory and methodological considerations, and concentrate on presenting the sum-
mary data on potential users in A User Study. These studies, especially when
used together, cover a wide spectrum of users and potential users, and they are
invaluable resources to any archivist undertaking a user study, not only for their
analysis of customer populations, but also for their inclusion of field-tested
questionnaires that can be modified to suit each archives' particular needs.

Kevin D. Corbitt
Charles Babbage Institute
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Canadian Archival Studies and the Rediscovery of Provenance. Edited by Tom
Nesmith. Metuchen, NJ: The Scarecrow Press, Inc., 1993. 513 pp. Illustrations.
Hardcover. Available from the Society of American Archivists, $55.00 mem-
bers/$59.50 nonmembers.

Archivists who rely upon an exclusive diet of American archival literature for
their professional sustenance limit themselves unnecessarily. Excellent English-
language materials are available from beyond our own borders. Most notably,
and easily accessible for those who care to make the effort, is a wealth of
Canadian archival literature available in both periodical and monographic form.
For those interested in broadening their perspective, Canadian Archival Studies
and the Rediscovery of Provenance, edited by Tom Nesmith, would be a good
place to start.

Published cooperatively by the Association of Canadian Archivists, the
Society of American Archivists, and the Scarecrow Press, the volume is a col-
lection of articles written by some of English-speaking Canada's most well
known archivists, drawn largely from Archivaria, the journal of the Association
of Canadian Archivists. The twenty-four essays can be divided into four general
categories: "the overall history and evolution of Canadian archives, major theo-
retical statements concerning the nature of archives and archival work, system-
atic analysis of archival records and media, and highlights of Canadian contri-
butions to archival practice." (p. vii) Also included is a thoughtful introduction
by Nesmith that provides some context to the articles that follow.

There is much to like about this collection of essays. It consciously avoids
trying to be yet another overview of appraisal, arrangement & description, con-
servation and the like which the editor correctly argues has already been done,
and done well, on a number of different occasions. As the title implies, the book
is an example of the more theoretical approach that Canadian archivists take
toward their work; not theory in the sense that many Americans understand it-
as hypothesis, "ivory tower," or as the antithesis of action-but theory in the
sense of principles that can guide archivists in decision-making. The "rediscov-
ery of provenance" mentioned in the title is the theme around which the individ-
ual essays are loosely organized.

The book's essays focus generally on the ongoing effort of archivists to
maintain the context, or provenance of records but also to improve for
researchers access to the information that the records contain. After reading
Canadian Archival Studies, some might wonder whether the issue is really the
"rediscovery" of provenance as much as it is the "reaffirmation" of a contextual
approach to understanding records and the information they contain. Whatever
the case, the individual chapters provide food for thought to those who are look-
ing to broaden their understanding of what archivists do and how technology,
education, and scholarship affect our work.

American readers have the chance to come away with some new ideas and
perspectives from such chapters as those dealing with the close relationship
between Canadian archivists and records managers, or those dealing with the
Canadian model for graduate archival education, only recently embodied in the
new SAA guidelines. But perhaps most interesting for Americans will be the
chapters and discussion about the Canadian concept of "total archives." Those
sick unto death of reading about and trying to understand the much-ballyhooed



PUBLICATION REVIEWS 83

and much-maligned documentation strategy will be refreshed to read that there
is another conceptual framework and approach that addresses some of the same
concerns about documenting a particular topic or region.

Finally, the book is enlivened by the inclusion of several essays that are in the
"take off the gloves" tradition of active debate that Canadian archivists employ
more extensively in their discourse than their American colleagues. Thus for
example, we have Wilfred I. Smith's definitive "'Total Archives': The
Canadian Experience" balanced against Terry Cook's critical "The Tyranny of
the Medium: A Comment on 'Total Archives' " which is, in turn, balanced
against Andrew Birrell's "The Tyranny of Tradition" attacking Cook's position.
A similar type of exchange takes place between Cook and former SAA
President Hugh A. Taylor over the traditional historical orientation of the
archival profession.

All in all, it all makes for solid professional reading that presents varying per-
spectives on some important archival issues. And sometimes it even has a bit of
an edge that many will find refreshing. To be sure, it is a step removed from the
intricacies of how to encapsulate a document or write a MARC AMC record,
but no one who reads it can doubt that the book's more theoretical approach has
a pragmatic target: ensuring that the records in our care receive the best possible
care and are made readily available to those who would use them. Who can dis-
agree with that?

Timothy L. Ericson
University of Wisconsin-Milwaukee

A Practical Introduction To Videohistory: The Smithsonian Institution and
Alfred P. Sloan Foundation Experiment. Edited by Terri A. Schorzman.
Malabar, FL: Krieger Publishing Company, 1993. xi, 243 pp. Indexed.
Illustrations, bibliography, and appendixes. Hardcover. $30.75.

The use of videotape as a recording medium in the production of oral history
is by now old news. Despite the wide acceptance of the technology, however,
few oral history programs use videotape on a sustained basis, and fewer yet
have reviewed their experiences in print for the benefit of others. Given the con-
siderable skepticism often voiced by historians and oral historians-over cost,
operation, and the relationship of video technology to interview content-this
latter omission is unfortunate.

Terri Schorzman's book goes some way to filling a part of this gap in infor-
mation. Her work is quite focused, for she chooses to limit her study to the
videohistory program carried out in the 1980s by the Smithsonian Institution
Archives. She begins by tracing the origin of the Smithsonian's use of video to
create information on a wide variety of topics-from clockmaking to the pro-
duction of the atomic bomb; from robotics to rocket science. Begun with major
funding from the Alfred P. Sloan Foundation, which saw in the Smithsonian's
programs a variety of possibilities to explore the use of video, the program
launched an ambitious four-year effort to develop a national videohistory cen-
ter. The results were indeed remarkable, as Smithsonian staff taped interviews
and demonstrations from Vermont to Panama.
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Among the most useful sections of the book are those that deal with the con-
siderations faced in using videotape to deal with historical documentation, and
with the technical criteria and archival requirements of videotape. While each of
the considerations, and all of the technical issues, are viewed within the context
of the Smithsonian program-and illustrated with both photographs and textual
examples from those interview projects-those chapters do manage to create a
fund of useful information of value to anyone contemplating the use of video-
tape to create historical documentation.

To achieve this goal, Schorzman serves as book editor and chief author,
while using eight additional authors to provide personal perspectives on the pro-
jects with which they have been involved. As central author for the book,
Schorzman provides both background information and the written linkage
between the work of the others, as well as the massive appendixes of project
summaries, worksheets, and documents.

Beyond its discussion of videohistory in the context of historical documenta-
tion, Schorzman's book deals effectively-and exhaustively-with the myriad
details that beset the production of oral history on videotape. I say 'exhaustive-
ly' in a positive rather than a critical sense, because the realities of videotaping
anything-including oral history-involve more considerations of detail than
the first-time user can possibly imagine. Lighting, camera angles, the incorpora-
tion of action, background, and the vast possibilities offered by cover shots are
only a few of the critical details that demand attention in the planning and exe-
cution of a videotape project. Schorzman and her authors provide a wealth of
information on these and related subjects, using real world examples to illus-
trate the considerations involved, the compromises made, and the results
obtained.

The book is especially effective in its long look at the processes involved in
creating visual images loaded with information-the real goal of videohistory.
By leading the reader through every step of the planning process, and the
inevitable adjustments that occur during the actual taping, the authors convey in
unmistakable terms the absolute necessity of goals, objectives, and plans.
Several of the authors emphasize the nature of the visual elements that can be
contrived and capitalized upon. The enhancement and the exploitation of the
visual is the filmmakers' contribution to videohistory.

One of the very best essays in the book is written by Brien Williams, who
served as producer for the Smithsonian program for much of its duration. His
clear explanation of the differences between video production and the produc-
tion of videohistory is compelling, and should be required reading for anyone
embarking on a video oral history project. Both oral historians and their video
producers and videographers are included in this recommendation.

If the book has a weak point-and most such exercises do-it is that many of
the contrivances adopted by the Smithsonian program are presented without
much critical commentary. This is not surprising, nor do I mean that Schorzman
and her authors introduce no critical evaluation of their work. They do, but it is
muted. This is particularly true in those sections of the book that deal with the
arrangement of a set-the actual configuration of the place in which the video
narrators will be interviewed. The Smithsonian staff chose to use a range of
highly artificial set designs, dictated mainly by their preference for group inter-
views. The reasons for this preference are often obvious, especially in the inter-
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views dealing with scientific projects that were in fact collaborations. And this
preference should be understood in the context of the preceding audio inter-
views that were often used. The impression strongly conveyed, however, is that
group interviews, conducted in the artificial confines of a carefully designed
television-like set, are normal conventions that should be considered for nearly
any oral history video interview. In fact this is not the case, and its use under the
circumstances obtaining in most oral history projects would produce interviews
in which the set and the contrivance dominate and shape the information
derived from the interview. In using this book to provide a working document
for more mainstream video oral history, one must be alive to the reality that the
Smithsonian's approach, framed in part by the subject matter of its oral history
projects, would not work well in many other circumstances.

A similar comment can be made regarding the costs and lists of equipment
provided in both essays and in the appendixes. They are important for reference,
but more work might have been done to include information on the operation of

videohistory programs without the lavish funding available to the Smithsonian
for Sloan-funded projects. The fact that the Smithsonian videohistory program
is no longer in operation-in part because the ongoing funding necessary to sus-
tain it is not available-makes the lack of information on less expensive video
production unfortunate. It also limits the usefulness of some of the book's infor-
mation and could cause one to note that, while the planning data included and
much of the commentary does indeed reinforce the 'practical' nature of the
book described in its title, other parts of the book are decidedly impractical in
fact. A good many less ambitious videohistory programs survive, and examples
from some of them would have added substantially to the utility of this book.

A highlight of the book is its excellent discussion of the creation of shots
using objects and people to convey information. Such camera work is among
the most demanding in any project, and the Smithsonian projects refined this
procedure to create critical documentation on the actual operation of complicat-
ed equipment and the physical interaction of the operator and the machinery.
This alone is a considerable contribution to the literature on videohistory.

The final sections of the book are devoted to descriptions and examples of
everything from planning documents to budget forms, to cost estimates, to job
descriptions, to tape labels. These actual examples from the Smithsonian's own
program are highly useful, though practitioners outside that program will have
to make major adaptations in order to use many of the examples in their own
programs. This section of the book also includes a catalog of descriptive entries
for each segment of the Smithsonian videohistory program. This is certainly
helpful, but since it is in fact a guide to the Smithsonian videohistory collection,
it is somewhat out of place in a technical manual.

In summary, A Practical Introduction To Videohistory largely realizes the
promise of its title. While focused solely on the Smithsonian program, its offers
an extensive and valuable blueprint for others contemplating the use of video in
oral history. While limited by its reliance on only one program for its examples
and points of reference, that program was so large and comprehensive that it
provides a whole context for examination of the rapidly emerging field of
videohistory.

James E. Fogerty
Minnesota Historical Society



86 ARCHIVAL ISSUES Vol. 20, No. 1, 1995

Diary of a Dream: A History of the National Archives Independence Movement,
1980-1985. By Robert M. Warner. Metuchen, NJ & London: The Scarecrow
Press, Inc., 1995. 211 pp. Indexed. Photographs. Hardcover. $32.50.

This is a story about the National Archives and Records Administration
(NARA), at that time the National Archives and Records Service. Created by
law in 1926, and with its facility built in 1933, the National Archives was
housed under the authority of the General Services Administration (GSA) until
1985. During its first 50 years, the administrative heads of the National
Archives struggled to maintain a separate identity from the GSA and to pursue
their specific mission: to house and maintain the archives and history of the fed-
eral government. This struggle came to a head under the administration of
Robert Warner, during which Gerald Carmen was head of GSA. According to
Warner, Carmen wished to keep NARA under the GSA, while it really required
its own budget, administration, and facility.

In Diary of a Dream Warner relates in detail his struggle, both personal and
political, for NARA's independence. The narrative is written chronologically
from selections of Warner's personal diary and reminiscences. Over 90% of the
footnotes reference his diary. Each year of Warner's administration is represent-
ed by a separate chapter. His story culminates with independence for NARA in
1985 and Warner's return to the University of Michigan Library. Warner tells of
his efforts to initiate studies and reports about the efficiency and efficacy of
NARA. It was imperative that the reports support the need for NARA to have
its own budget, and to continue with its mission. In the end, the reports, spon-
sored by various library and archives associations, reflected the need for inde-
pendence. Then Warner required the invaluable and unflagging support of legis-
lators, archivists, librarians, and authors at congressional hearings and testi-
monies. The hearings were part of the decision-making process that would lead
to a Federal Law separating NARA from GSA. In November 1984 Congress
finally voted for independence. The official separation date was April 15th,
1985.

Warner's story provides insight into the politically complicated job of
Archivist of the United States. He established working relationships with politi-
cians in Congress, as well as with leaders of the various library and archival
associations, and of the Library of Congress and the Smithsonian. At every turn
Warner was forced to rewrite his speeches and statements to suit Carmen and
the aims of the General Services Administration, a difficult task inasmuch as
Carmen was constantly opposed to independence for the National Archives and
to its administration by a historian/scholar.

The most fascinating aspect of this narrative is that there is almost no insight
into what the Archivist of the United States does with his or her day. Warner,
according to this work, appears to have spent almost every waking hour on poli-
tics. Yet it is clear that he had to make difficult administrative decisions, partic-
ularly about the presidential libraries and about the records management func-
tions of NARA (which were left under GSA). To be fair to Warner, he does
touch on the fact that he needed to jump into the administration of NARA with
both feet and make overall decisions about the collections.

Diary of a Dream provides a unique personal view of the National Archives
and Records Administration's place within the library and archives community.
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Warner provides the historical background and all the details of NARA's strug-
gle for independence.

Miriam Kahn
MBK Consulting,

Columbus, OH

The First Generation of Electronic Records Archivists in the United States: A
Study in Professionalization. By Richard J. Cox. New York: Haworth Press,
1994. 220 pp. Indexed. Bibliography. Hardcover. Available from the Society of
American Archivists, $35.00 members/$40.00 nonmembers.

This book isn't about the first generation of electronic records archivists and
their professionalization. It's about a generation of archivists not working with
electronic records and a profession lacking appropriate professionalization. Cox
thinks that the archival profession in the U.S. is in big trouble on this account
and has collected in this book his reports on several related research projects
that document the state of inertia.

The author's research shows that:
* Archivists do not agree on either theoretical or practical approaches to man-

agement of electronic records.
* Most archivists in 17 state archives aren't expected to know much about

information technology or have much to do with electronic records.
* Few archives of any kind have actively recruited new hires to work with elec-

tronic records.
* Thirteen archival educators agreed that knowledge of electronic records is

important for their students, but most graduate archival education programs
attempt to impart knowledge of electronic records in less than a full course on
the subject.

* While most of the 16 senior state archives staff members who attended the
NAGARA summer institutes on archival administration of electronic records
(1989-1992) found them worthwhile, it is too soon to say whether they have
been effective.
None of this seems novel or surprising, but it does tend to support the

author's assertion that the archival profession in the U.S. "has not done well in
structuring itself to manage electronic records." This contrasts with what Cox
sees as a more optimistic viewpoint expressed by Canadian Terry Cook ("Easy
to Byte, Harder to Chew: The Second Generation of Electronic Records
Archivists,," Archivaria 33, Winter 1991-1992).

The author has plenty more to say, but the writing, unfortunately, gets in the
way. Awkward (or plainly ungrammatical) sentences and carelessly chosen
words are common. A research design is described as unpretentious-perhaps
to distinguish it from the more typically pretentious research design? Consider
this sentence: "Whether there is any correlation between the dearth of job
advertisements focused on electronic records positions or not is a question
worth contemplating." Yes, it is.

The research data is sometimes poorly presented: narrative text when tables
would have been better, or two pie charts when a single bar chart would have
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been more appropriate. Category names in tables don't always match category
names in the text, making the analysis hard to follow. Conclusions fail to
answer explicitly the questions posed in a study's introduction (a case where
variation in expression is not a good thing). There are series with missing ele-
ments: a first point is followed after several pages by a third point with no obvi-
ously identified second point in between.

There are several cases of presumably unintended implications:
* The author quotes a British library educator: " 'The raison d'etre of any pro-

fessional school...is that would-be practitioners can be more effectively and
economically educated in the classroom than on the job.' This guidance
would seem to be untrue for archivists when it comes to electronic records."
The concluding statement implies that when it comes to knowledge of elec-
tronic records, archivists cannot be more effectively educated in the class-
room than on the job. This may be just opposite the author's intent.
' 'Of the thirteen respondents to this survey, only five identified themselves as
full-time faculty; this certainly suggests that the respondents represent the
larger, more comprehensive graduate archival education programs." This sen-
tence actually suggests that part-time faculty is a characteristic of the larger,
more comprehensive graduate archival education programs (since there are
more part-time than full-time educators among the respondents).

* "And the development of teaching materials and the lack of the research and
other materials has led to a paucity of items that archival educators can utilize
for teaching effectively in this area." In other words, the development of
teaching materials is among the causes of a paucity of teaching materials?
There are apparent contradictions. The author decries an environment that has

"a literature that mainly describes case studies, and has failed to develop suffi-
ciently the theory and principles of its subject." But he later recommends that
"case studies about successful and failed electronic records programs could also
provide very important information which the archival community currently
lacks." Are case studies valuable, then, or evidence of an impoverished litera-
ture?

Regarding "specialized" positions, in which archivists concentrate their activ-
ities on special records formats and topical areas, the author writes that "these
positions also have more supervisory and planning responsibilities than the
entry and mid-level archivists, perhaps indicating that these individuals are also
mid-level or higher positions responsible for administrating specialized units
and programs within the state archives." But concerning the education and
experience requirements of these positions, he says that "acquiring subject spe-
cialists may be more important than hiring those individuals who have signifi-
cant archival experience, or these positions also may be less supervisory in
nature than the mid-level positions." Are these positions really more or less
supervisory than others?

Some of the data used might be misleading. It would appear from table 2.6
that the Minnesota State Archives has one mid-level and two entry-level posi-
tions. Within the Minnesota Historical Society (which administers the state
archives function), however, there are many other positions that deal with
archival functions, such as description and preservation, both for state archives
and historical manuscripts, and these apparently were not supplied as part of the
survey. Later, the author specifically mentions that none of the preservation
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positions surveyed are in the state archives that are part of state historical soci-
eties. In the Minnesota Historical Society the preservation positions (more than
one) do exist; they are not dedicated to state archives but work with historical
records of various types and from all sources. What about the other survey
respondents?

Presentation problems aside, Cox often tries to construct more meaning from
the study results than they can support. There are no complex statistics here.
Attributing causes and recommending cures for the demonstrated effects is a
matter of subjective inference and speculation. The author's analyses, therefore,
while occasionally interesting, proceed in all directions without reaching com-
pelling conclusions. It is not quite the kind of information that the author con-
tends "is needed to galvanize the American archival profession into action."
Something is apparently needed, but is information sufficient incentive to get
archivists (or anybody) to stop doing what they are doing and do something
else? Questionable. It's hard to make a fundamental change. These studies do
indicate that much.

Marion Matters
Minnesota Legislative Reference Library

Advocating Archives: An Introduction to Public Relations for Archivists. Edited
by Elsie Freeman Finch. Chicago: Society of American Archivists and
Scarecrow Press, December 1994. 208 pp. Indexed. Appendixes, illustrations,
and bibliographies. Hardcover. $39.50 SAA members/$45 nonmembers.

Advocating Archives is an archivist's guide to public relations. Funded and
co-published by the Society of American Archivists, the volume began as a pro-
ject of the SAA Committee on Public Information, an outgrowth of the Task
Force on Archives and Society. It was brought to publication, however, by one
of the profession's most vocal proponents of archival advocacy, Elsie Freeman
Finch.

In her introduction, Finch delineates the main theme of the volume:

"To the extent that the public understands that archives exist to be used for
reasons that affect their lives, property, civic well-being, and political influ-
ence, the public will be disposed to support and encourage archives. Use, it
became clear, was the heart of the matter. And that use must be intentional-
ly and actively encouraged. That encouragement, based largely on our rela-
tions with our publics, is not an add-on to so-called core functions. If
archives exist to be used, then all of the activities that encourage use com-
prise a core function that permeates everything we do, from the moment we
begin to cultivate a donor, contact an agency, or acquire a collection. How
well it is done defines the archivist as clearly as do his/her descriptive sys-
tems, the size and quality of the collections, or the amount of funding the
archives receives. That use is our fundamental purpose requiring intentional
and active encouragement is the premise of this book."

By developing that premise through the practical application of basic public
relations functions to a variety of archival activities, the chapter's authors show
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how archival advocacy must be an integral component of our archival pro-
grams. While addressing how to develop better service to your public on a one-
to-one basis, launch a fund-raising campaign with particular emphasis on the
private sector, develop a working relationship with the media, market your pro-
grams, capitalize on anniversaries and special events, develop an effective vol-
unteer program, avoid common public relations errors, and develop a crisis
management plan, the authors show us that everything we do, everything we
say, everything we write, must be seen in the light of how it affects our relations
with our publics.

Instructions on the development of the tools to implement these "how-tos"
press releases, press kits, media guidelines, events announcements, funding and
marketing planning documents, etc.-are included in each of the appropriate
chapters. The four appendixes, which are one-third of the book, contain exam-
ples of the tools noted above that were developed and used by active archival
programs.

The volume's three case studies document an urban archives' role in a con-
flict over access to a politician's papers, an archdiocesan archives' role in plan-
ning for a papal visit, and a university archives' participation in the university's
centennial celebration. Each provides a solid example of how all aspects of an
archives program are affected in the course of dealing with what could be
thought of simply as a public relations problem.

Each chapter is relatively short; the longest is only eighteen pages. Finch has
done an excellent job of keeping each of the authors concentrated on the topic,
making each of the chapters very concise and readable. It is also to Finch's
credit that she chose authors that have all had extensive experience in the
archival field: Paul Conway, Judy P. Hohlmann, Megan Sniffen-Marinoff,
Philip F. Mooney, Timothy L. Ericson, Audray Bateman Randle, James
Bressor, July Bressor, Matt Blessing, James M. O'Toole, Michael F. Kohl, and
herself. Lists of additional readings at the end of all but one of the chapters are
also valuable inclusions.

Two things I would have liked to have seen discussed more fully in the vol-
ume, however, are the development of brochures and newsletters. Almost all
archives, at one time or another, experience the need to develop one or both of
them. I realize that material about those subjects is readily available from other
sources; but it would have been nice to have that information, as it directly
relates to archives, included in this concise package.

My only real disappointment with Advocating Archives is its complete lack of
any mention of the implications of the Internet to an archives' public relations
activities. The use of such things as listservs, bulletin boards, gophers, and
home pages is already a fact of life for many archives and eventually (and not
so far in the future) will have an impact on most archives. A short discussion of
these, even if only the mention of their existence and some of the possibilities
they present for archivists, would have been an excellent addition to the vol-
ume.

Having developed an introductory workshop on public relations for archivists
while I served as the Midwest Archives Conference's Public Information
Officer, I can attest to how valuable it is to have all of this public relations
material brought together in one volume. To also have it written to specifically
address archives is truly the reader's good fortune.
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A cover-to-cover read of Advocating Archives would be a good beginning, or
refresher, for any archivist who is interested in how his/her archives is per-
ceived by its publics. The volume's real strength, however, will be as that well-
used, dog-eared book that you return to again and again for the answers to your
questions.

Cheri Thies
Minnesota Historical Society
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