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Abstract
Information Technology (IT) is being extensively used in the organizations today in order to
carry out the businesses effectively and efficiently. As a consequence, security has become an
essential aspect of the IT and in turn of the businesses. The organization in the scope of this thesis
also uses several IT applications, access to which is controlled using a role based access system.
Each user belongs to a role and access to the applications is granted to the role. Since the roles
decide the access permissions to the applications, the correct mapping of the users and their roles
is of utmost importance. Any incorrect mapping may lead to the user having access permissions
to applications which s/he may originally not be allowed to or having access to no systems at all.
The management of these users and their roles is done by an administrator. Since the
administrator is the only person responsible for the mappings, any incorrect manipulations done
could lead to a possible identity theft.

This thesis will try to answer the following questions:
Is there a way to introduce new methods such that the administrator is not the only person
who can manipulate the user mapping with the roles?

How to develop the module as an external entity so that it can seamlessly fit into the
current system structure?

Could the same external module be used as a plug and play module for other systems
which also face the same problem of a possible identity theft?

During the course of the thesis, the current system existing in the organization will be analyzed,
and solutions will be found to answer the above questions. The work presented in this thesis will
initially include a theoretical description of the generic terms and concepts used, it will then
present a pilot module or a proof of concept for the solution selected. The thesis will finally
present a brief comparison with the other security solutions along with a short discussion of
related and possible future work in this field.
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Introduction

1. Introduction
1.1. Motivation
SAP1 systems are being used increasingly in many large organizations today. These SAP systems
make use of the SAP enterprise portal as a single point of access for several SAP applications
present in the organizations. Access to each application is only possible through the SAP
enterprise portal. Each application is a discreet system responsible for a particular task.
Authentication and Authorization play a very important role in this case, as access to all the
applications is governed by the access permissions given for each user or a group of users.
Authentication refers to the validation of the user id with corresponding password. Authorization
refers to assigning permissions for each authenticated user thereby permitting access to the
corresponding software systems. The User Management Engine handles the authentication and
authorization in SAP systems. SAP also provides an option to include a custom or tailored
authentication module which can be developed to suit the organization's requirements.
The organization being studied uses a custom authentication module, which provides the SAP
user credentials for gaining access to a Single Sign On SAP applications. In this case,
Lightweight Directory Access Protocol (LDAP) is used for user authentication and authorization.
Authorization here is handled using the hierarchy system whereby each user is assigned a role
and each role has specific access permissions. An administrator is responsible for assigning the
access permissions, and hence the only person who has the complete rights to manipulate the user
role mappings. Any incorrect changes made by the administrator could result into a user gaining
incorrect access permissions for any particular application. This may lead to an identity theft.
The main focus of this thesis is the reduction of administrator dependency in the assignment and
maintenance of the user role mapping is. A tailored solution for the SAP Custom Login Module
for an organization will be developed. The module hence developed should be an external
module which ensures that the administrator is not the only person responsible for manipulating

1

Provides enterprise solution software for planning, organizing for supplier, demand software and for production
and enterprise resource management software. More information at www.sap.com
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the user role mappings. The module should also seamlessly integrate into the current SAP Logon
structure.

1.2. Initial condition and goal
In this section, information about the current SAP structure and the problems encountered in the
organization will be discussed. Understanding these will help in better defining the goals of this
thesis.
For this thesis, we will develop a solution for a customer of Log (2) oHG. As already mentioned
above, SAP provides the option of including a custom based authentication module. The module
developed here is a custom based authentication module, developed to fulfill the requirements of
the organization. The developed module will by no means be a replacement for the current SAP
Login structure. The module will be a tailored solution acting as an external authentication
module, which can be added to the current SAP logon structure. Efforts will be made to develop
the module as a plug and play module which can also fit into any other systems with a similar
setup.
The customer is a large organization with geographically distributed offices. There are several
departments each using specific and common applications. All the systems and applications have
been introduced over a period of time and hence have distinct user administration mechanisms.
The methods of personalization and sign on are also different due to the demands of the different
user groups. Users of the organization include the employees as well as freelancers. Each user has
different access rights for the different applications. LDAP is used to store the user authentication
and authorizations.
In the SAP systems, each application has been developed and introduced over a period of time,
and hence to access the SAP applications the users need to remember different login credentials
for each application. SAP makes use of Single Sign On internally, whereby the user needs to
login only once and SAP generates and issues Logon tickets that allow access to the different
applications within SAP. These tickets serve as authentication tokens. The SAP Logon ticket
containing the user id of the authenticated user is stored as per session cookie on the client
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browser. In order to make use of this facility of SAP, the enterprise decided to introduce a
reference system, which does the mapping of the user login id to the SAP user id.
Introduction of such a system would relieve the user from remembering several user names and
passwords. Since SAP applications depend heavily on the user roles and permissions, any
incorrect mapping potentially could lead to the user gaining access to no system at all or gaining
access to systems which he may not originally be authorized to access. The enterprise thus needs
to completely trust the administrator to map the users correctly or introduce an enhanced security
such that the administrator is not the only person who can manipulate the user mappings.
The main focus of this thesis is to find a solution to the above problem. The result of this thesis
will be a proof of concept prototype of the selected solution. An external module will be
developed such that it ensures that the administrator is not the only person responsible for
manipulating user mappings, thereby preventing the possibility of an identity theft. The
developed module will be an external module separate from the SAP login structure, having the
ability to act as a plug and play module for other systems faced with a similar problem.

1.3. Structure of the thesis
This thesis is organized into three main parts; the first part deals with the conceptual and
theoretical foundation of the concepts used. The second part describes the problem encountered,
the possible alternative solutions and finally the implementation of the proof of concept of the
solution selected. The third part of the thesis deals with the extension of the solution to similar
problems, related work, and future work.
Part One - The project uses several concepts like Enterprise Portal, Single Sign On and LDAP.
The conceptual foundation of these terms will be set forth here. Part One contains Chapters 2, 3,
4, and 5.
Chapter 2 discusses the concepts of generic security, it gives a brief overview of possible threats
and attacks and their countermeasures. In addition, it contains a brief discussion of the concepts
of strong authentication and defines the IT security criteria.
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Chapter 3 Since the SAP enterprise portal comes under the umbrella of the concept of Enterprise
Portal, this chapter presents a brief description of the enterprise portal, describes its features and
architecture.
Chapter 4 This chapter is used to describe the concepts, features and implementation of Single
Sign On (SSO).
Chapter 5 This chapter is used to provide a conceptual foundation of LDAP, providing an
overview of its structure and authentication mechanisms.
Part Two - This section is used to present and discuss the current IT structure, problems
encountered, implementation of the selected solution as a proof of concept and evaluation of the
solution against other candidate security solutions.
Chapter 6 This chapter analyzes the current IT landscape, presents problems and discusses
possible alternative solutions. It also describes the solution selected for implementation as a proof
of concept.
Chapter 7 This chapter provides the implementation details of the selected solution, discusses
the advantages and downsides of this solution, and provides a brief comparison with the other
security options.
Part Three - This section discusses the possible extensions of the implemented solution that
could potentially be used in other projects with similar problems of enhanced security.
Chapter 8 This chapter speaks about the possible extension of this Proof of Concept (POC) for
use in other projects with similar enhanced security problems.
Lastly, Chapter 9 gives a short conclusion and summary of the thesis.
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2. Security
Since the main focus of this thesis is on the prevention of identity theft, the current chapter on the
general concepts of security has been introduced. This chapter tries to define security in terms of
Information Technology, discusses types of security, frauds, thefts and breaches of security. It
also discusses Authentication and Authorization along with a brief description of the IT security
evaluation criteria.

2.1. Definition
Security is the condition of being protected against dangers or loss. In terms of Information
Technology, IT Security is the protection of information and information systems from
unauthorized access, use, disclosure, disruption, modification or destruction (Cornell University
Law School, 2006). The main aim of the IT security is to protect the confidentiality, integrity and
availability of the information. The information must be protected irrespective of the form in
which it is present for instance electronic, optical, print, etc.. Since a huge amount of data
including personal, financial and other important and confidential information is processed and
stored in the electronic computers and transmitted over the Internet, IT security plays a very
important role.
The main components of security are: Confidentiality, Integrity, and Availability (Bishop,
Introduction to Computer Security, November 2004).

Figure 1 CIA Triad - Components of Security
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Confidentiality refers to the secrecy of the information or resources. All organizations
contain data that is confidential to the organization itself and any loss of such data could
result in a loss to the organization either financially or in other ways. As a rule, the
information that is confidential should be accessed, used, copied or disclosed only to the
people who have a specific authority to do so. Any attempt to access information by
unauthorized personnel should be denied. Access control mechanisms are ways to support
confidentiality. Cryptography is a common access control mechanisms, whereby data are
encrypted or ciphered so as to make them incomprehensible. System dependent
mechanisms to prevent the processes from accessing the information are another way to
protect the confidentiality of the information. Resource hiding is another important aspect
of confidentiality. Resource hiding involves concealing the resources so that only the
people who need to really access that information are given access rights.
Integrity refers to the information or resources being trust worthy as well as correct. It
means that the data cannot be created, deleted or modified without correct authorization.
If the data are present in a storage system, the data need to be consistent with all the other
related data or information present in all other locations of storage. Any conflicting data,
which may arise because of the bad maintenance or any other reasons such as improper or
uncontrolled shutdown of the database during maintenance etc. leads to the breach of
integrity of data. Integrity mechanisms consist of two main parts: Prevention mechanisms
and the Detection mechanisms (Bishop, November 2004). Prevention mechanisms are
used to ensure that the integrity of the data is maintained by disallowing any unauthorized
access to create, delete or modify data or by preventing any change in data in an
unauthorized way. Detection mechanisms do not have any control over the changes that
are made to data, but are only used to report that the data's integrity has been
compromised.
Availability refers to having timely access to the information. It refers to the ability to
access and use the resource and the information. The information present in the different
sources of data storage is only useful if it is available when the actual need to access the
data arises. Any delay due to any reasons leads to the breach of availability.
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Later in the year 2000, Donn Parker proposed three additional components to the original triad of
security. The additions were Possession or Control, Authenticity and Utility (Parker, 1998).
Possession or Control refers to the control over the information by means of possessing
the information. There are two ways to prevent the breach of possession or control. One of
them is the prevention of physical access to data, the other being the prevention of
copying or unauthorized use of intellectual property.
Authenticity refers to attributing the information correctly to either the correct user or
source. Any incorrect labeling of the source or user to the information leads to a breach of
authenticity.
Utility refers to the usefulness of information. Data could be transformed into
inappropriate form so that it is not more useful. This change of data into a form no longer
useful to the user leads to the breach of Utility.
The problem of identity theft discussed in this thesis mainly belongs to the
Confidentiality, Integrity and Authenticity components of security.

2.2. Types of Security
In the terms of the IT realm, the different types of securities could be classified as (Wikipedia,
2007)
Computing Security
Data Security
Application Security
Information Security
Network Security
All the above terms are closely related to each other and each depends heavily on the other in
order to provide a strong and secure system.
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Computing Security - The term computing security has evolved in the recent years. Until the
concept of data security became widely publicized, computing security mainly dealt with the
physical protection of the hardware and infrastructure of the computers. Security in terms of
protection of the system from physical damage and theft, damage and theft of information and
disruption of the services or availability of the systems belongs to this category. It may also
include the protection of information confidentiality, integrity and availability.
Data Security - This term of security deals with the protection of data from any misuse in terms
of use or manipulation of data by unauthorized personnel. Data Security mainly deals with the
protection of the privacy and confidentiality of the data. Database security - a sub part in the data
security, deals with the processes and procedures to protect databases from any unintended
activity like malicious attack, unauthorized access or modification of the data. Database security
includes the process of creating and publishing the security standards for the database
environment, protecting the data from all vulnerabilities or attacks.
Application Security – This term is defined as the use of the software, hardware or procedural
methods to protect an application from any external threat. Measures need to be taken during the
design, development and deployment of the application to protect it from any flaws that may
have occurred during the life cycle development of the application. Building security measures
into the application and use of the security routines can help in protecting the application from
any external threat like unauthorized access, modification, or theft of any sensitive data or code.
Identifying the potential security threats, defining the enterprise assets, documenting the adverse
event and actions, which could be used to protect the system, are few options that help in
ensuring application security.
Information Security - Storage of the information on the computers and transfer across the
network facilitates the use and functionality by business. Since the information could be easily
tampered with, if it is left insecure or unattended, it is of utmost importance to protect the
information from being misused. Information security thus plays an important role. It deals with
the protection of the information and information systems from any unauthorized access, use,
disclosure or modification. It helps protect the confidentiality, integrity and availability of the
information and the information systems. Information security policies can be introduced to
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protect the information. The policy should be designed such that it appreciates the fact that not all
the users are same and they use information differently.
Network Security - It deals with the protection of the underlying network and its resources from
any threats including unauthorized access, intruders, and malicious attacks or hacking.
Introducing policies to protect the network of an organization including use of anti-virus
software, firewalls, access policies and rules are some of the ways to protect the system from
falling prey to any external attacks. Introducing authorizations to access the file systems,
directories and servers in the network are examples of this type of security (Gasser, May 1998).

2.3. Attacks, Threats and Vulnerabilities
In the earlier days of information technology, the computers were mainly used as a data storage
system and therefore limited to internal use. Hence, the types of security threats were also
internal and could be protected using organizational policies or manual check for tampered data.
However, the use of computers in the current world has dramatically changed and they are not
just used as a data storage system but also used by individuals and enterprises to communicate
faster around the globe. With this increase, the data and information systems need to be protected
more strongly against not just internal thefts, and more importantly to protect from external
threats over the network and Internet. Many security threats occur in the form of virtual thefts on
the Internet. Damage is also possible by infiltrating the system and information on it by means of
viruses and worms. The most recent type of information theft is the theft of identity.
The different threats and vulnerabilities could be classified as (Bhasin, November 2002)
Worms
Viruses
Trojan horse
Spoofing
Access control threats
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Identity theft
Worms – A worm is malicious program that use the computer network to send copies of itself to
the other nodes of the network without any user intervention. It does not attach itself to an
existing program unlike a virus. Worms mostly cause harm to the network, by consuming the
network bandwidth.
Viruses - A virus is a computer program that can copy itself and infect a computer without
permission or knowledge of the user. It can copy itself to other nodes of the computer network by
attaching itself to an email or other computer programs. They have the ability to add their own
code to the program to gain control of the infected files when they are opened.
Trojan horse – A Trojan horse is a program that carries out unauthorized actions on the
computer like deleting of information, stealing of confidential information etc. They cannot break
into the computer on their own, but are spread by hackers, disguised as regular software, with an
intention of stealing the information.
Spoofing - A spoof is a pretense that a person is someone else. Spoofing is possible only if the
authentication mechanism fails, either because it is not good enough or because it contains a
Trojan horse (Lee, 1999).
Access control threats – Access control threats includes attacks made to gain access to systems
on the Internet. The most common method is password cracking. Other ways include the
accessing of password files and communication points to allow access to internal and external
systems through either visible or invisible back doors, or by exploiting network flaws (Bhasin,
November 2002).
Identity theft - Identity theft refers to fraud that involves stealing information or obtaining the
benefits by pretending or disguising to be someone else It refer to crime in which someone
wrongfully obtains and uses others data for his/her own benefit. Such type of theft may arise by
hacking the passwords for gaining access to personal information or using personal data like
login authentication for accessing the information that the user is not authorized to access
(Wikipedia, 2007).
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The main focus of the thesis will be on the access control threats and identity thefts that are
possible as a result of incorrect mapping of the user and its roles.

2.4. Countermeasures
Protection from worms, viruses and Trojan horses can be obtained by means of effective antivirus solutions and effective firewall mechanisms. However other thefts like access control,
identity theft etc. can be controlled by use of access control mechanisms.

2.5. Access Control mechanisms
Access control can be defined as the ability to permit or deny access to the use of a particular
resource by an authorized entity. An entity refers to the an active agent capable of initiating or
performing a computation of some sort (for example, an end user invoking a computer program, a
batch or a daemon process, auto start of any program etc.) (Benantar, December 2005). Access
modes can be broadly classified into the ability to read or write information from or to the shared
resource. This ability can be expressed by giving direct access privileges to the acting entity or by
means of indirect access to execute the services and computing tasks. Access control mechanisms
are required after the transformation of the computing systems from single user to multiple users,
thus the need to protect the shared resources from unwanted access from either individuals or
running processes. Controlling the access to the resource is the first defense against protecting the
information from unauthorized entities.
Access control security can be viewed as having the following elements: (Benantar, December
2005)
Securing entity identification or identity establishment also called as authentication.
Confining the access of the identified entity to its designated entitlement for services and
computing resources also called as authorization.
Identity Establishment (Authentication) - This form of access control security is concerned
with methods by which the user, a running process or a thread of execution is securely associated
with a legitimate entity. By establishing the identity, we confirm that the user or the entity in
consideration is the entity that it claims to be and is authentic. An entity here may represent a
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user, a group of users, a host system, or some networking device. Authentication is the secure
identification of the entities, and can be defined as the process of determining whether someone
or something is, in fact, who or what they claim to be. The most common and traditional way of
authentication is by the use of a user name and password mechanism. The user logs in with the
user name and corresponding password. The system consults the storage device which holds all
the usernames and corresponding passwords. If the user entered credentials match with those
present in the storage system, the user is allowed access.
Resource Access Control (Authorization) - Resource access control or Authorization refers to
the act of allowing access only to the resources that a user is permitted to use. It is the act of
enforcing a predefined access policy. The goal of the authorization is to confine the activities of
the entity only to the services and computing resources to which it is entitled. Computing
resources may include files, directories, individual data, computer devices, network servers or
storage devices. Authorization could be role based or user based. In role based, the user or a
group of users belong to a role and the role is given access permissions, whereas with user based,
a user is given access rights. Authorization defines what actions the user is permitted to carry out.
Most systems define the permissions that are variations or extensions of the three basic types of
access:
Read(R) - User is allowed to read and view the file or directory contents
Write(W) - User is allowed to change the contents of the file or the directory by using the
following tasks
o Create new entity
o Modify existing entity
o Update existing entity
o Delete existing entity
Execute(X) - If the file is a program, the user is allowed to execute it.
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2.6. Strong Authentication
For the last few decades, authentication and authorization have been an inseparable part of every
IT system in an organization. Traditional means of authentication have been the use of passwords
or PIN (Personal Identification Number). When newly introduced, passwords were the simplest
and an effective method to implement authentication. They were regarded as cheap, easy to use
and secure. But, as the dependency of the organizations on the digital data and communication
increased, more and more systems were introduced, thus increasing the user responsibility to
remember passwords for each system. Users resorted to using same passwords for several
systems or writing down the passwords on sticky notes, breaching the basic purpose of
authentication. In order to protect data and the communication system, organizations turned to
identity and access management solutions, which use strong authentication as a vital element.
There are several reasons which force organizations to choose the strong authentication methods
(Alladin Knowledge Systems, 2006)
1. Increased number of high value transactions to increase productivity and business.
2. Increased new e-business opportunities.
3. Increased number of security and identity thefts.
4. Compliance with several security regulations.
5. Increased number of security-conscious consumers.
Strong authentication refers to the use of more than one factor for carrying out authentication. It
includes migration from a single factor authentication like passwords or PINs to a more secure
multi-factor authentication (Tipton & Krause, January 2006). Single factor authentication
typically consists of a single dimension and only requires something the user knows. In case of
multi-factor authentication, more dimensions are added to the authentication process.
Presenting something the user knows - Typical examples in this category are Passwords,
Personal Identification Number (PIN), or pass phrases. Widespread use of the passwords is due to
the simplicity and ease of use. Passwords are usually chosen by the users but can also be system
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generated. In order to encourage strong passwords, which would be difficult to break, many
organizations implement password policies which include restrictions on the number of
alphabetic characters, its syntax, length etc. However, the simplicity in the use of passwords
raises many management challenges. The most common is the need to memorize the password.
This leads the user to use simple passwords which results in an increased exposure risk.

Figure 2 User Login Credentials: Username-Password

Presenting something that the user has - This authentication scheme consists of storing the
credential information in a device, which is usually portable, similar to an electronic card. This
type of a device is called a token, and it is presented as an input to the reader attached to the
underlying computing system. The credential stored in the token is used to authenticate the user
to the system based on a predefined protocol. Examples of such an authentication mechanism are
the Smart Cards, RSA Tokens as shown in Figure 3.
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Figure 3 Secure Id : RSA Token

Presenting something the user is - In addition to the user passwords and security tokens,
another mechanism to authenticate is the presentation of something the user is. It includes use of
biometric traits to authenticate and validate the user. Examples are the fingerprints, hand
geometry, retina scan, face recognition. Fingerprints are steadily gaining acceptance. However,
because of the high costs and inaccuracies of the related technologies the mechanism is not
widely being used.

Figure 4 Fingerprint- Biometric Authentication Technique
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The three authentication mechanisms discussed above are fundamentally different from one
another. The computing aspects of asserting each of these authenticating factors have no
commonalities. Although, use of a combination of the above authenticating mechanisms leads to
a stronger authentication for the application and hence for the organization.
2.6.1. Kerberos
Another form of strong authentication, which is the most popularly used method today, is the
`Kerberos' authentication. Kerberos is a network authentication protocol published by the
Massachusetts Institute of Technology (MIT). It is designed to provide strong authentication for
the client/server applications by using secret key cryptography. The Kerberos protocol was
developed to provide solutions to the network security problems. It uses strong cryptography so
that a client can prove its identity to a server (and vice versa) across an insecure network
connection. After a client and server have used Kerberos to prove their identity, they can also
encrypt all of their communications to assure privacy and data integrity as they go about their
business (MIT, 2007).
The Kerberos protocol makes use of two main servers: Authentication Server (AS) and Ticket
Granting Server (TGS) together with the client and the server providing the service to the client.
The Kerberos authentication mechanism follows six major steps:

1. The AS receives a user request from the client and verifies that the client is indeed the
computer that it claims to be using simple database lookup of user ids. The AS then sends
the client two messages: Message A contains the Client TGS session key encrypted using
the secret key of the user. Message B: Ticket-Granting Ticket, which includes the client
ID, client network address, ticket validity period, and the client/TGS session key,
encrypted using the secret key of the TGS.
2. The client decrypts the Message A to obtain the client/TGS session key. It now sends two
messages to the TGS, Message C: Composed of the Ticket-Granting Ticket from Message
B and the ID of the requested service and Message D: Authenticator (which is composed
of the client ID and the timestamp), encrypted using the client/TGS session key.
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3. The TGS now decrypts Message C and sends back two more messages to the client,
Message E: Client-to-server ticket (which includes the client ID, client network address,
validity period) encrypted using the service's secret key and Message F: Client/server
session key encrypted with the client/TGS session key.
4. The Client now decrypts Message E to obtain the Client to server ticket, it now
communicates with the Service Server and sends a new authenticator including the client
id and timestamp encrypted using client server session key.
5. The Service Server decrypts the key, makes sure the timestamp is still valid and sends an
encrypted message to the client to show the willingness to serve the client.
6. Finally, the client decrypts the message from the service server, and if the keys are still
valid, the communication is initiated between the client and the service server.

2.7. IT Security Evaluation Criteria
The main components of IT security are Confidentiality, Integrity and Availability as discussed
in the Introduction section of this chapter. An IT system or product has its own requirements for
maintenance of the confidentiality, integrity and availability. In order to meet these requirements
it implements a number of technical security measures. Nevertheless, the users still need to have
confidence in the IT security that has been implemented. In order to gain that confidence, the
users need to either trust the word of the vendors or test for themselves using an impartial
assessment. Many organizations thus encourage the use of an external organization set criteria for
the evaluation of security. Such a set criteria is made available in many countries by the local
bodies involved. Since most of the criteria are based on a common approach, and because of the
industry demand to have a common security criteria for the different countries; France, Germany,
The Nederland’s and the United Kingdom published a common Information Technology Security
Evaluation Criteria (ITSEC) in May 1990 based on the existing work of the respective countries.
The ITSEC is a structured set of criteria for evaluating the computer security within products and
systems. A product or system is exposed to a detailed examination of its security features
resulting in an informed functional and penetration testing. The degree of examination depends
on the level of confidence desired in the product or service. The ITSEC defines levels of
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evaluation denoted as E0 to E6. The higher the evaluation level, more extensive is the
examination and testing of the target (Wikipedia, 2007).
The ITSEC criteria define the assurance or the confidence of the product or service with respect
to the effectiveness of the functions or the correctness of the security enforcing function.
Effectiveness - The assessment of the effectiveness of the functions is based on the vulnerability
analysis of the Target of Evaluation (TOE) or the product/service under test. The analysis has the
objective of searching for all ways by which it is possible for the user to deactivate, bypass,
corrupt or defeat the security enforcing functions and mechanisms of the TOE. All the critical
security mechanisms are assessed for their ability to withstand the direct attack. These are then
rated as basic, medium, or high.
Correctness - This assessment addresses the correctness aspect of the assurance of the TOE. It
defines seven levels of evaluation from E0 to E6, where E0 designates the lowest and E6 the
highest. (European Communities Commission, 1991)
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3. Enterprise Portal
The company in context of this thesis makes use of a SAP enterprise portal, which acts as a single
point of entry for all the SAP applications. The SAP enterprise portal uses the concept of a
generic enterprise portal. This chapter thus provides the need, definition and general concepts of
an enterprise portal.
Need - Consider a company with several IT systems carrying out the business effectively. The
company hopes to achieve improved business efficiency, enable the quality of their relationships,
and achieve the maximum business value. The business users and customers are the largest users
of these IT systems and applications. Each user requires information, which is consistent and upto-date in order to make accurate business decisions. All the information required may or may not
exist in the same system or even in the same geographical location. There are many problems that
the users of these systems face, such as:
Since the applications are on different systems, the users need to work on several
windows to accomplish a single task, this is not only time consuming but also error prone.
Users need to be trained in the use of the different systems. While it may be simple for
computer literate people to learn to use these applications, it can be very painful for
people who do not have a good computer background.
The other most common problem that is faced by users of such systems is the need to
remember numerous user names and passwords. This leads to users using insecure
practices like written passwords on sticky notes.
Thus, as can be inferred from above, there is a need to combine or integrate the information in
such a way that it can be easily and quickly retrieved from the systems. Integration is the key to
receiving the correct and up-to-date information. The use of a centralized application to access
the various other applications within the same enterprise and to share the information across
applications can facilitate use of multisystem applications. Also the users with different roles
need to access different applications and would prefer to have access via a single Internet-based
access point. A portal is one method of providing a solution for the above stated problems.
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3.1. Definition
Portal can be defined as a framework for integrating the information and processes across
organizational boundaries. The most commonly known portal is the Web Portal, which offers a
single entry point to content and functionality. The prominent vendors of web portals include
Yahoo, MSN, AOL, AltaVista and Google.
A portal provides the following advantages:
Intelligent integration and access to enterprise content, applications and processes.
Time saving in searching the information, which leads to a dramatic productivity boost.
Improved communication and collaboration among customers, employees and partners.
Unified real-time access to information held in disparate systems.
Personalized user modifications and maintenance.
For the context of this thesis, we will refer to the Enterprise Portal. We can define it as:
An enterprise portal is a framework for integrating information, people and processes
across organizational boundaries. It provides a secure unified access point, usually in the
form of a web-based user interface, and is designed to aggregate and personalize
information through the use of application specific portlet (Wikipedia, 2007).

3.2. Brief Description
Enterprise Portals are applications that enable companies to unlock internally and externally
stored information, and provide users a single gateway to personalized information needed to
make informed business decisions (Merill Lynch, November 1998). An Enterprise Portals defines
a central location where navigation services are available for the employees to find applications,
work with data and information, launch applications, share knowledge and make decisions. It
provides a single point of access to the information sources, repositories, and services that are
relevant to the user’s roles in the organization. Because of the role based content and
personalization features, the portal enables users to focus exclusively on the data relevant to daily
Page 30 of 79

Enterprise Portal

the decision making processes. The portal also provides users knowledge management, which
helps them share information and work together using that information in a process-oriented
manner. The portal is thus the front-end component for the application platform.
The portal categories can be briefly described as below: (Collins, February 2003)
Enterprise Information portal
Mobile commerce portal
E-business and E-commerce portals
Internet portal

Enterprise Information portal - These are designed for work processes, activities, and user
communities to improve their access, workflow and sharing of content within and across their
organizations. They incorporate roles, work processes, workflows, collaboration, content
management, data warehouses and business intelligence. They can be further divided into:
Horizontal Portals, which are generic in nature and provide personalized information for
employees, suppliers and partners.
Vertical portals, which are designed to support specific functions, processes and applications
within the enterprise. Figure 5 shows the example of a SAP enterprise portal.

Mobile commerce portal - These are portals that are typically used for mobile commerce. They
are delivered through web phones, cellular phones, PDAs, and other handheld devices. The same
content that is delivered to the enterprise information portal can be delivered to the mobile
commerce portal with the exception that the information will span through a large number of
screens and or menu options. Figure 6 shows the example of a mobile commerce portal.

E-business and E-commerce portals - These portals are also referred to as extranet portals.
These portals are developed to extend the internal company portal to people outside the
organization such as customers, suppliers and partners. A typical example of this kind of a portal
is a marketplace, where the suppliers are able to showcase their products and services, and the
buyers have the chance to find the information, compare and make informed decisions.

Page 31 of 79

Enterprise Portal

Figure 5 Example for an Enterprise Information Portal: SAP Enterprise Portal

Page 32 of 79

Enterprise Portal

Figure 6 Example of a Mobile Commerce Portal

Internet portal - Internet portals are usually focused on building large audiences spanning across
several demographics and professional orientations. These are designed to typically satisfy the
demands of the internet audience and provide a starting point to find products, services and other
information. Typical examples of the Internet portal are Yahoo, AOL, and Google etc.

The portal in this context refers to the SAP enterprise portal developed by SAP AG. The SAP
Enterprise Portal is built for the enterprise, providing a secure and scalable environment. It
provides platform independence by running on a wide range of operating systems, provides
Multilanguage support, has mechanisms for the high availability and performance, allows
businesses to operate with the utmost level of security, and offers a flexible and open navigation
layout design. It provides an environment, which offers users a single point of access to internal
and external information, applications and services that are relevant to their roles in the
organization. It also provides a complete set of tools to maintain, manage and monitor the portal
within one coherent environment. It allows administrators to perform the tasks like Content
Administration, Role Definition, Customization, User Administration etc. to name a few (SAP
AG).
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3.3. Features
Portals are the access technology that harness a wealth of the structured and raw information
distributed across the Internet or buried in the business applications, databases, data-warehouses
and other documents within an enterprise. It collates the critical information, which is provided
by many sources in varied formats and makes it available to the users according to their roles in
the company. It makes sure that provided information is correct, consistent and up to date. The
main benefit of using a portal is to help users access, analyze, and share the information within
and beyond the company boundaries. Knowledge Management and Collaboration are integrated
into the portal, which allow the portal users to share the information, to work together with that
information in a streamlined manner.
The corporate portals provide many powerful and useful features to the business, but the most
important ones are described below (Wikipedia, 2007).
Single point of entry: Portals have the ability to provide a Single Sign On between the users and
various other systems. This allows the user to authenticate only once without having to
authenticate again and again for different systems during a user session. Users are thus relieved
from the requirement to remember user names and passwords for each of the different systems.
The database contains the appropriate authentication credentials for each component application.
An access control list manages the authorization, thereby allowing the user access only to those
components that he is actually allowed.
Integration: Integration consists of the connection of data and functions from multiple systems
into new components. The business portals are capable of performing processes that require cross
application communication and multi-database integration without any intervention from the
users. This feature provides a great deal of value for the customers and users as it reduces the
manual back office maintenance.
Personalization: Users can customize the look and feel of their environment, personalized to
reflect their needs and interests. Features like visual presentation, language and content can be
tailored to each user while the content that is irrelevant to a particular user can be hidden or
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disabled. This helps the users prioritize the most appropriate content based on the attributes of the
user and meta-data of the available content.
Permissioning: Permissioning refers to the ability of the portal administrators to limit the
specific types of content and services, to which users have access. Content is provided to the
users based on their roles within an organization. The Enterprise Portal is highly scalable, thereby
allowing thousands of users’ access from any device at the same time. Administrators make use
of the access control lists to achieve the permissioning.

3.4. Portal Architecture
An example of a typical Portal Architecture is as shown in Figure 7. A web browser is used to
access the portal functionality and applications. The portal server is a collection of several
servers, which include (Collins, February 2003):
Directory and Security Services - These servers support the authentication process and provide
users with a single sign on facility, which allow users to login once and avail access to all the
individual systems without having to login over and over again.
Rules Servers - Rules servers manage the content and provides work flow as the information is
streamed between the back-end systems to the desktop or streamed between two back-end
systems.
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Figure 7 Portal Architecture showing the collection of different servers and information systems

Portal component servers - These servers are mainly used to present information to the users.
They provide a collection of objects for application services and connectivity.
Personalization servers - Personalization servers store user preferences and maintain user
configuration information. They allow the users to sign on to the Enterprise Portal from any
location maintaining a user preferences like Menu lists, language etc.
Portal metadata repositories - These repositories maintain the attributes used by an Enterprise
portal solution.
Commerce servers – These provide role based templates and other e-business work process
elements.
Portal Object libraries - These libraries maintain collections of content windows and other
objects developed within the organization, which provide information and functionality to
Enterprise Portals.

As already mentioned, the portal that is used in this thesis is the SAP enterprise portal provided
by SAP AG. The Figure 8 shows the portal architecture for the SAP EP.
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Figure 8 SAP Portal Architecture illustrating the main components and Information systems [SAP].

The SAP EP consists of the following key parts (SAP AG):

Portal Runtime Engine - This engine executes components, services and applications as per
user specific requests.
Portal Applications - This is a collection of components and services specifically written to be
run in the portal.
Portal Content Directory – This is a main repository for the portal content that is delivered by
both the portal and the administrators. It provides all metadata, personalization (role, work set,
page), and data caching.

The SAP enterprise portal acts as the single point of entry for all the SAP applications present in
the organization. Single Sign On facility is present to gain access to all these applications without
the need to log on several times. The enterprise portal thus plays a very important role in gaining
access to several applications from a single location. The users of the portal include the
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developers, administrators and customers. The success of the portal depends not just on the way it
is implemented but to a great deal upon how well it is integrated into the enterprise.
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4. Single Sign On
In the context of the thesis, Single Sign On (SSO) refers to gaining access to all the SAP
applications via the SAP enterprise portal. This chapter discusses the basic conceptual foundation
of Single Sign On. It also briefly describes the need, definition and mechanism of implementing
the Single Sign On (SSO).

4.1. Need
Information systems have been a crucial part of businesses. These systems are being used in
every aspect of business to support and help in increasing productivity, management of people
and resources, and as a main means of communication. As the IT systems thrive to support the
business processes, the users of the system are faced with the necessity to access multiple
systems for a single task. In order to maintain the confidentiality and security of the data and
information systems, and prevent any unauthorized access to these systems, authentication
credentials are used. But, with each new system, access credentials are also introduced and users
are required to remember several usernames and passwords. This gives rise to unsecure ways of
remembering the passwords such as writing them down on sticky notes or using simple and easy
to decipher passwords, thereby breaching the basic concept of the use of credentials. The system
administrators are also faced with the additional tasks of managing the various user accounts
within each of the multiple systems. Thus to eliminate such a threat, thereby relieving the users
from the trouble of remembering the numerous passwords and freeing the administrator from
managing several user accounts, the mechanism of Single Sign On can prove to be effective.

4.2. Definition
Single Sign On can be defined as a mechanism of user authentication, which allows a user to
provide the authentication credentials only once in order to access multiple applications during
the same user session. The Single Sign On authenticates the user for access all the applications to
which he is authorized. It eliminates any future authentication requests if the user switches the
applications during the same session. This can help in reducing the human errors, and breaches of
security (Wikipedia, 2007).
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The main objective of Single Sign On is to allow users access to all applications from one logon.
It provides a unified mechanism to manage the authentication of users and implement business
rules determining users’ access to applications and data (Dunne, 2003). The Figure 9 shows an
example of a single sign on.

Figure 9 Example of a Single Sign On whereby the user authenticates only once and gains access to other
applications without authenticating again. Authentication to other applications occurs transparently.

4.3. Brief Description
Historically, distributed systems are formed by a combination of several standalone independent
systems, each acting as an independent component of the multiple systems. These components
may be comprised of individual platforms with separate operating systems and applications.
Gaining access to the multiple systems is only possible after each component independently
authenticates the user. The user thus needs to have login credentials present in each of the
systems. The scenario for a legacy approach to user sign on is illustrated in the Figure 10 (Open
Group, 2005).
As seen in figure 10, the user initially interacts with a primary domain, referred to as the Primary
Domain Sign On, by supplying the login credentials like user name and password. This Primary
Domain is usually the operating system session shell invoked by a client on the user’s
Page 40 of 79

Single Sign On

workstation. After being authenticated, the user is allowed to establish a connection with the
primary domain applications and services using their respective interfaces. A similar procedure is
followed for a Secondary Domain.

Figure 10 Legacy Sign On to multiple systems - User logs in separately for the primary and secondary domains

The user, to establish a session with the secondary domain, supplies a different set of user
credentials applicable for the Secondary Domain. This is called the Secondary Domain Sign On.
The user needs to supply credentials for each separate secondary domain system to which he
wishes to interact. Thus, we see that from a management perspective that both the primary and
secondary domains require independent management systems, and also separate user interfaces
for the different applications and services deployed. The users are also required to remember
credentials for each system separately. It can be thus concluded that, both security and usability
can be improved if there is coordination and integration of the user sign on functions and user
management functions among both, the primary and secondary domains.
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The Figure 11 (Open Group, 2005) shows a new improved system which tries to integrate the
primary and secondary domains by combining the user sign on functions in order to provide a
single access point to both the systems.

Figure 11 SSO approach in multiple systems- user logs in once to the primary domain. Secondary domain uses the
credentials information from the primary domain to allow access

Such a system is called Single Sign On, because from the user perspective, the signing-on occurs
only once with the user login credentials. With this approach, the user initially provides the login
credentials for the primary domain sign on. These are used for authorizing the user to access the
primary domain applications and services. The system is required to collect all the credentials
which will be required to support the authentication of the user to each secondary domain from
the user as part of the primary sign on. The credentials are then used by the Primary Domain to
access the secondary domain applications and services. The primary domain may use any of the
following ways to authenticate against the secondary domain systems.
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1.

The secondary domain is setup to use the same credentials as that of the primary
domain for allowing the user access.

2.

Mapping the primary credentials to a sign on management database from which the
secondary credentials are provided.

3.

The secondary domain services may be temporarily stored or cached immediately
after primary login.

4.4. Advantages and Disadvantages
The following benefits could potentially be obtained by use of Single sign on (Dunne, 2003)
Improved User Productivity: Users are no longer required to remember multiple login
credentials thereby reducing user sign on time to individual domains, in turn improving
the user productivity.
Improved user logon security.
Improvement in user administration in terms of reduced time and effort needed to manage
duplicate users on multiple systems.
Reducing the amount of internal fraud by malicious employee contact.
Centralized reporting for compliance adherence.
Single sign on can be proven to be a visible benefit especially in case of a homogeneous IT
system structure which uses several IT applications.

Problems frequently associated with the use of SSO are (Dunne, 2003) Difficult to retrofit - A SSO solution may be difficult, time consuming and expensive to
retrofit to existing applications.
Unattended desktop - SSO implementation may create problems in case of unattended
desktops where a malicious user may gain access to an unattended machine with original
user logged into several resources.
Single point of attack - Since a central authentication service is used by all the
applications, it can increase the possibility of a hacker’s attack gaining access to all
systems.
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4.5. Conclusion
For Single Sign On to succeed, it is necessary that the secondary domain trusts the primary
domain to correctly assert the identity and authentication of the end user. It is also critical to have
maximum protection when the authentication details are transferred between the primary and
secondary domains (Open Group, 2005). Care needs to be taken to ensure that the Single Sign On
systems have been carefully designed as the SSO can become the primary point of failure in case
of a bad design. It is essential that the SSO systems are carefully designed and thoroughly tested
for failure and disaster recovery. Finally, it is extremely important to have good identity data
governance. As the success of the SSO system heavily depends on the authenticity of the
underlying data (Huntington Ventures Ltd, 2006).

In the context of this thesis, SSO is used in case of the SAP Enterprise Portal, whereby after
successful user login, the SAP Portal generates and issues SSO Logon Tickets to the users which
are stored as per session cookie on the client browser. These SSO logon tickets are used by the
SAP applications to enable access. SSO is therefore an integral part of the SAP applications.
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5. Lightweight Directory Access Protocol
In the context of this thesis, the Lightweight Directory Access Protocol (LDAP) is used
extensively for authentication and authorization. This chapter provides a brief description of the
LDAP protocol, its directory structure, and mechanisms of authentication.

5.1. Definition
LDAP is an application protocol, which is used to query and modify the directory services
running over TCP/IP. It is a standard, extensible internet protocol used to access the directory
services (Howes, Smith, & Good, April 2003). LDAP was originally designed as a desktop
protocol to gateway the requests to the X.500 Servers. X.500 (Chadwick, 1996) is a set of
standards, which required the client and server to communicate using the Open Systems Interface
(OSI) protocol stack. LDAP was termed light weight as it uses the low overhead messages that
are mapped directly onto the TCP layer of the TCP/IP (Tanenbaum, August 2002) protocol stack
(Carter, March 2003).

5.2. Overview of protocol
The LDAP protocol is a message-oriented protocol, wherein the client constructs a message
containing the request, and sends it to the server. The server processes the request and returns a
response to the client in the form of a LDAP message. For example if a client sends a request to
the server for a specific entry, the request contains a unique message ID. The server then retrieves
the response and returns the result to the client. The server also returns a result code in a separate
LDAP message. All the responses are identified with the client request message ID. The Figure
12 (Howes, Smith, & Good, April 2003) shows the example of the interaction between the client
and server.
The LDAP has ten basic protocol operations, which are divided into three categories (Arkills,
March 2003)
Category

LDAP Operations

Client Session operations

Bind, Unbind and Abandon
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Query and Retrieval operations

Search and compare

Modification operations

Add, Modify and Delete

Extended operations

Extended

Figure 12 Example of LDAP showing interaction between the LDAP server and the client

Client Session operations – These operations control the client server session context for all the
LDAP operation requests from the client. The Bind and Unbind operations allow a client to
establish identity with the directory, and the Abandon allows client to cancel a request.
Query and Retrieval operations – These operations allow a client to find and retrieve data.
Search is used to query for a particular data entry, while the Compare is used to request
verification of information associated with an entry.
Modification operations – These operations allow a client to make changes and update the
information in the directory.

5.3. Directory structure
The protocol accesses LDAP directories, which follow the X.500 model. A directory is composed
of entries, which are the basic units of a directory and consist of similar kind of information. This
information is referred to as attributes or properties of an entry. An attribute is composed of a pair
of elements - attribute type and attribute value. An attribute type could consist of one or more
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values. This multi-value feature gives an added advantage over a common database solution.
Each entry has a unique identifier called the Distinguished Name (DN). The DN consists of its
Relative Distinguished Name (RDN) followed by the parent entry's DN.
The Figure 13 (Wikipedia, 2007) shows an example of the LDAP entry.

Figure 13 Typical example of an LDAP entry

As seen, “dn” is the name of the entry, "cn=John Doe" is the entry's RDN, and
"dc=example,dc=com" is the DN of the parent entry. The other lines refer to the attributes of the
entry. A directory can have many types of entries such as person entries describing the person
attributes or product entries.
There are many advantages of using the directory structure like (Arkills, March 2003):
Directories help people by organizing information.
They allow data to be managed.
Many applications and services can use the data that is centralized in a directory.
The directory can streamline your business processes.

5.4. Authentication mechanisms
Authentication is the process of asserting and proving one's identity. Authentication is mainly
used to establish the identity of the client. In LDAP the authentication information is supplied in
the bind operation, which contains the authentication information. LDAP supports three types of
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authentication: Anonymous, Simple and SASL authentication (Sheresh, Doug ; Sheresh, Beth ;
System research corporation staff, November 2001).
Anonymous authentication - LDAP provides anonymous authentication, providing a means that
allows anyone to access the information managed by an LDAP server or LDAP application. Nonauthenticated access does not require entry into the directory.
Simple authentication - LDAP allows simple authentication by connecting to the directory and
authenticating with a clear text password, where the password is transmitted unencrypted across
the network. Another variation in the simple authentication is authentication via SSL/TLS, which
transmits the password via an encrypted connection. SSL/TLS operation requires that both the
client and server obtain public key certificates for use in the process.
SASL authentication – With Simple Authentication and Security Layer (SASL) authentication,
the client specifies the desired authentication mechanism. SASL currently supports the following
mechanisms (Sheresh, Doug; Sheresh, Beth ; System research corporation staff, November
2001).
Kerberos
GSSAPI
S/Key
External
The default mechanism is anonymous if no authentication credentials are provided and simple if
authentication credentials are provided.

5.5. Vendor implementation
There are several vendors who have implemented the LDAP. Some commonly used are
OpenLDAP
Active Directory by Microsoft
Oracle Internet Directory by Oracle
iPlanet Directory Server by Sun Microsystems Inc.
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IBM Lotus Notes LDAP and many more.
Lotus Notes LDAP is used for the solution implemented in this thesis. The organization structure
is provided by the customer in context. Bind authentication is used to authenticate the users.
LDAP is also used to store the authorizations.
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6. IT Landscape
This chapter discusses the IT landscape of the customer of Log (2) oHG for whom the enhanced
security solution was developed. The different problems that were faced are also explained. A
brief discussion of the alternative solutions to the problem, along with selected solution is
provided. This discussion tries to weigh the advantages and disadvantages of using the selected
approach.

6.1. Analysis of the IT Landscape
The enterprise in context is a geographically distributed large organization, which offers several
products and services to its customers. As a result, a large number of information systems are in
operation. The enterprise consists of numerous SAP and Non-SAP systems, which have been
developed and introduced over a period of time. These systems are being used, not just by
employees of the enterprise, but also by several freelancers including external consultants and
suppliers. Examples of the IT systems in the enterprise are Email Server, Online Store, Supplier
Relationship Management (SRM) system, Human Resources (HR) system, Business Warehouse
(BW) systems, and Solutions Manager systems.
The current setup of the organization is given in Figure 14.

6.1.1. Systems and Login mechanisms
As seen from the Figure 14, all the systems are connected to each other and make use of
information from every other system. The SAP Enterprise Portal is the main interaction point for
users and serves as a single point of access for the different systems. Every user is first routed to
the SAP enterprise portal in order to allow access to the different SAP applications. Lotus Notes
LDAP is used to store the user credentials. LDAP is also used for authentication and
authorization of the users.
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Figure 14 The current IT landscape of the organization in context, showing the different systems in operation and
their interactions.

Users login to the company intranet using their Lotus Notes credentials, from where they are
routed to the SAP portal, which acts as a single point of access for all the SAP applications. Since
all the systems have been developed and deployed over a period of time, there are different ways
of gaining access to these systems. In many cases, the user credentials for the systems are
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different even for the same user. Single Sign On is internally used by SAP to allow access
without the need for entering login credentials for each system. The different login requirements
for the different systems are as follows:
For sign on to SAP systems, a user uses their user names in the HR system.
The Online store and the Email system make use of Lotus Notes credentials for allowing
access.
To access the Business Warehouse systems, SAP user ids are used.

6.1.2. UserGroups
As already mentioned, the systems are used not just by the employees of the enterprise, but also
by external consultants and freelancers. Each user has a different login requirement since not
every person is allowed or given access to all the systems in the organization. The users are also
grouped together and personalization is different for each user group. Some user groups are
personalized by a dummy user, which is done by the portal administrators. Some other user
groups are personalized with Online Store and Email. Some user groups have to do their own
personalization using the Personalization feature of SAP Portal.

6.2. Current Scenario and Problems encountered
6.2.1. SAP Logon Stack
The enterprise in context uses SAP Portal as the main point of access for allowing logon to all the
SAP applications. The SAP Portal uses the J2EE engine and implements the Java Authentication
and Authorization Service (JAAS) to support various authentication mechanisms. This helps the
user to choose the required authentication mechanism for the different applications. SAP offers
several login modules and authentication schemes to support various authentication mechanisms.
Users are also allowed to create their own login modules and add them to the logon stack for use
in the SAP environment. A group of login modules can be used in conjunction with each other to
choose the different combinations of authentication for the different applications created or for
each component on the J2EE engine. When a user is authenticated on the SAP Server, the server
processes the stack of login modules that apply to the application that the user accesses.
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In the current environment, the SAP Logon Stack is arranged as illustrated in Figure 15.

Figure 15 The current SAP logon stack consisting of the default modules.

A SAP logon initially checks for any available SAP logon tickets using the SAP provided
'EvaluateTicketLoginModule'. If a SSO ticket exists for the user, the authentication is considered
successful and the control returns to the application. If there is not an existing SSO ticket, the
next login module 'BasicPasswordLoginModule' is activated and the user is required to enter the
login credentials on a SAP logon page. Once the user successfully authenticates, the next module
'CreateTicketLoginModule' is activated, the SAP portal generates and issues SSO logon ticket for
the authenticated user, and control is then returned to the application. Depending on the
application requirements, any number of login modules can be added to the logon stack to
provide a combination of authentication mechanisms. SAP also allows for the inclusion of
customized login modules, which can be developed according to the requirements of the
organization. SAP provides a strong authentication mechanism by using the login module
'SPNegoLoginModule', which makes use of the Kerberos authentication mechanism2.

6.2.2. Current Scenario
The current scenario works as follows –
The user logs in to the company intranet with the network login using the Lotus Notes
credentials. The user is then routed to the SAP portal. SAP makes use of a role based access
mechanism, whereby each user belongs to a role and the access to the applications and systems is
granted to the role instead of the individual user. This allows access to be independent of the user
incase the user switches roles in the company. The roles therefore define the user authorizations.
Once the user is authenticated and authorized, the SAP portal generates and issues SAP logon
tickets, which allow for Single Sign On, and these tickets are finally used for allowing access to
the different SAP systems. The SAP logon tickets serve as authentication tokens. These logon

2

Kerberos authentication mechanism is explained in detail in Chapter 2, section 2.6.1
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tickets contains the userid of the authenticated user, and is stored as a per session cookie on the
client browser. Single Sign On is made possible with the help of these SAP logon tickets.
If the SSO is to be used for the SAP applications, it is necessary that all the SAP applications
have the same user credentials. However the SAP applications have been introduced over a
period of time and most of the users have a different userid to access the different applications
within SAP. Some users have the same id as that of the login, while in some cases they are
completely different from the login id. Hence there is a need for the user to enter the different
login credentials for each application or the system needs to do a mapping of the login user id to
the application user id, such that the SSO ticket can be generated and used for all the applications
within SAP. In order to free the user from remembering any additional login credentials, thereby
reducing the possibility of system error, a decision was made to do the mapping. Since LDAP
already contains the login credentials, adding a field in LDAP to store the SAP userid was the
fastest possible solution.
The new login procedure would work as follows - The user will be first authenticated using
LDAP authentication. If the user is an authentic user, then LDAP would retrieve the SAP userid
stored as an additional field. This SAP userid would then be used to access the SAP portal, where
the generation and issue of SAP logon tickets would take place. These SSO tickets would be used
to access all the applications within SAP. The main advantage that can be achieved with this
scheme is that the authentication and authorization take place outside the SAP environment and
only the authenticated users are allowed into SAP. This allows the external authentication module
to be a simple Java application, which does not require any special or complicated JAAS APIs.
This external authentication module could be configured to use any available LDAP
configuration.

6.2.3. The Problem
The mappings of the login userid to the SAP userid would be stored in the LDAP. Since the
LDAP administrator has the rights to perform all manipulations to the mappings, any incorrect
entry for a user may lead to the user not having access to the systems at all or may grant the user
access to application systems, which he may originally not be authorized to access. This
unauthorized access can lead to an identity theft. In case of SAP systems, authorizations are
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stored as roles for each user and decisions about granting or denying access to any system
depends solely on the permissions a user has. Thus, any change in the SAP userid can lead to a
user having totally different authorizations and access rights. This can thus pose a high security
and identity threat.
A solution to this problem of a possible identity theft needs to be found. The solution developed
should protect the identity of the user. Any incorrect manipulations to the user mappings should
not be allowed. The system should minimize the human interaction during user mappings.

6.3. Possible alternative solutions
After a thorough analysis of the current system, two problems need to be answered. The first
problem is the possibility of a security breach if the users need to remember several login
credentials. The second is the identity theft if the LDAP administrator incorrectly maps the login
userids to the SAP userids. To solve the problem of the security breach and free the user from
remembering several login credentials, the Single Sign On could be effective.
In order to solve the problem of a possible identity theft if user mapping are manually changed or
manipulated, one of the two below alternative solutions could be used.

6.3.1. Alternative 1
Proposal Reference system refers to a system, which is external to the enterprise portal and consists of a
list of all the existing users who need access to the different SAP applications. The system needs
to be setup in such a way that it does the user mappings of the login userid to the SAP userid.
This solution could be implemented as a batch job run by the administrator. The administrator
would not have access to the system unless changes are need to user mappings. The system is
depicted by the Figure 16. As seen in figure 16, the reference system is external to the enterprise
portal which has the user mappings. The solution would work as follows: The user 'A' logs in to
the intranet using his network login. If the network login is successful, he is then routed to the
SAP portal. The SAP portal issues a command to the reference system to retrieve the SAP userid
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for the logged in user. If in the reference system, the mapping of the user 'A' is done with the SAP
userid as User 'B' then the reference system returns the mapped userid as 'B'.

Figure 16 Reference system solution where, after successful user sign on the SAP portal retrieves the mapped
SAP userid from the reference system to gain access to the other applications within SAP.

The SAP enterprise portal now uses B as the SAP userid and checks if there is already a logon
ticket generated. If no ticket is generated, it issues a new SAP logon ticket. This SAP logon ticket
will now be used to access other SAP systems. This process ensures that no human interaction is
required except for the first time when the user mappings in the reference system are done by the
administrator.
After analyzing the current IT system structure, it was found that the HR system is the only
system where data of all the users is present. Thus, the HR system could be used as a reference
system by modifying it and adding a new field, which would be used to store the mapped userids.
Shortcomings of the approach The HR system is the main source of data for all the financial operations of the enterprise. As
already mentioned, the different SAP systems are being used not just by the employees of the
organization but also by several freelancers. The data of all the employees exist in the HR
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system, but the data for the freelancers and external consultants and suppliers does not currently
exist in the HR system. This approach would require the creation of dummy users for the external
users not already a part of the system. This solution is not acceptable as it violates the company
policies. The company policy states that the HR system needs to hold data only for the users who
are on a payroll of the company. Adding dummy users to the HR system thus violates this policy
as the users who are not on the payroll would need to be placed in the HR system. This solution is
thus ruled out.

6.3.2. Alternative 2
Proposal –
Another option would use LDAP as the reference system to store the mapped userids. LDAP is
an external system, which includes the login userids of all, including the external users. But, as
already mentioned in the previous chapters, it could lead to an identity theft, if incorrect
mappings are present in the LDAP store. In order to solve this problem, the principle of double
security or a four eye principle could be implemented.
What is a four eye principle - Four eye principle means that the important decisions are not
made by an individual person, but are made with the consent of some other higher authority. The
goal of this principle is to reduce the probability of error and to reduce the risk from errors
(Economy Point). The four-eye-principle is most commonly used in case of huge financial
transactions, where a single person does not have the complete rights but needs the consent and
permission of some higher authority to complete the transaction. Consider a large financial
transaction for instance a billion dollars. For preventing any malpractices, a financial institution
needs to take extra precautions. If rights are given to a single person, a theft is more likely than if
the decision is split among several people. Thus, the system is so setup that; the transaction could
only succeed if all the authorities have given their consent. In case one of authorized individuals
disagrees to the terms, the transaction would fail. This is used so that there is an independent
controlling mechanism in place (Wikipedia, 2007).
Relevance to the current situation - The four eye principle could be extended for use in the
current situation to reduce the risk of a possible identity theft. Introducing the four eye principle
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would mean that instead of having only the administrator manage the user mappings, a new
module be introduced such that unless both, the external module and the administrator,
authenticate, only then would the user be allowed access to the SAP portal. Once the user is
authenticated and gains access to the SAP portal, the SAP portal generates and issues the SAP
logon ticket, which will be used as the SSO ticket for gaining further access to the SAP
application system. A sequence diagram of this design is given in Figure 17

Figure 17 Sequence Diagram illustrating the four eye principle.

6.4. Solution Selection
Since the proposed solution which plans to use the HR system to store the user mappings, does
not comply with the company policies, the proposed solution that employees the four eye
principle to solve the problem of the possible identity theft is needed.
The use of a four eye principle provides the following benefits:
LDAP is an external system consisting of the user credentials for all users including the
external consultants and freelancers.
The mapping of the login userid and the SAP userid is done by the external module and
does not require human interaction, thereby preventing any possibility of manual changes
or manipulations to the individual mapped userids.
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The administrator has the ability to make changes to the user mappings in case of any role
change or if the name of a person changes due to reasons like marriage etc., using batch
scripts, which can be uploaded for several users at the same time. But, the system will
allow access to the SAP applications only if the same changes are made in both systems.
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7. Solution Implementation
This chapter discusses the implementation details of the proof of concept solution, which utilizes
the four eye principle. It also covers the advantages and downsides of using this solution.
Attempts are also made to evaluate the selected solution against other similar security solutions
and security criteria.

7.1. Implementation Details
To protect the system from possible identity theft, which may arise because of the incorrect user
mappings by the administrator, the implementation of the four eye principle was selected. This
solution is an extension to the login module provided by SAP. It is by no means an alternative to
the SAP logon stack, and does not try to replace the SAP logon procedure. It simply uses the
custom login module facility provided by SAP to develop an external authentication module,
which can be added to the SAP logon stack. This solution is included as a custom login module
and is external to the SAP system. After authentication, the user is routed to the SAP enterprise
portal, where the SAP SSO logon tickets are generated and issued for the user. The user then is
able to access all the applications within SAP.

7.1.1. Implementing the four eye principle
The new proposed solution can be visualized with the help of Figure 18
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Figure 18 Implementation of the selected four eye principle

Implementation of the selected four eye principle where the user logs in with user credentials, is then
authenticated using LDAP, the SAP userid is returned and encryption of SAP userid and login userid is
done in the module. The encrypted value generated and the one retrieved from database is compared
and if the values match, the user considered authentic and is routed to the SAP portal.

The solution (external module) is a simple J2EE Application running on JDK 1.5, making use of
standard Java APIs and class libraries. It was developed using the SAP NetWeaver IDE. The
solution requires an LDAP directory for the storage of the user credentials and the SAP userids.
For this solution, OpenLDAP is used. Sample data was added to the OpenLDAP for testing
purposes. A database is also required to store the encrypted values. In this case, MySQL database
was used. Both, LDAP and MySQL were installed on the local machine. SAP systems are
already available and ready to use. Installation or configuration of the SAP systems was not a part
of this thesis.
OpenLDAP is used for storing the user credentials. It also contains an additional field, which
stores the SAP userids. Each user in LDAP has a corresponding SAP userid, which is used to
gain access to the portal. This mapping of the userid and the SAP userid was added in LDAP for
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the sample data. MySQL database holds a replica of the LDAP with the login userid and SAP
userid. The database also has an additional field called the 'EncryptedValue', which is the
encrypted string derived from the combination of the login userid and SAP userid. Encryption is
done using the Java security libraries. 'MessageDigest' class from the java security package
(java.security.MessageDigest) is used to perform the encryption. This message digest class
provides the application with MD5 or SHA functions. Message digests are one-way hash
functions which take arbitrary sized data as an input and produce an encrypted fixed length hash
value (Sun Microsystems, 2003). In this case, we use the 'SHA' algorithm to generate the
encrypted hash value. The login userid and SAP userid are provided as an input to the message
digest class. The output is a fixed length encrypted hash value string derived from the
combination of the above two userids and encrypted using the 'SHA' algorithm. An encrypted
string is thus calculated for each user present in the LDAP, using the same encryption algorithm
and stored in the corresponding 'EncryptedValue' field in the database.
The complete login process to the SAP portal using the external module authentication is
illustrated in Figure 19. It shows the flow of activities for the new enhanced security login
procedure.
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Figure 19 Flowchart showing the flow of activities for the new enhanced security login procedure

The external module developed to implement the four eye principle is a J2EE application with
several Java classes which performs the authentication procedure as follows:
1. The user accesses the login page, which is a simple JSP in the external module, prompting
the user for the userid and password.
2. The call is then routed to the configured LDAP, which performs authentication using the
Bind Authentication mechanism3, whereby the userid and password are passed as a
request message to LDAP. LDAP returns an exception if the user credentials fail. If the
user is authentic, no exception is thrown. This type of authentication is particularly useful
as it protects against errors, which may arise in case of string comparisons.
3. If authentication fails, the system exits with an error.
4. If the authentication is successful, the module retrieves the SAP userid stored as an
additional field in LDAP using the query-retrieval operation4.
5. With the help of the userid obtained from the user during login and the SAP userid
derived from LDAP, the external module now generates the encrypted hash value. This
encryption is done using the Java security library class 'Message Digest' and the 'SHA'
algorithm.
6. The module also retrieves the 'encryptedValue' for the userid given by the user during
login, from the database using the SQL data retrieval commands.
7. The encrypted value retrieved from the database is compared to the encrypted value
generated by the module in step 5 above.
8. If both the encrypted values match, the user is considered authentic and is routed to the
SAP portal, where the SAP SSO logon tickets are generated for the user to enable access
to other applications within SAP.
9. If there is a mismatch in the values, the user authentication fails and the system exits with
an error.

3
4

Details on authentication can be found in chapter 5, section 5.4
Details on LDAP operations can be found in chapter 5, section 5.2
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Figure 20 SAP Portal Page after successful logon

The Figure 20 shows the SAP Portal Page that is generated if the user has been successfully
authenticated. The user fails to authenticate if the encrypted values do not match. Such a failure
during the matching of the encrypted values will take place if there is some discrepancy in the
values either in LDAP or in the database. Ideally such a situation should not occur, as the
database is a replica of the LDAP stored values. However, a mismatch in the values only
indicates that one of the systems, either LDAP or Database, has been changed without the
knowledge of the other. Thus, it indicates a security breach as none of the systems should be
changed without making the corresponding change in the other system. If there is a change in the
SAP userid of a user for any reason, that change should also be reflected in the database. A new
encrypted value for the changed SAP userid and the login userid should be calculated and
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updated in the database. Only after updating the values in the database, will the module be able to
correctly authenticate the user. The module does not authenticate the user unless both the systems
match. Thus, a double security or a four eye security has been implemented. The problem of
identity theft can hence be eliminated as the administrator is now not at liberty to change or
manipulate any user mappings without making the corresponding change in the external database.
By ensuring organizational level security, and keeping the administration of both systems
separate from each other, the identity theft due to any incorrect user mappings can be avoided.
The external module is implemented and deployed on the Application Server. In this case, the
application is deployed on the SAP portal application server by making the corresponding
changes to the configuration files. Apart from deploying the application, the module also needs to
be added to the SAP logon stack to make sure that the external module is used for authentication
instead of the original SAP authentication module, which uses the User Management Engine. For
this, the original SAP logon stack needs to be modified to incorporate the custom login module
for authentication. This module will now authenticate the user and provide the SAP userid if the
authentication is successful.

7.1.2. Modifying the SAP logon stack
The J2EE Engine Visual Administrator was used to modify the SAP logon stack to incorporate
the custom login module. The Visual Administrator is a graphical user interface (GUI) that
enables administration of all the elements and modules running on the SAP systems. It provides
remote monitoring and management of managers, services, libraries, and interfaces working on
each element in a single GUI. It can be used to configure the global properties and control the
runtime administration (SAP AG).
For modifying the SAP logon stack, changes in the 'Security Provider' option in the Visual
Administrator needs to be made. For detailed information on adding the custom login module to
the SAP logon stack, refer to the SAP documentation (SAP AG).
The original SAP Logon Stack is illustrated in Figure 21, as seen, it contains the following
modules.
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Figure 21 SAP Default Logon Stack with the basic authentication modules

EvaluateTicketLoginModule - Checks if the SAP SSO logon ticket already exists for the user.
If it is present, then the logon stack is exited and the control is transferred to the SAP application.
BasicPasswordLoginModule - Prints a login JSP for the user and the user needs to supply the
login credentials. The user is authenticated with the help of the SAP internal User Management
Engine.
CreateTicketLoginModule - If the user authentication is successful, the SAP SSO logon tickets
are generated and issued.
To incorporate the custom login module, the default login stack is now modified as illustrated in
Figure 22.

Figure 22 SAP Modified Logon Stack consisting of the custom login module at position 2

As seen, it consists of the following modules:
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EvaluateTicketLoginModule - Checks if the SAP SSO logon ticket already exists. If it is
present, then the logon stack is exited and the control is transferred to the SAP application.
UserDefinedLoginModule -The externally developed authentication module is now added at the
position 2. The user is required to present the login credentials; the external module now
authenticates the user following the four eye principle.
CreateTicketLoginModule - If the user authentication is successful, the SAP SSO Logon ticket
is generated and issued for the user and the control is transferred to the SAP portal.
BasicPasswordLoginModule - In case of any error in the user defined login module, the system
also can use the Basic authentication module as a failover, which will take over the login
procedure in case of errors in the custom logon mechanism.
CreateTicketLoginModule - SAP SSO logon tickets will be generated for the authenticated user
and the control returns to the SAP portal.
Flags such as 'Sufficient' and 'Optional' can be set for the different login modules to determine
when the login stack may stop after the user is successfully authenticated. In this case, the
UserDefinedLoginModule is flagged as 'Sufficient', which indicates that the login may return
control to the SAP applications if the user is successfully authenticated through the
UserDefinedLoginModule.
Thus, the four eye principle is successfully implemented and added to the SAP logon stack to
allow the users to be authenticated with the external authentication module instead of the
standard SAP authentication. The user is allowed access to the SAP portal only if both, the LDAP
and the database consider the user authentic. This is achieved by the comparison of the encrypted
values of the combination of login userid and SAP userid. If the encrypted values match, the user
is considered authentic and routed to the SAP portal. If the values do not match, it indicates that
there has been some manipulation done to the user mappings and hence the user is not authentic.

7.2. Advantages and Disadvantages
The use of the four eye principle has the following advantages:
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Since the system allows access to the SAP portal only if the user mappings in the LDAP
and the database match, the possibility of an identity theft, due to incorrect mappings of
the login userid and the SAP userid are avoided.
The module developed is an external authentication module separate from the SAP login
structure. Hence, it can act as a plug and play module and be integrated into the SAP
logon stack without disturbing the current IT structure and the login mechanism. This
allows the external module to be used in other systems or projects where such an
enhanced security mechanism may be needed.
It makes use of an LDAP system, which is an external system and contains the user ids of
all the users, including the external and internal users, accessing the company resources.
This eliminates the need for adding dummy users for the users not already in the system,
thereby assuring that no company policies are violated.
In spite of the above advantages, it is necessary to ensure organizational level security. The
administration and maintenance of the two systems, LDAP and Database, should be kept separate
from each other to ensure effective implementation of the four eye principle.

7.3. Evaluation against other security solutions
The possible alternative approaches to prevent the identity theft problem, which may arise
because of the incorrect mappings of the users by the administrators have been already explained
in section 6.3. The reasons for selection of the four eye principle have also been mentioned. This
section will try to provide other options for the security during authentication by use of other
principles and concepts. These concepts may not provide solutions for prevention of the identity
theft for the problem specified in section 6.2.
The IT evaluation criterion specifies three main components, which are Confidentiality, Integrity
and Availability. The four eye principle implemented in this project mainly deals with integrity,
as it refers to the users being trust worthy to access the different resources. Another security
approach that is used in this implementation is the use of a role based access control mechanism,
which is gaining increasing popularity due to the simplicity and flexibility it offers. The role
based access control mechanism allows the access rights and permissions to be assigned to roles
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rather than to individuals. This helps to reduce user access management if the user moves to new
function within the organization or if the user quits the organization.
The most common age old technique to gain access to the system has been the use of the
password mechanism. Although the password mechanism proves to be the simplest and easy to
implement technique, it also has proven to be the most error prone. However by introduction of
password rules and introducing systems which ensure the rules are being enforced, can reduce the
probability of error and an associated identity attack. Password rules such as defining a minimum
length, presence of alphanumeric or special characters etc. can prove to be effective.
Security mechanism, which can be introduced apart from the password mechanism, is the use of
client certificates for user authentication. Users can present the X.509 client certificates for user
authentication using the SSL protocol, whereby each user needs to possess a public key pair. Use
of client certificates eliminates the requirement of authenticating using passwords. The
authentication of the user takes place transparently with the underlying SSL security protocol.
This could prove to be a more effective method of authenticating when compared to
authentication using passwords.
The authentication mechanism, which is gaining popularity, is the biometric authentication,
whereby the user presents biometric features such as fingerprint, retina scan, face or voice
recognition as a key for authenticating against any system or application. This mechanism tries to
exploit biometric features, which are considered to be unique for each individual. Although it is
assumed to be the most reliable technique for identification of the user, it is also one of the more
expensive techniques requiring the technology for effective and efficient comparison of the
presented user details to the available user records in the database.
The use of something the user has, such as a security token or a secure ID, is also an effective
mechanism for enhancing the authentication security. The use of a secure ID is a form of a two
factor or strong authentication providing a more reliable level of user authentication than reusable
passwords. The use of any of the above solutions can help to achieve an increased security during
authentication.
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8. Solution Extension and Related Work
This chapter discusses the possibility of extending the Proof of Concept already developed to
other systems, which use a similar structure. It will also discuss related work in the field of
security and protection of identities.

8.1. Solution extension
The four eye principle implemented in the previous chapters makes use of standard open source
components and technologies. The module has been implemented in JAAS technology and
provides interfaces for all the parts and components. The module is implemented such that it is
possible to utilize any database or LDAP by changing only the configuration and properties. It
can hence act as a plug and play module for any system, which requires an enhanced security
during SAP Logon. The module can be easily added into the SAP Logon stack to provide the
required authentication mechanism. Thus, the enterprise can easily decide upon the required
authentication mechanism and the level of security that is needed.
After a brief discussion with an employee of another organization, it was found that they are also
faced with a problem similar to the identity theft and full control governed by the administrator of
the system. The system in context requires a mail archive system as a result of the government
regulations which states that all the mails that are sent out or received by a company must be
archived for a period of ten years. The mails should be archived such that they are authentic and
not tampered. Since the administrator has the complete rights and permissions to archive, it is
also possible that the administrator could tamper, manipulated or at the least read these mails. A
four eye principle can be used in this case to require that the administrator would need at least
one more person’s authorization before the mails are read or manipulated. The system could be
setup such that, in order for the mails to be read, the administrator would need consent of another
person of higher authority to allow for any changes. Thus, roles management can be achieved,
which would hence protect the system from any unauthorized access and the possibility of
identity theft.
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8.2. Related work
As the number of organizations, which make use of IT solutions increases, the need to protect the
identity of the users and to protect the systems from any unauthorized access and unrecorded
behavior is also increased. The rapid growth in the number of online services leads to an increase
in the number of identities that each user needs to maintain. Digital identities are a representation
of who we are during engagement in online transactions and activities. But, as the number of
these online activities increases, the number of digital identities that need to be maintained are
also increased. This leads to an overload of identities and may lead to password fatigue, thereby
leading to a serious problem of being unable to protect users against any identity theft. Research
in this field of protecting the user against any identity theft and protecting the systems from
unauthorized access has lead to several new terms and concepts. The two buzz words that are
gaining increasing importance are "`Identity Management"' and "`Identity Federation"'.

8.2.1. Identity Management
In a digital world, each person can be represented by a set of attributes, which uniquely identify
the person. But, depending on the situation and context, only subsets of these attributes are used
to represent a person. Identity Management refers to the process of representing and recognizing
entities as digital identities in computer networks (Josang, Fabre, Hay, Dalziel, & Pope, 2005). It
refers to the management of the identity entities during their life cycle. It mainly deals with
managing a user's identity in the same domain or organization. It provides tools for managing the
identities in the digital world (Clauss, Kesdogan, & Koelsch, 2005). It is a very broad
administrative area, which deals with identifying individuals in a system and controlling their
access to resources within the system by associating user rights and restrictions with the
established identity.
Identity Management involves three main steps:
Establishing identities - deals with authenticating the user.
Describing the identity - refers to describing the entity by adding one or two attributes to
the entity or by modifying the attributes of the entity.
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Destroying the identity - refers to complete destruction of the identity after the job is
done.
Authentication, which is the most important part of identity management, is responsible for
verifying the claim that someone is of a specific identity. Authorization and Access control are
also an important part of Identity Management. User centric Identity Management is necessary to
protect the user privacy in an electronic environment. However designing such a user centric
identity management system is extremely complex as it involves meeting the expectations of
different systems and parties. Identity Management systems can be classified into three different
types, (Clauss, Kesdogan, & Koelsch, 2005)
1. Identity Management systems for account management implement the AAA infrastructure
(authentication, authorization and accounting). This deals with the pure identity paradigm and
refers to the creation, management and deletion of identities.
2. Identity Management systems profile user data for an organization. This is also called the user
access paradigm as it involves dealing with user and their associated data to log on to systems
or services.
3. Identity management systems provide user-controlled context-dependent role and pseudonym
management. This is referred to as the service paradigm perspective, where a system delivers
personalized, role based, online, and on demand service to the users and their devices.

8.2.2. Identity Federation
Another term that is similar in concept to identity management and which is increasingly
becoming common is Identity Federation or Federated Identity. Identity Federation also refers
to managing a single user's multiple identities across several administrative domains. But unlike
identity management, which demands forcing of the single user's identity to several systems or
applications by use of Single Sign On concepts, identity federation leverages trust between
Service Providers to share a user's identity and information like Authentication and Attribute
details (Saklikar & Saha, 2007). It is a powerful scheme, which links the accounts of users
distinctly maintained by different business partners. Federated Identity is different from identity
management in terms that identity management deals with user and data security within the same
network or at least the same domain. However, as the number of users accessing the systems
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from outside their domain of control increases a new approach of identity management, known as
'Federated Identity Management' has become popular. Federated Identify Management helps
enable the transfer of user information across otherwise autonomous security domains. Its
ultimate goal is to enable users from distinct domains to securely access the data and systems
from another domain seamlessly and without the need for completely redundant user
administration.
Identity federation is an extremely broad and an evolving subject and can be extended to involve
user to user, user to application, and application to application scenarios. The term Identity
Federation is a generic term and is not bound to any specific protocol, technology,
implementation or company. However it describes methods of identity portability, which can be
achieved using open standards and open source technologies, such as OASIS SAML (Security
Assertion Markup Language) specification, or other open source published specifications such as
Information Cards, OpenID etc.

8.2.3. Advantages offered and challenges faced
The biggest advantage that is offered by the identity management and federated identity is to free
the user from maintaining several identities for enabling access to systems and applications
within or across domains. It provides increased opportunities to online businesses. Identity
management can also be useful in dealing with system wide data quality and integrity issues,
which can be encountered during fragmented databases and workflow processes. It also provides
an opportunity to consolidate the geographically distributed applications and systems. Another
advantage that is offered is significant cost savings, which are realized through automation, and
enhanced productivity due to saving in the cost and time required to access different systems.
In spite of all the advantages that are offered by identity management and federated identity, the
main point of concern related with identity management is the risk of an identity theft. Identity
thefts refer to the identity attacks such as Phishing, Pharming or other password attacks (Madsen,
Koga, & Takahashi, 2005). Despite the guidelines for the protection against identity theft, not
many protection solutions have been proposed so far. Identity management solutions can prove to
be complex as well as expensive. Lack of leadership required to introduce an identity
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management system can also prove to be a significant disadvantage. Insider threat due to
presence of honest-yet curious service providers could also lead to serious damage.

8.3. Inference
After understanding of the principles of identity management and federated identity, it can be
inferred that the four eye principle implemented in the previous chapters closely relates to the
identity management principle. The four eye principle deals with the management of identities in
the same domain i.e. the SAP network and in the same organization. The enterprise in context
contains several systems, which belong to the same domain and a single sign on solution is
required that relieves users from remembering several identity credentials for gaining access to
these systems as well protecting against possible identity theft, which may arise due to incorrect
roles and permissions in a role based access control system. Identity Federation mainly deals with
the management of identities across organizations, therefore we can assume that the solution
implemented above belongs to Identity Management. Security of user identities, in a role based
access control system is of primary importance in the project. The implemented solution is thus a
security solution, which protects the rights of the users by ensuring that there is no manipulation
of the roles and permissions of the users and that the users are allowed access only to the systems
that they are actually meant to access.
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9. Conclusion
As the dependence on IT for successful execution of the business rises, the need for
establishment and use of the digital identities for easy and efficient access to the systems and
applications also increases. Adequate management of the digital identities in the computer
systems is thus crucial to provide security and increase efficiency.
This thesis provides a solution for a large organization, which uses SAP portal as a single point of
entry to several of the SAP and Non-SAP applications. A flexible and privacy preservation
approach was proposed to prevent any identity theft, which may arise as a result of incorrect
mappings of the users and their roles, which allows the users to gain access to the different
applications in a SAP NetWeaver environment. The approach relaxes the total dependency on the
administrator to ensure the correct mappings for the users of the system, which was the biggest
point of concern for the organization. The solution implemented to combat the problem of an
identity theft was based on a four eye principle or a principle of enhanced security. Several
different aspects of security including its types, possible attacks and vulnerabilities, and access
control mechanisms were analyzed. Conceptual descriptions for other systems and terms used in
the IT infrastructure were also discussed.
The future work includes incorporating different authentication mechanisms as mentioned in
Section 6.3, other than the age-old password authentication mechanism to ensure enhanced
security to the systems and protect users during the process of authentication. Exploring new
ways of protecting the identity of the users in a role-based access control system is also one of the
more challenging tasks. Since SAP is also in the process of developing an Identity Management
solution, incorporating the developed module into the SAP Identity Management system is also
an interesting challenge for the future.
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